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Objetivos 

•  Conocer las razones por las cuales se adoptaron los incisos B(13) y 
B(14) en la Regla 901 de las de Evidencia. 

•  Comprender la presunción estatutaria sobre evidencia electrónica en 
nuestra jurisdicción. 

•  Aplicar técnicas para impugnar evidencia electrónica conforme a la 
Regla 901. 



ADOPCIÓN DE LA REGLA 901 DE LAS DE 
EVIDENCIA EN NUESTRA JURISDICCIÓN  



Informe de las Reglas de Derecho Probatorio 

•  Atender la autenticación de evidencia electrónica. 

•  Weinstein: 

–  The growing use of computer-based evidence at trial mirrors the 
pervasive use of computers  in daily life, which is nowhere more 
prevalent than in commerce. 

•  Establecer un modo para autenticar el récord electrónico “mediante 
evidencia de la integridad del sistema en el cual o por el cual los 
datos fueron grabados o almacenados”.  

•  Récord electrónico: Aquellos datos (representaciones, en  cualquier 
forma, de información o conceptos) creados, guardados o 
almacenados en una computadora o artefacto similar, y que puedan 
ser leídos o percibidos por una persona, sistema de computadora o 
artefacto similar.  



Informe de las Reglas de Derecho Probatorio 

•  El récord electrónico puede crearse casi instantáneamente, además, 
tiende a mirarse con desconfianza por lo fácil que resulta manipular 
la información digital. 

•  Orin S. Kerr: 

–  A computer-generated record might not be authentic if the program that 
creates the record contains serious programming errors. If the program's 
output is inaccurate, the record may not be “what its proponent claims” 
according  to Fed. R. Evid. 901. 

•  La manera de probar que el sistema estaba operando correctamente 
puede variar y dependerá tanto de la evidencia que se pretende 
ofrecer como de las circunstancias del caso. 

•  Cualquier duda que surja sobre la exactitud de las impresiones de 
computadora afectarán el peso de la prueba pero no la admisibilidad.  



Informe de las Reglas de Derecho Probatorio 

•  El Comité entendió necesario incluir un inciso sobre el correo 
electrónico toda vez que se ha convertido en una herramienta 
esencial en la mayoría de las organizaciones y negocios.  

•  Las complejidades de la transmisión de los mensajes y de si 
efectivamente fueron generados y difundidos por las partes en un 
litigio, hacen necesario que se recurra a la integridad del sistema 
como un medio adicional disponible para autenticar los correos 
electrónicos. 



Uniform Electronic Evidence Act (1998)  

•  Section 3:  The person seeking to introduce an electronic record [in 
any legal proceeding] has the burden of proving its authenticity by 
evidence capable of supporting a finding that the electronic record is 
what the person claims it to be. 

•  Section 4.  (1) [In any legal proceeding,] Subject to Subsection (2), 
where the best evidence rule is applicable in respect of an electronic 
record, it is satisfied on proof of the integrity of the electronic records 
system in or by which the data was recorded or stored. 

–  It will often be impossible to provide direct evidence of the integrity of the 
individual record to be admitted. System reliability is a substitute for 
record reliability. 

–  Neither the production of an original record nor the production of 
evidence of system reliability guarantees the integrity of the record, but it 
supports its integrity to the degree that courts have been willing to admit 
the record, subject to argument about its weight. 



Uniform Electronic Evidence Act (1998)  

•  Section 5. In the absence of evidence to the contrary, the integrity of 
the electronic records system in which an electronic record is 
recorded or stored is presumed [in any legal proceeding] 

–  by evidence that supports a finding that at all material times the computer 
system or other similar device was operating properly;  or, 

–  if it was not, the fact of its not operating properly did not affect the 
integrity of the electronic record, and there are no other reasonable 
grounds to doubt the integrity of the electronic records system; 



O. S. Kerr, Computer Records and the 
Federal Rules of Evidence  
•  Computer-stored Records:  Documents that contain the writings of 

some person or persons and happen to be in electronic form. 

•  E-mail messages, word processing files, and Internet chat room 
messages provide common examples. 

•  Computer-stored records must comply with the hearsay rule. 

•  If the records are admitted to prove the truth of the matter they assert, 
the offeror of the records must show circumstances indicating that the 
human statements contained in the record are reliable and 
trustworthy, and the records must be authentic.  



O. S. Kerr, Computer Records and the 
Federal Rules of Evidence  
•  Computer-generated Records:  Contain the output of computer 

programs, untouched by human hands. 

•  Log-in records from Internet service providers, telephone records, 
and ATM receipts tend to be computer-generated records. 

•  Do not contain human "statements," but only the output of a computer 
program designed to process input following a defined algorithm. 

•  The fact that a computer, rather than a human being, has created the 
record alters the evidentiary issues that the computer-generated 
records present. 

•  The evidentiary issue is no longer whether a human's out-of-court 
statement was truthful and accurate (a question of hearsay), but 
instead whether the computer program that generated the record was 
functioning properly (a question of authenticity). 



O. S. Kerr, Computer Records and the 
Federal Rules of Evidence  
•  Some computer records are both computer generated and computer-

stored. 

•  For example, a suspect in a fraud case might use a spreadsheet 
program to process financial figures relating to the fraudulent 
scheme. 

–  A computer record containing the output of the program would derive 
from both human statements (the suspect's input to the spreadsheet 
program) and computer processing (the mathematical operations of the 
spreadsheet program). 

•  The record combines the evidentiary concerns raised by computer-
stored and computer-generated records. 

•  The party seeking the admission of the record should address both 
the hearsay issues implicated by the original input and the 
authenticity issues raised by the computer processing. 



Perma Research & Dev. Co. v. Singer Co., 
542 F.2d 111 (1976)  
•  The key evidence was testimony by plaintiffs witness that computer 

testing revealed such a device was feasible. The defendant objected 
to this, and claimed prejudicial error. 

•  Justice Clark, writing for the majority, held that though the plaintiff did 
not provide all of the underlying data for its testing model, it did 
establish sufficiently the feasibility of such a device. 

•  Dissent:  This particular evidence did not fall within the business 
records exception to the hearsay rule. 

–  The computer test was not made in the ordinary course of business, but 
rather specifically for the purpose of litigation. 

–  The program itself was not available for examination.  

–  There was nothing presented to insure the kind of reliability exhibited by 
a printout prepared in the usual course of business. 



U.S. v. Salgado, 250 F.3d 438 (2001)  

•  A computer printout is admissible under Rule 803(6) as a business 
record if the offer or establishes a sufficient foundation in the record 
for its introduction.  

•  It is well established that computer data compilations are admissible 
as business records under Fed. R.Evid. 803(6) if a proper foundation 
as to the reliability of the records is established.  

•  It is not necessary that the computer programmer testify in order to 
authenticate computer-generated records.  



IMPUGNACIÓN DE EVIDENCIA 
ELECTRÓNICA BAJO LA REGLA 901  



REGLA 901. REQUISITO DE 
AUTENTICACIÓN O IDENTIFICACIÓN 
•  El requisito de autenticación o identificación como una condición 

previa a la admisibilidad se satisface con la presentación de 
evidencia suficiente para sostener una determinación de que la 
materia en cuestión es lo que la persona proponente sostiene.  

•  Ejemplos: 
–  Testimonio por testigo con conocimiento  

–  Escritos en contestación  

–  Contenido de escritos  

–  Autenticación mediante admisión  

–  Características distintivas 

–  Proceso o sistema 

–  Récord electrónico  

–  Correo electrónico  



REGLA 901 (B)(13) 

•  Un récord electrónico podrá autenticarse mediante evidencia de la 
integridad del sistema en el cual o por el cual los datos fueron 
grabados o almacenados. La integridad del sistema se demuestra a 
través de evidencia que sustente la determinación que en todo 
momento pertinente el sistema de computadoras o dispositivo similar 
estaba operando correctamente o en caso contrario, el hecho de que 
su no operación correcta no afectó la integridad del récord 
electrónico. 



REGLA 901 (B)(14) 

•  Un correo electrónico podrá autenticarse mediante evidencia de la 
integridad del sistema en el cual o por el cual fue creado, enviado o 
recibido. 



Ejemplos de Autenticación de Evidencia 
Electrónica 
•  Evidencia directa: 

–  Testimonio de la persona que creó la evidencia. 

–  Testimonio de una persona con conocimiento general de cómo esa 
evidencia electrónica es creada de manera rutinaria. 

–  Testimonio de un perito (metadata). 

•  Evidencia circunstancial: 

–  Un email que contenga un escrito en contestación. 

–  Características distintivas como contenido, sustancia o patrones internos 
tomando en conjunto con las circunstancias de la evidencia. 



Flujograma de Admisibilidad Evidencia Electrónica 

¿Es relevante? 

No es admisible 

¿Su valor probatorio es 
sobrepasado por perjuicio, 

confusión, perdida de 
tiempo, acumulativo? 

¿Hay exclusión? 

Es Admisible 

¿Hay excepción? 

NO 

SI 

SI 

NO 

NO 

SI 

SI 

NO 



R.O. Sandoval-Ramos, ¿Se deben adoptar presunciones 
para facilitar la admisibilidad de evidencia electrónica? 

Technology Law Development Group del Singapore Academy of Law  

1.  Adoptar un acercamiento la admisión de records electrónicos que 
no sea especifico de computadoras, 

2.  Opción igual a la anterior, pero incluyendo presunciones que 
faciliten la admisibilidad de dichos records electrónicos, 

3.  Adoptar un acercamiento de records de negocios la admisión de 
récords de negocios en forma electrónica y  

4.  Mantener el acercamiento vigente especifico de computadoras, 
liberando las reglas de admisibilidad.  



V. I. Neptune Rivera 
Los retos de la evidencia electrónica  

•  Algunos tribunales --tanto federales como estatales-- se han negado 
a establecer una diferencia en el estándar admitir documentos en 
papel y documentos electrónicos.  

•  En los casos en que los sistemas generan datos luego de procesar la 
información introducida, surgen problemas de autenticación ya que 
es necesario explicar el proceso mediante el cual la computadora 
genero su resultado.  

•  en Puerto Rico se puede autenticar la evidencia electrónica de las 
maneras siguientes: evidencia directa o circunstancial; una admisión 
de autoría; autenticación mediante admisión […]; características 
distintivas como contenido, sustancia, patrón interno u otras 
características que tomadas en conjunto pueden ser suficientes 
autenticar […]; procesos o sistemas […]; escritos en contestación 
[…]; y el contenido de escritos […].  



Cadena de Custodia Evidencia Electrónica 

•  Quien pretenda admitir evidencia electrónica debe cerciorarse que ha 
cumplido con los pasos necesarios para mantener la confiabilidad de 
la cadena de custodia. 

–  Procesos de recopilación, revisión y preservación 

•  Debe existir un plan de manejo de evidencia electrónica. 

–  Establecer un procedimiento de manejo de documentos y recopilación 
antes de comenzar la litigación; 

–  Establecer un método de identificación de documentos; 

–  Identificar los récords electrónicos de una manera que provea 
confiabilidad; 

–  Mantener una bitácora del proceso de recopilación; 

–  Revisar el procedimiento. 



Ejemplo: Autenticación de Email  

•  Versión 1:  Email impreso tal como lo ve el usuario. 

•  Versión 2:  Email impreso con datos de envío. 

•  Versión 3:  Email como se transmite por Internet. 



J. Shane Givens, The admissibility of electronic evidence at 
trial: Courtroom admissibility standards  

•  Electronic evidence:  Any information created or stored in digital form 
whenever a computer is used to accomplish a task. 

•  Electronic evidence may include information databases, operating 
systems, applications programs, computer-generated models, 
electronic and voice mail messages and records, and other 
information or ‘instructions residing in computer memory.” 

•  It is generally the burden of the opponents of electronic evidence to 
offer proof that the proponent's computer system is fallible in some 
way. 

–  It seems to be the most reasonable method of authentication because 
forcing the proponent to prove authenticity would be incredibly difficult 
and time consuming.  



J. Shane Givens, The admissibility of electronic evidence at 
trial: Courtroom admissibility standards  

•  The proponent would have to haul into court practically every person 
who had a hand in creating the evidence--from the writer of the 
program that stored the information to the person who actually 
entered it. 

•  Because most stored information, especially information that is 
business-related, is a compilation of records entered by possibly 
hundreds of people, this would be too time consuming and costly for 
the proponent.  



METADATA 

•  Metadata es la información contenida en un récord electrónico que 
contesta las siguientes preguntas: 

–  ¿Quién creó el archivo? 

–  ¿Cuándo fue creado el archivo? 

–  ¿Cuándo fue leído, modificado, impreso, etc.? 

•  La metadata está sujeta a descubrimiento de prueba y es parte del 
récord electrónico. 

•  La inexistencia de metadata en un récord electrónico, o la prueba de 
que la metadata fue borrada o alterada, incide en la validez del 
récord electrónico. 



Lorraine v. Markel, 241 F.R.D. 534 (2007)  

•  Electronic evidence is only admissible if it contains facts that are 
important to be included in a case, because if they were not included 
the ruling might be different. Furthermore, the fact that ESI is 
admissible for one purpose does not automatically mean that it is also 
admissible for another purpose. 

•  One has to be able to prove that the ESI present is indeed what one 
claims it to be. The methods that can be used for authenticating 
evidence are described in the rule. Specifically for ESI, creating hash 
values or analyzing meta-data are both generally accepted methods. 

•  Evidence is hearsay if it constitutes a statement offered for its 
substantive truth and is not excluded from the definition of hearsay, 
unless it is an exception. 



Lorraine v. Markel, 241 F.R.D. 534 (2007)  

•  Evidence provided should either be original or an admissible 
duplicate, and if that is not possible which secondary evidence could 
be admissible instead in order to prove the contents of the evidence. 
Examples hereof often used for ESI are summaries or photographs of 
the original evidence. 

•  Even though the presented evidence has probative value, it may still 
be deemed not admissible if its admission would create unfair 
prejudice, confuse or mislead the jury or delay the trial unnecessarily. 
With regards to ESI, examples of evidence that could be dismissed 
under this rule are when the evidence contains excessive offensive 
language, or when computer animations are used to make a point, 
which can be incorrectly interpreted by the jury. 



Tabla de Evidencia Específica 

Email Photo Website SMS Chat Data 
Conocimiento personal X X X X X X 
Perito X X X X 
Escrito en contestación X 
Características X X X X X 
Récord de Negocio X X X X 
Récord Público X 
Publicaciones Oficiales X X 
Sistemas Confiables X X X 



	   1	  

Bosquejo	  Detallado	  

Impugnación	  de	  Evidencia	  Electrónica	  
bajo	  la	  Regla	  901	  de	  las	  de	  Evidencia	  

	  
	  

I. Objetivos	  
a. Conocer	  las	  razones	  por	  las	  cuales	  se	  adoptaron	  los	  incisos	  B(13)	  y	  B(14)	  en	  

la	  Regla	  901	  de	  las	  de	  Evidencia.	  
b. Comprender	   la	   presunción	   estatutaria	   sobre	   evidencia	   electrónica	   en	  

nuestra	  jurisdicción.	  
c. Aplicar	   técnicas	   para	   impugnar	   evidencia	   electrónica	   conforme	   a	   la	   Regla	  

901.	  
	  

II. Adopción	  de	  la	  Regla	  901	  de	  las	  de	  Evidencia	  en	  nuestra	  jurisdicción	  –	  35	  minutos	  
	  

a. Informe	   de	   las	   Reglas	   de	   Derecho	   Probatorio	   de	   Marzo	   de	   2007,	  
Secretariado	   de	   la	   Conferencia	   Judicial	   y	   Notarial,	   Tribunal	   Supremo	   de	  
Puerto	  Rico	  (páginas	  639	  a	  643).	  	  Anejo	  1.	  

	  
Inciso	  (8)(13):	  Récord	  electrónico	  

El	   Comité	   consideró	   necesario	   atender	   específicamente	   la	   autenticación	   de	  
récords	   electrónicos.	   	   El	   aumento	   en	   el	   uso	   de	   la	   tecnología	   en	   la	   vida	   diaria	   y	  
especialmente	   en	   los	   negocios,	   hace	   conveniente	   que	   se	   establezca,	   un	   medio	   de	  
autenticación	  para	  el	  récord	  electrónico	  ante	  la	  posibilidad	  de	  que	  en	  su	  día	  lo	  relativo	  a	  
lo	  tecnológico	  se	  quiera	  presentar	  como	  evidencia	  en	  un	  juicio.	  	  El	  tratadista	  Weinstein	  
explica:	  

	  
Many	  kinds	  of	  computer-‐generated	  information	  are	  	  introduced	  as	  real	  evidence	  
or	  used	  as	  litigation	  aids	  at	  trials.	  They	  range	  from	  computer	  printouts	  of	  stored	  
digital	   data	   to	   complex	   computer-‐generated	   models	   performing	   complicated	  
computations.	   	   Each	   may	   raise	   different	   admissibility	   issues	   concerning	  
authentication.	  	  The	  growing	  use	  of	  computer-‐based	  evidence	  at	  trial	  mirrors	  the	  
pervasive	  use	  of	  computers	  	  in	  daily	  life,	  which	  is	  nowhere	  more	  prevalent	  than	  
in	  commerce.	  

	  
En	   fin,	   la	   realidad	  es	  que	   los	   récords	  electrónicos	  cubren	  una	  gran	  variedad	  de	  

información	  que	  puede	  ser	  necesaria	  como	  evidencia	  en	  un	  juicio.	  	  Por	  ello,	  el	  subinciso	  
(13)	  establece	  un	  modo	  para	  autenticar	  el	  récord	  electrónico	  “mediante	  evidencia	  de	  la	  
integridad	   del	   sistema	   en	   el	   cual	   o	   por	   el	   cual	   los	   datos	   fueron	   grabados	   o	  
almacenados”.	  	  Para	  redactar	  este	  inciso	  se	  utilizó	  como	  modelo	  el	  texto	  de	  los	  artículos	  
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3,	   4	   y	   	   5	   de	   la	   Ley	   Uniforme	   de	   Evidencia	   Electrónica	   de	   Canadá.	   	   Al	   decir	   récord	  
electrónico,	  nos	  	  referimos	  a	  aquellos	  datos	  (representaciones,	  en	  	  cualquier	  forma,	  de	  
información	   o	   conceptos)	   creados,	   guardados	   o	   almacenados	   en	   una	   computadora	   o	  
artefacto	   similar,	   y	   que	   puedan	   ser	   leídos	   o	   percibidos	   por	   una	   persona,	   sistema	   de	  
computadora	   o	   artefacto	   similar.	   	   Codificamos	   este	  método	   de	   autenticación	   porque,	  
aunque	  los	  requerimientos	  de	  autenticación	  para	  el	  récord	  electrónico	  son	  los	  mismos	  
que	  para	  el	  documento	  tradicional,	  la	  aplicación	  de	  esos	  requerimientos	  puede	  levantar,	  
a	  veces,	  unas	  preocupaciones	  especiales.	  	  A	  diferencia	  de	  	  otras	  formas	  de	  evidencia,	  el	  
récord	  electrónico	  puede	  crearse	  casi	  instantáneamente,	  además,	  tiende	  a	  mirarse	  con	  
desconfianza	  por	  lo	  fácil	  que	  resulta	  manipular	  la	  información	  digital.	  

	  
Este	   inciso	   es	   un	   reflejo	   del	   consenso	   del	   Comité	   al	   entender	   que	   ofrecer	  

evidencia	  de	  la	  integridad	  del	  sistema	  que	  guardó	  o	  grabó	  el	  récord	  electrónico	  va	  	  a	  ser	  
útil	  para	  sobrepasar	  el	  estándar	  mínimo	  de	  autenticación	  que	  exige	  la	  Regla	  	  901.	  Orin	  S.	  
Kerr,	  abogado	  que	  ha	  abordado	  el	  tema	  de	  la	  autenticación	  de	  evidencia	  electrónica	  en	  
la	  esfera	  federal,	  nos	  explica:	  
	  

The	   authenticity	   of	   computer-‐generated	   records	   sometimes	   implicates	   the	  
reliability	   of	   the	   computer	   programs	   that	   create	   the	   records.	   For	   example,	   a	  
computer-‐generated	  record	  might	  not	  be	  authentic	   if	   the	  program	  that	  creates	  
the	   record	   contains	   serious	   programming	   errors.	   If	   the	   program's	   output	   is	  
inaccurate,	  the	  record	  may	  not	  be	  “what	  its	  proponent	  claims”	  according	  	  to	  Fed.	  
R.	  Evid.	  901.	  

	  
Al	   abordar	   la	   jurisprudencia	   federal,	   nos	   encontramos	   con	   que	   en	   muchas	  

ocasiones	  para	  poder	  autenticar	  el	  récord	  electrónico,	  el	  Juez	  exige	  algún	  tipo	  de	  prueba	  
sobre	  la	  integridad	  del	  	  sistema	  por	  el	  cual	  fue	  guardado	  o	  grabado.	  	  Por	  tal,	  el	  ejemplo	  
de	  autenticación	  provisto	  en	  el	  subinciso	  (13)	  provee	  que	  	  se	  podrá	  autenticar	  el	  récord	  
electrónico	  “mediante	  evidencia	  de	  la	  integridad	  del	  sistema	  en	  el	  cual	  o	  por	  el	  cual	  los	  
datos	  fueron	  grabados	  o	  almacenados”.	  	  El	  Comité	  reconoce	  que	  una	  de	  las	  maneras	  de	  
probar	  la	  integridad	  del	  sistema	  es	  “a	  través	  de	  evidencia	  que	  sustente	  la	  determinación	  
que	  en	  todo	  momento	  material	  el	  sistema	  de	  computadoras	  o	  dispositivo	  similar	  estaba	  
operando	  correctamente	  o	  en	  caso	  contrario,	  el	  hecho	  de	  que	  su	  no	  operación	  correcta	  
no	   afectó	   la	   integridad	   del	   récord	   electrónico”.	   	   La	  manera	   de	   probar	   que	   el	   sistema	  
estaba	  operando	  correctamente	  puede	  variar	  y	  dependerá	  tanto	  de	  la	  evidencia	  que	  se	  
pretende	  ofrecer	  como	  de	  las	  circunstancias	  del	  caso.	  
	  

Debe	   notarse	   que	   puede	   ocurrir	   que	   el	   sistema	   de	   computadoras	   no	   esté	  
operando	   correctamente.	   	   Ello	   no	   debe	   afectar	   la	   autenticación,	   siempre	   y	   cuando	  
exista	  prueba	  suficiente	  para	  determinar	  que	  no	  se	  afectó	  la	  integridad	  del	  récord.	  	  Esto	  
refleja	  el	   incremento	  en	   la	  confianza	  hacia	   los	  programas	  y	  sistemas	  de	  computadoras	  
que	  también	  se	  considera	  en	  la	  jurisprudencia	  federal.	  	  Ordinariamente,	  cualquier	  duda	  
que	  surja	  sobre	  la	  exactitud	  de	  las	   impresiones	  de	  computadora,	  ya	  sea	  por	  que	  no	  se	  
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entraron	   los	   datos	   correctamente	   o	   porque	   la	   operación	   del	   sistema	   no	   estaba	  
operando	  correctamente,	  afectarán	  el	  peso	  de	  la	  prueba	  pero	  no	  la	  admisibilidad.	  	  
	  

Cabe	  recordar	  que	  la	  determinación	  de	  autenticidad	  es	  una	  que	  le	  corresponde	  
hacer	  al	  Tribunal	  bajo	  la	  Regla	  109(B).	  Si	  hay	  suficiente	  prueba	  como	  para	  que	  un	  Jurado	  
razonable	   dé	   por	   autenticada	   la	   prueba,	   aunque	   el	   Juez	   tenga	   dudas	   debe	   dejar	   la	  
determinación	  final	  	  al	  Jurado.	  
	  
Inciso	  (8)(14):	  Correo	  electrónico	  

El	   	   inciso	   (B)(14)	   establece	   que	   “[u]n	   correo	   electrónico	   podrá	   autenticarse	  
mediante	   evidencia	   de	   la	   integridad	   del	   sistema	   en	   el	   cual	   o	   por	   el	   cual	   fue	   creado,	  
enviado	  o	  recibido”.	  	  Lo	  que	  hacemos	  en	  este	  inciso	  es	  trasladar	  los	  principios	  expuestos	  
en	  el	   inciso	  anterior	  hacia	  el	   correo	  electrónico.	   	  El	  Comité	  entiende	  que	  es	  necesario	  
incluir	   un	   inciso	   sobre	   el	   correo	   electrónico	   toda	   vez	   que	   se	   ha	   convertido	   en	   una	  
herramienta	  esencial	  en	  la	  mayoría	  de	  las	  organizaciones	  y	  negocios.	  

	  
Los	  correos	  electrónicos	  pueden	  ser	  transmitidos	  dentro	  de	  una	  red	  cerrada	  o	  a	  

través	  de	  la	  Internet.	  	  Al	  transmitir	  el	  mensaje,	  la	  computadora	  copia	  el	  mismo,	  retiene	  
el	  original	  y	  envía	  una	  copia.	  	  Una	  vez	  el	  autor	  envía	  el	  mensaje	  pierde	  el	  control	  	  sobre	  
su	  diseminación.	  	  Aunque	  el	  correo	  electrónico	  puede	  ser	  autenticado	  bajo	  la	  Regla	  901	  
con	  evidencia	  suficiente	  para	  sostener	  una	  determinación	  de	  que	  la	  materia	  en	  cuestión	  
es	  lo	  que	  el	  proponente	  sostiene,	  las	  complejidades	  de	  la	  transmisión	  de	  los	  mensajes	  y	  
de	   si	   efectivamente	   fueron	   generados	   y	   difundidos	   por	   las	   partes	   en	  un	   litigio,	   hacen	  
necesario	  que	  se	  recurra	  a	  la	  integridad	  del	  sistema	  como	  un	  medio	  adicional	  disponible	  
para	  autenticar	  los	  correos	  electrónicos.	  
	  

b. Ley	   Uniforme	   de	   Evidencia	   Electrónica	   de	   Canadá,	   Uniform	   Electronic	  
Evidence	  Act	  (1998)	  –	  Anejo	  2	  

	  
Section	  3.	  The	  person	  seeking	  to	  introduce	  an	  electronic	  record	  [in	  any	  legal	  proceeding]	  
has	   the	  burden	  of	  proving	   its	  authenticity	  by	  evidence	  capable	  of	  supporting	  a	   finding	  
that	  the	  electronic	  record	  is	  what	  the	  person	  claims	  it	  to	  be.	  
	  
Comment:	  
Section	  3	   codifies	   the	   common	   law	  on	   authentication,	  which	   applies	   equally	   to	  paper	  
records.	   The	   proponent	   needs	   only	   to	   bring	   evidence	   that	   the	   record	   is	   what	   the	  
proponent	   claims	   it	   is	   (e.g.	   “This	   record	   is	   an	   invoice.”)	   This	   evidence	   is	   usually	   given	  
orally	  and	  is	  subject	  to	  attack,	  like	  any	  other.	  
	  
The	  Act	  does	  not	  open	  an	  electronic	  record	  to	  attacks	  on	  its	  integrity	  or	  reliability	  at	  this	  
stage.	  
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That	   question	   is	   reserved	   for	   the	   new	   "best	   evidence"	   rule.	   Logically	   the	   question	   of	  
integrity	   could	   be	   included	   in	   authentication,	   but	   the	   Conference	   decided	   that	   the	  
question	  should	  be	  dealt	  with	  only	  once.	  
	  
The	  words	  “in	  any	  legal	  proceeding”	  relate	  to	  the	  application	  of	  this	  Act.	  If	  the	  enacting	  
jurisdiction	   places	   the	   Act	   in	   a	   general	   evidence	   statute,	   then	   the	   application	   of	   that	  
statute	  will	  govern,	  and	  the	  bracketed	  phrase	  can	  be	  omitted,	  here	  and	  in	  subsequent	  
sections.	  
	  
Section	   4.	   (1)	   [In	   any	   legal	   proceeding,]	   Subject	   to	   Subsection	   (2),	   where	   the	   best	  
evidence	  rule	   is	  applicable	   in	  respect	  of	  an	  electronic	  record,	   it	   is	  satisfied	  on	  proof	  of	  
the	   integrity	  of	  the	  electronic	  records	  system	  in	  or	  by	  which	  the	  data	  was	  recorded	  or	  
stored.	  
	  
Comment:	  
The	  best	  evidence	  rule	  generally	  requires	  that	  the	  proponent	  of	  a	  record	  should	  produce	  
the	  original	  record	  or	  the	  closest	  thing	  available	  to	  an	  original.	  However,	  the	  notion	  of	  
“original”	   is	   not	   easily	   applicable	   to	   many	   electronic	   records.	   The	   Act	   therefore	  
dispenses	   with	   the	   need	   for	   an	   original,	   by	   substituting	   another	   way	   of	   serving	   the	  
purpose	  of	  the	  rule.	  
	  
The	  purpose	  of	  the	  best	  evidence	  rule	  is	  to	  help	  ensure	  the	  integrity	  of	  the	  record,	  since	  
alterations	  are	  more	  likely	  to	  be	  detectable	  on	  the	  original.	  The	  Act	  provides	  a	  different	  
way	   to	   test	   the	   integrity	   of	   the	   record:	   evidence	   of	   the	   reliability	   of	   the	   system	   that	  
produced	   the	   record.	   It	   will	   often	   be	   impossible	   to	   provide	   direct	   evidence	   of	   the	  
integrity	   of	   the	   individual	   record	   to	   be	   admitted.	   System	   reliability	   is	   a	   substitute	   for	  
record	  reliability.	  
	  
The	  Act	  does	  not	  say	  expressly	  that	  the	  proponent	  of	  an	  electronic	  record	  does	  not	  have	  
to	  produce	  an	  original,	  but	   the	  displacement	  of	   the	  usual	  best	  evidence	  rule	  will	  have	  
that	  effect.	  
	  
Neither	  the	  production	  of	  an	  original	  record	  nor	  the	  production	  of	  evidence	  of	  system	  
reliability	   guarantees	   the	   integrity	   of	   the	   record,	   but	   it	   supports	   its	   integrity	   to	   the	  
degree	  that	  courts	  have	  been	  willing	  to	  admit	  the	  record,	  subject	  to	  argument	  about	  its	  
weight.	  
	  
Even	  if	  there	  is	  an	  original	  of	  an	  electronic	  record,	  as	  in	  the	  case	  of	  an	  electronic	  image	  
of	  a	  paper	  document,	  the	  Act	  does	  not	  require	  the	  production	  of	  the	  paper.	  Nor	  does	  it	  
require	   that	   the	   original	   have	   been	   destroyed	   before	   the	   electronic	   image	   becomes	  
admissible.	   The	  Act	   sets	   up	   a	   rule	   for	   admitting	   electronic	   records.	   Records	   retention	  
policies,	   for	   paper	   or	   electronic	   records,	   are	   beyond	   its	   scope,	   and	   should	   not	   be	  
determined	  by	  the	  law	  of	  evidence	  in	  any	  event.	  Someone	  who	  destroys	  paper	  originals	  
in	  the	  ordinary	  course	  of	  business,	  ideally	  in	  accordance	  with	  a	  rational	  schedule,	  should	  
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not	  be	  prejudiced	   in	  using	  reliable	  electronic	  versions	  of	   those	  records.	  Someone	  who	  
keeps	   some	  paper	   originals,	   say	   for	   archival	   purposes,	   should	   be	   able	   to	   produce	   the	  
electronic	   versions	   in	   evidence,	   if	   the	   requirements	   of	   this	  Act	   about	   integrity	   can	  be	  
satisfied.	  
	  
Section	   5.	   In	   the	   absence	   of	   evidence	   to	   the	   contrary,	   the	   integrity	   of	   the	   electronic	  
records	  system	  in	  which	  an	  electronic	  record	  is	  recorded	  or	  stored	  is	  presumed	  [in	  any	  
legal	  proceeding]	  
	  

(a)	  by	  evidence	   that	   supports	  a	   finding	   that	  at	  all	  material	   times	   the	  computer	  
system	  or	  other	  similar	  device	  was	  operating	  properly	  or,	  if	  it	  was	  not,	  the	  fact	  of	  
its	   not	   operating	   properly	   did	   not	   affect	   the	   integrity	   of	   the	   electronic	   record,	  
and	   there	   are	   no	   other	   reasonable	   grounds	   to	   doubt	   the	   integrity	   of	   the	  
electronic	  records	  system;	  

	  
Comment:	  
This	   section	   sets	   out	   a	   set	   of	   presumptions	   of	   integrity	   of	   the	   system,	   to	   satisfy	   the	  
requirement	  of	  section	  4.	  
	  
The	  first	  presumption	  is	  based	  on	  evidence	  that	  includes	  both	  the	  computer	  system	  that	  
produced	   the	   record	   and	   the	   record-‐keeping	   system	   in	   which	   it	   operates.	   Both	   are	  
needed	  to	  show	  reliability.	  
	  
This	  does	  not	  mean	  that	  a	  simple	  computer	  record	  needs	  the	  support	  of	  a	  sophisticated	  
recordkeeping	   system	   in	   order	   to	   be	   admissible.	   A	   small	   business,	   for	   example,	   may	  
have	   a	   computer	   with	   off-‐the-‐shelf	   software	   and	   no	   "records	   management	   manual".	  
The	   record-‐keeping	   system	   is	   implied	   in	   the	   operation	   of	   the	   computer.	   It	   should	   be	  
recognized,	  however,	  that	  the	  integrity	  of	  records	  in	  such	  a	  system	  may	  be	  exposed	  to	  
more	  successful	  attack	  in	  court.	  
	  
The	   Conference	   intends	   a	   fairly	   simple	   test	   of	   integrity	   at	   this	   stage.	   The	   integrity	   of	  
most	   electronic	   records	   is	   not	  disputed;	   they	   are	   admitted	   in	   evidence	   routinely.	   This	  
Act	   does	   not	   intend	   to	   make	   the	   process	   more	   difficult,	   or	   to	   provide	   grounds	   for	  
frivolous	  but	  possibly	  expensive	  attacks	  on	  otherwise	  acceptable	  records.	  It	  does	  intend	  
to	  point	  out	  the	  basic	  criteria	  on	  which	  integrity	  of	  an	  electronic	  record	  can	  be	  judged.	  
	  
This	  presumptive	  evidence	  of	  reliability	  may	  be	  brought	  by	  anyone	  and	  about	  anyone's	  
records.	  It	   is	  not	  limited	  to	  the	  proponent	  of	  a	  particular	  record.	  So	  for	  example	  if	  one	  
wanted	   to	   introduce	   a	   third	   party's	   record,	   but	   that	   record	  was	   not	   produced	   in	   the	  
ordinary	   course	   of	   business	   and	   thus	   could	   not	   benefit	   from	   the	   presumption	   in	  
paragraph	  (c),	  one	  could	  lead	  evidence	  of	  the	  system	  where	  that	  record	  was	  recorded	  or	  
preserved,	  to	  create	  the	  presumption	  in	  paragraph	  (a).	  
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c. O.	   S.	   Kerr,	   Computer	   Records	   and	   the	   Federal	   Rules	   of	   Evidence,	   USA	  
Bulletin	  Vol.	  49,	  No.	  2,	  3	  (2001)	  –	  Anejo	  3	  

	  
However,	  the	  federal	  courts	  are	  likely	  to	  move	  away	  from	  this	  "one	  size	  fits	  all"	  

approach	  as	   they	  become	  more	  comfortable	  and	   familiar	  with	  computer	   records.	   Like	  
paper	   records,	   computer	   records	   are	   not	  monolithic:	   the	   evidentiary	   issues	   raised	   by	  
their	  admission	  should	  depend	  on	  what	  kind	  of	  computer	  records	  a	  proponent	  seeks	  to	  
have	  admitted.	  For	  example,	   computer	   records	   that	   contain	   text	  often	  can	  be	  divided	  
into	   two	   categories:	   computer-‐generated	   records,	   and	   records	   that	   are	   merely	  
computer-‐stored.	   	   See	   People	   v.	   Holowko,	   486	   N.E.2d	   877,	   878-‐79	   (Ill.	   1985).	   The	  
difference	  hinges	  upon	  whether	  a	  person	  or	  a	  machine	  created	   the	   records'	   contents.	  
Computer-‐stored	  records	  refer	  to	  documents	  that	  contain	  the	  writings	  of	  some	  person	  
or	  persons	  and	  happen	  to	  be	  in	  electronic	  form.	  E-‐mail	  messages,	  word	  processing	  files,	  
and	   Internet	   chat	   room	   messages	   provide	   common	   examples.	   As	   with	   any	   other	  
testimony	   or	   documentary	   evidence	   containing	   human	   statements,	   computer-‐stored	  
records	  must	   comply	  with	   the	   hearsay	   rule.	   If	   the	   records	   are	   admitted	   to	   prove	   the	  
truth	   of	   the	  matter	   they	   assert,	   the	   offeror	   of	   the	   records	  must	   show	   circumstances	  
indicating	   that	   the	   human	   statements	   contained	   in	   the	   record	   are	   reliable	   and	  
trustworthy,	   see	   Advisory	   Committee	   Notes	   to	   Proposed	   Rule	   801	   (1972),	   and	   the	  
records	  must	  be	  authentic.	  

	  
In	   contrast,	   computer-‐generated	   records	   contain	   the	   output	   of	   computer	  

programs,	  untouched	  by	  human	  hands.	  Log-‐in	  records	  from	  Internet	  service	  providers,	  
telephone	   records,	   and	   ATM	   receipts	   tend	   to	   be	   computer-‐generated	   records.	   Unlike	  
computer-‐stored	   records,	   computer	   generated	   records	   do	   not	   contain	   human	  
"statements,"	   but	   only	   the	   output	   of	   a	   computer	   program	   designed	   to	   process	   input	  
following	  a	  defined	  algorithm.	  Of	  course,	  a	  computer	  program	  can	  direct	  a	  computer	  to	  
generate	   a	   record	   that	  mimics	   a	   human	   statement:	   an	   e-‐mail	   program	   can	   announce	  
"You've	  got	  mail!"	  when	  mail	  arrives	  in	  an	  inbox,	  and	  an	  ATM	  receipt	  can	  state	  that	  $100	  
was	  deposited	  in	  an	  account	  at	  2:25	  pm.	  However,	  the	  fact	  that	  a	  computer,	  rather	  than	  
a	  human	  being,	  has	  created	  the	  record	  alters	  the	  evidentiary	  issues	  that	  the	  computer-‐
generated	  records	  present.	  See,	  e.g.,	  2	  J.	  Strong,	  McCormick	  on	  Evidence	  §294,	  at	  286	  
(4th	   ed.	   1992).	   The	   evidentiary	   issue	   is	   no	   longer	   whether	   a	   human's	   out-‐of-‐court	  
statement	  was	   truthful	  and	  accurate	   (a	  question	  of	  hearsay),	  but	   instead	  whether	   the	  
computer	  program	   that	   generated	   the	   record	  was	   functioning	  properly	   (a	  question	  of	  
authenticity).	  See	  id.;	  Richard	  O.	  Lempert	  &	  Steven	  A.	  Saltzburg,	  A	  Modern	  Approach	  to	  
Evidence	  370	  (2d	  ed.	  1983);	  Holowko,	  486	  N.E.2d	  at	  878-‐79.	  

	  
Finally,	  a	  third	  category	  of	  computer	  records	  exists:	  some	  computer	  records	  are	  

both	  computer	  generated	  and	  computer-‐stored.	  For	  example,	  a	  suspect	  in	  a	  fraud	  case	  
might	  use	  a	  spreadsheet	  program	  to	  process	  financial	  figures	  relating	  to	  the	  fraudulent	  
scheme.	  A	   computer	   record	   containing	   the	  output	  of	   the	  program	  would	  derive	   from	  
both	  human	  statements	  (the	  suspect's	  input	  to	  the	  spreadsheet	  program)	  and	  computer	  
processing	  (the	  mathematical	  operations	  of	  the	  spreadsheet	  program).	  Accordingly,	  the	  
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record	   combines	   the	   evidentiary	   concerns	   raised	   by	   computer-‐stored	   and	   computer-‐
generated	  records.	  The	  party	  seeking	  the	  admission	  of	  the	  record	  should	  address	  both	  
the	  hearsay	  issues	  implicated	  by	  the	  original	  input	  and	  the	  authenticity	  issues	  raised	  by	  
the	  computer	  processing.	  
	  

d. Perma	  Research	  &	  Dev.	  Co.	  v.	  Singer	  Co.,	  542	  F.2d	  111	  (1976)	  –	  Anejo	  4	  
	  
Factual	  Background	  
Plaintiff	  entered	   into	  a	  contract	  with	  defendant	  for	  the	  manufacture	  and	  marketing	  of	  
an	   automobile	   anti	   skid	   device.	   The	   plaintiff	   assigned	   its	   patent	   in	   the	   device	   to	   the	  
defendant	   in	   exchange	   for	   the	   payment	   of	   royalties.	   At	   the	   time	   the	   contract	   was	  
executed,	  the	  brake	  device,	  while	  operable	  in	  theory,	  consistently	  failed	  the	  safety	  tests.	  
After	  about	  one	  year,	  Singer	  abandoned	  the	  contract.	  
	  
Trial	  Court	  Proceedings	  
The	  jury	  found	  that	  Singer	  breached	  its	  obligation	  to	  use	  its	  best	  efforts	  to	  manufacture	  
and	  market	  the	  device,	  and	  awarded	  Perma	  $7	  million.	  
	  
At	   trial,	   the	   key	   evidence	   was	   testimony	   by	   plaintiffs	   witness	   that	   computer	   testing	  
revealed	   such	   a	   device	   was	   feasible.	   The	   defendant	   objected	   to	   this,	   and	   claimed	  
prejudicial	  error.	  
	  
Appellate	  Court	  Proceedings	  
Justice	  Clark,	  writing	  for	  the	  majority,	  held	  that	  though	  the	  plaintiff	  did	  not	  provide	  all	  of	  
the	   underlying	   data	   for	   its	   testing	  model,	   it	   did	   establish	   sufficiently	   the	   feasibility	   of	  
such	  a	  device.	  
	  
There	   was	   a	   vigorous	   dissent,	   which	   argued	   that	   this	   particular	   evidence	   did	   not	   fall	  
within	  the	  business	  records	  exception	  to	  the	  hearsay	  rule.	  He	  argued	  that	  this	  particular	  
computer	  test	  was	  not	  made	  in	  the	  ordinary	  course	  of	  business,	  but	  rather	  specifically	  
for	  the	  purpose	  of	  litigation.	  The	  program	  itself	  was	  not	  available	  for	  examination.	  Thus,	  
there	   was	   nothing	   presented	   to	   insure	   the	   kind	   of	   reliability	   exhibited	   by	   a	   printout	  
prepared	   in	   the	  usual	  course	  of	  business.	  Since	   the	  entire	  case	  rested	  on	  proof	  of	   the	  
device's	  feasibility,	  the	  admission	  of	  such	  evidence	  was	  prejudicial.	  
	  
The	  dissent	  concluded	  that	  the	  evidence	  should	  have	  been	  excluded	  and	  the	  judgment	  
reversed.	  
	  

e. U.S.	  v.	  Salgado,	  250	  F.3d	  438	  (2001)	  –	  Anejo	  5	  
	  
[…]	  
	  
A	  business	  record	  must	  satisfy	  four	  requirements	   in	  order	  to	  be	  admissible	  under	  Rule	  
803(6):	  
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(1)	   it	   must	   have	   been	   made	   in	   the	   course	   of	   a	   regularly	   conducted	   business	  
activity;	  (2)	  it	  must	  have	  been	  kept	  in	  the	  regular	  course	  of	  that	  business;	  (3)	  the	  
regular	   practice	   of	   that	   business	   must	   have	   been	   to	   have	   made	   the	  
memorandum;	   and	   (4)	   the	   memorandum	  must	   have	   been	   made	   by	   a	   person	  
with	  knowledge	  of	  the	  transaction	  or	  from	  information	  transmitted	  by	  a	  person	  
with	  knowledge.	  
	  

United	   States	   v.	   Weinstock,	   153	   F.3d	   272,	   276	   (6th	   Cir.1998)	   (quoting	   Redken	  
Laboratories,	   Inc.	  v.	  Levin,	  843	  F.2d	  226,	  229	  (6th	  Cir.),	  cert.	  denied,	  488	  U.S.	  852,	  109	  
S.Ct.	   137,	   102	   L.Ed.2d	   110	   (1988)).	   This	   information	  must	   be	   presented	   through	   "the	  
testimony	   of	   the	   custodian	   or	   other	   qualified	   witness[.]"	   Fed.R.Evid.	   803(6).	   Business	  
records	  meeting	  these	  criteria	  are	  admissible	  "unless	   the	  source	  of	   information	  or	   the	  
method	  or	  circumstances	  of	  preparation	  indicate	  lack	  of	  trustworthiness."	  Id.	  
	  
"Rule	  803(6)	  does	  not	  require	  that	  the	  custodian	  personally	  gather,	  input,	  and	  compile	  
the	   information	  memorialized	   in	   a	   business	   record."	  Weinstock,	   153	   F.3d	   at	   276.	   The	  
custodian	  of	  the	  records	  need	  not	  be	  in	  control	  of	  or	  have	  individual	  knowledge	  of	  the	  
particular	   corporate	   records,	   but	   need	   only	   be	   familiar	   with	   the	   company's	  
recordkeeping	  practices.	   Id.	   (citing	   In	   re	   Custodian	  of	   Records	   of	   Variety	  Distrib.,	   Inc.,	  
927	  F.2d	  244,	  248	  (6th	  Cir.1991)).	  Likewise,	  "[t]o	  be	  an	  `other	  qualified	  witness,'	  it	  is	  not	  
necessary	   that	   the	   person	   laying	   the	   foundation	   for	   the	   introduction	   of	   the	   business	  
record	   have	   personal	   knowledge	   of	   their	   preparation."	   Dyno	   Construction	   Co.	   v.	  
McWane,	  Inc.,	  198	  F.3d	  567,	  575-‐76	  (6th	  Cir.1999).	  
	  
A	  computer	  printout	  is	  admissible	  under	  Rule	  803(6)	  as	  a	  business	  record	  if	  the	  offer	  or	  
establishes	   a	   sufficient	   foundation	   in	   the	   record	   for	   its	   introduction.	  United	   States	   v.	  
Cestnik,	   36	   F.3d	   904	   (10th	  Cir.1994),	   cert.	   denied,	   513	  U.S.	   1175,	   115	   S.Ct.	   1156,	   130	  
L.Ed.2d	   1113	   (1995)	   (holding	   computer-‐generated	  money	   transfer	   orders	   admissible).	  
See	  also	  Dyno	  Construction,	  198	  F.3d	  at	  576	  (computer	  printout	  of	  business	  records	  held	  
admissible);	   United	   States	   v.	   Briscoe,	   896	   F.2d	   1476,	   1494	   (7th	   Cir.1990)	   ("It	   is	   well	  
established	  that	  computer	  data	  compilations	  are	  admissible	  as	  business	  records	  under	  
Fed.	   R.Evid.	   803(6)	   if	   a	   proper	   foundation	   as	   to	   the	   reliability	   of	   the	   records	   is	  
established.")	  
	  
In	   this	   case,	   William	   Deering,	   Manager	   of	   Security	   for	   Bell	   South,	   was	   called	   by	   the	  
government	   to	   testify	   concerning	   South	   Central	   Bell	   telephone	   records.	   He	   indicated	  
that	   he	   was	   the	   authorized	   representative	   to	   bring	   records	   to	   court.	   The	   records	   in	  
question	   contained	   subscriber	   line	   information,	   including	   the	   subscriber's	   name,	   the	  
location	   where	   the	   telephone	   was	   installed,	   the	   date	   and	   duration	   of	   local	   and	   long	  
distance	  telephone	  calls,	  the	  numbers	  from	  which	  calls	  were	  placed	  and	  at	  which	  they	  
were	  received,	  and	  billing	  amounts.	  Id.	  pp.	  374-‐376.	  The	  telephone	  numbers	  involved	  in	  
the	  calls	  were	   recorded	  by	  computer	  contemporaneous	   to	   the	  phone	  call	  being	  made	  
and	  received,	  and	  the	  information	  was	  then	  stored	  in	  the	  computer	  to	  be	  downloaded	  
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as	  needed.	  Id.	  pp.	  378-‐79,	  383.	  Mr.	  Deering	  stated	  that	  it	  was	  a	  regular	  practice	  of	  Bell	  
South	  to	  make	  these	  reports	  and	  keep	  these	  types	  of	  records,	  and	  that	  the	  records	  are	  
relied	   on	   by	   Bell	   South	   to	   ensure	   accuracy	   of	   billing.	   Id.	   pp.	   379,	   383.	   The	   above	  
information	  satisfies	  the	  first	  three	  criteria	  for	  admissibility	  under	  Rule	  803(6).	  
	  
Jambu	   argues	   that	   the	   fourth	   requirement,	   that	   the	   memorandum	   must	   have	   been	  
made	  by	  a	  person	  with	  knowledge	  of	   the	  transaction	  or	   from	   information	  transmitted	  
by	   a	   person	   with	   knowledge,	   was	   not	   satisfied	   because	   the	   actual	   record	   was	  
memorialized	  and	  entered	   into	   the	   computer's	  memory	  by	   the	   computer	   itself	   rather	  
than	  being	  entered	  by	  a	  person.	  Similar	   records	  have	  been	  held	  sufficiently	   reliable	   in	  
other	  cases.	  
	  
In	  United	  States	  v.	  Linn,	  880	  F.2d	  209,	  216	  (9th	  Cir.1989),	  the	  court	  held	  that	  a	  computer	  
printout	  showing	  a	  call	  placed	   from	  a	  hotel	   room	  was	  admissible	  as	  a	  business	   record	  
where	  the	  record	  was	  generated	  automatically	  and	  was	  retained	  in	  the	  ordinary	  course	  
of	  business.	  In	  Briscoe,	  896	  F.2d	  at	  1494-‐95,	  telephone	  subscriber	  data	  entered	  into	  the	  
computer	  contemporaneous	  with	  the	  placing	  of	  each	  telephone	  call	  and	  maintained	  in	  
the	  regular	  course	  of	  business	  for	  billing	  purposes	  was	  held	  to	  be	  admissible.	  In	  United	  
States	   v.	   Miller,	   771	   F.2d	   1219,	   1237	   (9th	   Cir.1985),	   the	   admission	   of	   computer-‐
generated	  toll	  and	  billing	  records	  made	  contemporaneously	  by	  the	  computer	  itself	  was	  
upheld.	  
	  
Mr.	  Deering	  testified	  that	  he	  did	  not	  know	  the	  error	  rate	   in	  South	  Central	  Bell's	  billing	  
system,	   and	   that	   he	  was	  unfamiliar	  with	  what	   programming	  was	   employed	   to	   ensure	  
accuracy,	   although	   he	   did	   know	   that	   there	   were	   parameters	   for	   measurements	   of	  
accuracy	  rates.	  Jambu	  argues	  that	  the	  instant	  case	  is	  thus	  distinguishable	  from	  Briscoe,	  
where	   the	   evidence	   revealed	   that	   the	   computer	   scanned	   itself	   for	   error	   every	   fifteen	  
seconds.	  See	  Briscoe,	  896	  F.2d	  at	  1494.	  
	  
The	   government	   is	   not	   required	   to	   present	   expert	   testimony	   as	   to	   the	   mechanical	  
accuracy	   of	   the	   computer	   where	   it	   presented	   evidence	   that	   the	   computer	   was	  
sufficiently	  accurate	  that	  the	  company	  relied	  upon	  it	   in	  conducting	  its	  business.	  United	  
States	  v.	  De	  Georgia,	  420	  F.2d	  889,	  893	  n.	  11	  (9th	  Cir.1969)(cited	  in	  Miller,	  771	  F.2d	  at	  
1237).	   See	   also	  Weinstock,	   153	   F.3d	   at	   276	   (witness	   not	   required	   to	   know	  personally	  
how	  company	  performed	  safety	  checks);	  United	  States	  v.	  Moore,	  923	  F.2d	  910,	  915	  (1st	  
Cir.1991)(not	   required	   that	   computers	   be	   tested	   for	   programming	   errors	   before	  
computer	   records	   can	   be	   admitted	   under	   Rule	   803(6));	   Briscoe,	   896	   F.2d	   at	   1494-‐95	  
(showing	   that	   computer	   was	   regularly	   tested	   for	   internal	   programming	   errors	   not	   a	  
prerequisite	   to	   the	   admission	   of	   computer	   records).	   The	   record	   indicates	   that	   Mr.	  
Deering	  testified	  that	  South	  Central	  Bell	  relied	  on	  these	  computer-‐generated	  records	  to	  
ensure	   the	   accuracy	   of	   its	   billing.	   He	   was	   not	   required	   to	   testify	   concerning	   any	  
programming	  features	  which	  were	  in	  place	  to	  guarantee	  accuracy.	  
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Jambu	  also	  argues	  that	  Mr.	  Deering	  was	  not	  qualified	  to	  testify	  concerning	  these	  records	  
because	  he	  was	  not	  sufficiently	  familiar	  with	  the	  computer	  system.	  Mr.	  Deering	  testified	  
that	   he	   was	   not	   the	   individual	   who	   programmed	   the	   computer.	   However,	   it	   is	   not	  
necessary	   that	   the	   computer	   programmer	   testify	   in	   order	   to	   authenticate	   computer-‐
generated	   records.	   Linn,	   880	   F.2d	   at	   216;	  Miller,	   771	   F.2d	   at	   1237;	   United	   States	   v.	  
Young	  Bros.,	  Inc.,	  728	  F.2d	  682,	  694	  (5th	  Cir.),	  cert.	  denied,	  469	  U.S.	  881,	  105	  S.Ct.	  246,	  
83	   L.Ed.2d	   184	   (1984).	   Likewise,	   the	   fact	   that	   Deering	   did	   not	   obtain	   the	   computer-‐
generated	   records	   himself	   but	   rather	   asked	   someone	   else	   to	   provide	   him	   with	   the	  
records	   called	   for	   in	   the	   subpoena	  did	  not	  mandate	   the	  exclusion	  of	   the	   records.	   See	  
Dyno	  Construction,	  198	  F.3d	  at	  576	  (fact	  that	  witness	  not	  involved	  in	  the	  preparation	  of	  
the	  printed	  computer	  records	  and	  did	  not	  know	  who	  prepared	  them	  were	  not	  matters	  
that	   precluded	   admission	   of	   documents	   as	   business	   records).	  Mr.	   Deering	   sufficiently	  
demonstrated	   that	   he	   was	   familiar	   with	   the	   recordkeeping	   system	   employed	   by	   Bell	  
South.	  
	  
The	   district	   court	   properly	   concluded	   that	   the	   telephone	   records	   in	   question	   were	  
trustworthy	  and	  that	   the	  government	  had	  established	  an	  adequate	   foundation	  for	   the	  
admission	  of	  those	  records	  as	  business	  records	  under	  Rule	  803(6).	  
	  

f. Cerruti	  1881	  S.A.	  v.	  Cerruti,	  Inc.,	  169	  F.R.D.	  573	  (S.D.N.Y.	  1996)	  –	  Anejo	  6	  
	  
Factual	  Background	  
In	  an	  earlier	  opinion	  in	  this	  dispute	  between	  two	  clothing	  and	  fabric	  designers,	  the	  court	  
granted	  a	  declaratory	  judgment	  in	  favor	  of	  plaintiffs,	  finding	  that	  defendant	  had	  acted	  in	  
bad	   faith	   and	   had	   abandoned	   any	   rights	   to	   the	   CERRUTI	   trademark.	   Later,	   plaintiffs	  
learned	   that	   defendant	   was	   operating	   an	   Internet	   website	   at	   the	   domain	   name	  
“cerrutiusa.com,”	   on	   which	   he	   marketed	   clothing,	   fabrics,	   and	   accessories	   under	   the	  
name	  Q	  BY	  LEO	  CERRUTI.	  
	  
Trial	  Court	  Proceedings	  
The	   court	   granted	   plaintiff’s	   motion	   for	   a	   preliminary	   injunction	   but	   refused	   to	   bar	  
defendant	   from	  using	  his	  actual	  name	  to	  do	  business	  where	  defendant	  had	  shown	  he	  
had	   done	   business	   under	   the	   name	   in	   the	   past.	   Finding	   that	   defendant’s	   use	   of	   the	  
CERRUTI	   name	   on	   his	   website	   rendered	   confusion	   likely,	   the	   court	   barred	   defendant	  
from	  using	   the	  CERRUTI	  name,	   standing	  alone,	   to	  advertise	  any	  product,	   and	  ordered	  
defendant	  to	  include	  a	  disclaimer	  on	  all	  labels,	  websites,	  and	  advertisements	  that	  “Leo	  
Cerruti	  products	  are	  not	  related	  to	  or	  authorized	  by	  the	  worldwide	  Cerruti	  fashion	  firm	  
based	  in	  Italy.”	  
	  
	  

III. Impugnación	  de	  Evidencia	  Electrónica	  bajo	  la	  Regla	  901	  –	  45	  minutos	  
a. Regla	  901	  de	  las	  de	  Evidencia,	  32A	  L.P.R.A.	  Ap.	  VI,	  Regla	  901	  

	  
REGLA	  901.	  REQUISITO	  DE	  AUTENTICACIÓN	  O	  IDENTIFICACIÓN	  
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(A)	   El	   requisito	   de	   autenticación	   o	   identificación	   como	   una	   condición	   previa	   a	   la	  
admisibilidad	  se	  satisface	  con	  la	  presentación	  de	  evidencia	  suficiente	  para	  sostener	  una	  
determinación	  de	  que	  la	  materia	  en	  cuestión	  es	  lo	  que	  la	  persona	  proponente	  sostiene.	  
	  
(B)	  De	  conformidad	  con	  los	  requisitos	  del	  inciso	  (A)	  de	  esta	  Regla	  y	  sin	  que	  se	  interprete	  
como	  una	  limitación,	  son	  ejemplos	  de	  autenticación	  o	  identificación	  los	  siguientes:	  
	  

(1)	  Testimonio	  por	  testigo	  con	  conocimiento	  
Testimonio	  de	  que	  una	  cosa	  es	  lo	  que	  se	  alega.	  
	  
(2)	  Autenticidad	  mediante	  evidencia	  de	  la	  letra	  
[…]	  

	  
(3)	  Identificación	  de	  voz	  
[…]	  

	  
(4)	  Conversaciones	  telefónicas	  
[…]	  

	  
(5)	  Escritos	  antiguos	  o	  compilación	  de	  datos	  
[…]	  

	  
(6)	  Escritos	  en	  contestación	  
Un	  escrito	  podrá	  autenticarse	  con	  evidencia	  de	  que	  fue	  recibido	  en	  contestación	  
a	  una	  comunicación	  enviada	  a	  la	  persona	  que	  la	  parte	  que	  presenta	  la	  evidencia	  
alega	  es	  el	  autor	  del	  escrito.	  

	  
(7)	  Contenido	  de	  escritos	  
Un	   escrito	   podrá	   autenticarse	   con	   evidencia	   de	   que	   se	   refiere	   a,	   o	   contiene,	  
asuntos	  que	  no	  es	  probable	  fueren	  conocidos	  por	  otra	  persona	  que	  no	  sea	  la	  que	  
la	  parte	  que	  presenta	  la	  evidencia	  alega	  ser	  el	  autor	  del	  asunto.	  

	  
(8)	  Autenticación	  mediante	  admisión	  
Un	  escrito,	  u	  otro	  material,	  puede	  ser	  autenticado	  mediante	  evidencia	  de	  que	  la	  
parte	  contra	  quien	  se	  ofrece	  admitió	  su	  autenticidad	  en	  cualquier	  momento,	  o	  
mediante	  evidencia	  de	  que	  ha	  sido	  aceptado	  como	  auténtico	  por	  la	  parte	  contra	  
la	  cual	  se	  ofrece.	  

	  
(9)	  Testamento	  

	   […]	  
	  

(10)	  Características	  distintivas	  
Apariencia,	   contenido,	   sustancia,	   patrones	   internos,	   o	   cualquier	   otra	  
característica	  distintiva,	  considerada	  en	  conjunto	  con	  las	  circunstancias.	  
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(11)	  Cadena	  de	  custodia	  
La	   evidencia	   demostrativa	   real	   puede	   ser	   autenticada	  mediante	   su	   cadena	   de	  
custodia.	  

	  
(12)	  Proceso	  o	  sistema	  
Evidencia	  que	  describa	  el	  proceso	  o	  sistema	  utilizado	  para	  obtener	  un	  resultado	  
y	  que	  demuestre	  que	  el	  proceso	  o	  sistema	  produce	  resultados	  certeros.	  

	  
(13)	  Récord	  electrónico	  
Un	   récord	   electrónico	   podrá	   autenticarse	  mediante	   evidencia	   de	   la	   integridad	  
del	  sistema	  en	  el	  cual	  o	  por	  el	  cual	  los	  datos	  fueron	  grabados	  o	  almacenados.	  La	  
integridad	   del	   sistema	   se	   demuestra	   a	   través	   de	   evidencia	   que	   sustente	   la	  
determinación	  que	  en	  todo	  momento	  pertinente	  el	  sistema	  de	  computadoras	  o	  
dispositivo	  similar	  estaba	  operando	  correctamente	  o	  en	  caso	  contrario,	  el	  hecho	  
de	  que	  su	  no	  operación	  correcta	  no	  afectó	  la	  integridad	  del	  récord	  electrónico.	  

	  
(14)	  Correo	  electrónico	  
Un	   correo	   electrónico	   podrá	   autenticarse	  mediante	   evidencia	   de	   la	   integridad	  
del	  sistema	  en	  el	  cual	  o	  por	  el	  cual	  fue	  creado,	  enviado	  o	  recibido.	  

	  
(15)	  Métodos	  provistos	  por	  ley	  o	  reglamento	  
[…]	  

	  
b. R.O.	   Sandoval-‐Ramos,	   ¿Se	   deben	   adoptar	   presunciones	   para	   facilitar	   la	  

admisibilidad	   de	   evidencia	   electrónica?	   Revista	   Jurídica	   Universidad	   de	  
Puerto	  Rico,	  77	  Rev.	  Jur.	  U.P.R.	  155	  (2008)	  –	  Anejo	  7	  

[…]	  
	  
“What	  is	  the	  purpose	  of	  the	  laws	  of	  evidence	  when	  we	  will	  trust	  our	  lives	  to	  computer-‐
designed	   aircraft	   and	   cars,	   yet	   refuse	   to	   receive	   computer	   reports	   in	   evidence	   unless	  
they	  have	  been	   tried	   through	   all	   levels	   of	  Dante's	   inferno?	  Reliability	   is	   the	  path	   that	  
leads,	   hopefully,	   to	   judicially	   determined	   truth...,	   legislators	   and	   the	   courts	   have	  
demanded	   unreasonably	   high	   standards	   of	   reliability:	   in	   fact	   I	   suspect,	   some	   quasi-‐
scientific	   standards	   of	   reliability	   are	   being	   demanded	   in	   the	   forensic	   sphere	   for	  
computers,	   when	   such	   is	   not	   required	   for	   other	   'scientific	   instruments',	   or	   for	  
witnesses.”	  
	  
[…]	  
	  
El	   Technology	   Law	   Development	   Group	   del	   Singapore	   Academy	   of	   Law	   publicó	   en	  
diciembre	   de	   2004	   el	   Informe	   Final	   del	   trabajo	   de	   investigación	   titulado	   “Computer	  
Output	  as	  Evidence”	  donde	  incluye	  el	  borrador	  de	  enmienda	  a	  las	  leyes	  de	  evidencia	  de	  
2005	  que	  recoge	  las	  recomendaciones	  realizadas	  producto	  del	  trabajo	  de	  investigación.	  	  
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El	  trabajo	  explora	  cuatro	  opciones	  a	  ser	  consideradas	  en	  una	  posible	  reforma	  de	  la	  ley.	  	  
Estas	  opciones	  son:	  (i)	  adoptar	  un	  acercamiento	  la	  admisión	  de	  records	  electrónicos	  que	  
no	   sea	   especifico	   de	   computadoras,	   (ii)	   opción	   igual	   a	   la	   anterior,	   pero	   incluyendo	  
presunciones	  que	   faciliten	   la	  admisibilidad	  de	  dichos	  records	  electrónicos,	   (iii)	  adoptar	  
un	  acercamiento	  de	  records	  de	  negocios	   la	  admisión	  de	  récords	  de	  negocios	  en	  forma	  
electrónica	   y	   (iv)	   mantener	   el	   acercamiento	   vigente	   especifico	   de	   computadoras,	  
liberando	   las	   reglas	   de	   admisibilidad.	   El	   documento	   recomienda	   provisionalmente	   la	  
segunda	  opción.	  
Las	  primeras	  dos	  presunciones	  fueron	  basadas	  en	  el	  Uniform	  Electronic	  Evidence	  Act	  de	  
Canada	   (en	   adelante	   UEEA)	   mientras	   que	   las	   úiltimas	   dos	   en	   el	   Australian	  
Commonwealth	  Evidence	  Act	  de	  1995.	  
	  
El	  borrador	  de	  enmiendas	  a	   las	   leyes	  de	  evidencia	   incluye	  una	  nueva	  sección	  81A	  que	  
contiene	   presunciones	   relacionadas	   con	   los	   records	   electrónicos.	   Dicha	   enmienda	  
propuesta	  lee	  así:	  
	  

(1)	  Unless	  evidence	  sufficient	  to	  raise	  doubt	  about	  the	  presumption	  is	  adduced,	  
where	   a	   device	   or	   process	   is	   one	   that,	   or	   is	   of	   a	   kind	   that,	   if	   properly	   used,	  
ordinarily	  produces	  or	  accurately	  communicates	  an	  electronic	  record,	  the	  court	  
shall	  presume	  that	  in	  producing	  or	  communicating	  that	  electronic	  record	  on	  the	  
occasion	   in	   question,	   the	   device	   or	   process	   produced	   or	   accurately	  
communicated	  the	  electronic	  record.	  
	  
(2)	  Unless	  evidence	  to	  the	  contrary	  is	  adduced,	  the	  court	  shall	  presume	  that	  any	  
electronic	   record	  generated,	   recorded	  or	   stored	   is	   authentic	   if	   it	   is	   established	  
that	   the	   electronic	   record	  was	   generated,	   recorded	  or	   stored	   in	   the	  usual	   and	  
ordinary	  course	  of	  business	  by	  a	  person	  who	  was	  not	  a	  party	  to	  the	  proceedings	  
on	  the	  occasion	  in	  question	  and	  who	  did	  not	  generate,	  record	  or	  store	  it	  under	  
the	  control	  of	  the	  party	  seeking	  to	  introduce	  the	  record.	  

	  
(3)	  Unless	  evidence	  to	  the	  contrary	  is	  adduced,	  where	  an	  electronic	  record	  was	  
generated,	  recorded	  or	  stored	  by	  the	  opponent	  of	  the	  evidence	  but	  adduced	  by	  
the	  proponent	  against	  the	  opponent,	  the	  court	  shall	  presume	  that	  the	  electronic	  
record	   is	   authentic	   in	   relation	   to	   the	   authentication	   issues	   arising	   from	   the	  
generation,	  recording	  or	  storage	  of	  the	  record	  by	  the	  opponent.	  

	  
(4)	  .	  .	  .	  .	  

	  
(5)	   Where	   an	   electronic	   record	   was	   recorded	   or	   stored	   from	   a	   document	  
produced	   pursuant	   to	   an	   approved	   process,	   the	   court	   shall	   presume,	   unless	  
[*169]	  evidence	  to	  the	  contrary	  is	  adduced,	  that	  the	  electronic	  record	  accurately	  
reproduced	  that	  document.	  
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Las	  anteriores	  presunciones	  propuestas	  recogen	   las	  presunciones	  adoptadas	  tanto	  por	  
Australia	  y	  Canadá,	  así	  como	  por	  el	  derecho	  común.	  En	  primer	  lugar,	  se	  presume	  que	  los	  
equipos	   que	   producen	   datos	   electrónicos	   trabajaron	   adecuadamente	   cuando	  
produjeron	   los	   datos	   o	   records.	   En	   segundo	   lugar,	   se	   presume	   que	   los	   records	  
producidos	   en	   el	   curso	   ordinario	   de	   los	   negocios	   por	   terceros	   que	   no	   son	   parte	  
interesada	   en	   el	   pleito	   son	   auténticos.	   De	   igual	   manera	   se	   comenta	   que	   el	   curso	  
ordinario	  de	   los	  negocios	   incluye,	   además	  de	   las	  organizaciones	   con	   fines	  de	   lucro,	   al	  
gobierno	  y	  demás	  organizaciones	  sin	  fines	  pecuniarios.	  
	  

c. V.	  I.	  Neptune	  Rivera,	  Los	  retos	  de	  la	  evidencia	  electrónica,	  Revista	  Jurídica	  
Universidad	  de	  Puerto	  Rico,	  76	  Rev.	  Jur.	  U.P.R.	  337	  (2007)	  –	  Anejo	  8	  

	  
[…]	  
	  
Los	   principios	   de	   Sedona	   establecen	   que	   la	   obligación	   de	   conservar	   la	   evidencia	  
electrónica	  surge	  cuando	  una	  persona	  razonable	  ha	  sido	  notificada	  que	  dicha	  evidencia	  
es	  pertinente	  en	  una	  reclamación	   judicial	   inminente.	  Sin	  embargo,	  determinar	  cuando	  
un	   litigio	   es	   inminente	   y	   la	   pertinencia	   de	   cierta	   evidencia	   es	   una	   determinación	  
subjetiva	  que	  los	  tribunales	  en	  los	  Estados	  Unidos	  han	  llevado	  a	  cabo	  caso	  a	  caso.	  
	  
Existe	   consenso	   de	   que	   hay	   un	   deber	   de	   conservar	   cuando	   la	   parte	   adversa	   ha	   sido	  
notificada	  de	  una	  demanda,	  en	   los	  casos	  civiles,	  mediante	  el	  emplazamiento.	  Por	  otra	  
parte,	  de	  las	  circunstancias	  particulares	  del	  caso	  puede	  concluirse	  que	  la	  parte	  adversa	  
fue	   notificada	   y	   tenia	   un	   deber	   de	   conservar	   evidencia	   electrónica	   si	   hubo	  
conversaciones	   pre-‐litigio	   en	   las	   cuales	   se	   aludía	   directamente	   a	   la	   evidencia	   que	  
posteriormente	  resulto	  ser	  el	  centro	  de	  la	  reclamación.	  
	  
[…]	  
	  
De	   hecho,	   algunos	   tribunales	   -‐-‐tanto	   federales	   como	   estatales-‐-‐	   se	   han	   negado	   a	  
establecer	   una	   diferencia	   en	   el	   estándar	   admitir	   documentos	   en	   papel	   y	   documentos	  
electrónicos.	   Sin	  embargo,	   como	   indica	  Weinstein,	   la	   aplicación	  de	  estas	   reglas	  puede	  
crear	   situaciones	   especiales	   de	   autenticación	   ya	   que	   existen	   particularidades	   de	   los	  
documentos	   electrónicos	   que	   requieren	   una	   adaptación	   especial	   de	   las	   reglas	   antes	  
descritas.	  
	  
La	  evidencia	  electrónica	  que	  se	  pretenda	  utilizar	  en	  un	  juicio	  en	  su	  fondo	  puede	  incluir	  
modelos	   generados	   en	   computadora,	   datos	   digitales,	   compilación	   de	   datos,	   correos	  
electrónicos,	  entre	  otros.	  En	  ocasiones	  son	  utilizados	  como	  evidencia	  real	  o	   ilustrativa.	  
En	  muchos	  negocios	  se	  usan	  rutinariamente	  los	  medios	  computadorizados	  llevar	  a	  cabo	  
las	  transacciones	  y	  se	  han	  eliminado	  o	  reducido	  los	  archivos	  en	  papel.	  Documentos	  en	  
papel	   son	   escaneados	   en	   algunas	   industrias	   y	   en	   otras	   sencillamente	   no	   existen	   los	  
documentos	  en	  papel,	  ya	  que	  todo	  se	  genera	  y	  archiva	  en	  formato	  digital	  y	  se	  utilizan	  
constantemente	  los	  correos	  electrónicos	  y	  los	  archivos	  electrónicos	  de	  documentos.	  	  
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En	   los	   casos	   en	   que	   la	   computadora	   meramente	   archiva	   información,	   no	   existen	  
problemas	  mayores	  de	  autenticación	  ya	  que	  en	  el	  archivo	  digital	  o	  en	  la	  copia	  impresa	  
se	  obtiene	  el	  contenido	  del	  documento.	  Sin	  embargo,	  en	  los	  casos	  en	  que	  los	  sistemas	  
generan	   datos	   luego	   de	   procesar	   la	   información	   introducida,	   surgen	   problemas	   de	  
autenticación	  ya	  que	  es	  necesario	  explicar	  el	  proceso	  mediante	  el	  cual	  la	  computadora	  
genero	  su	  resultado.	  Estos	  problemas	  de	  autenticación	  surgen	  con	  mayor	  frecuencia	  en	  
los	   casos	   de	   simulaciones	   o	  modelos	   complejos	   en	   los	   cuales	   es	   necesario	   sentar	   las	  
bases	   demostrar	   su	   confiabilidad,	   sobre	   todo	   cuando	   se	   trata	   de	   la	   reproducción	   de	  
evidencia	   científica.	   Por	   otra	   parte,	   existen	   otros	   procesos	   que	   gozan	   de	   aceptación	  
general	  en	  cuanto	  a	  su	  confiabilidad	  por	  lo	  que	  no	  plantean	  problemas	  de	  autenticación.	  	  
	  
Somos	  de	  la	  opinión	  de	  que	  en	  Puerto	  Rico	  se	  puede	  autenticar	  la	  evidencia	  electrónica	  
de	   las	  maneras	  siguientes:	  evidencia	  directa	  o	  circunstancial;	  una	  admisión	  de	  autoría;	  
autenticación	   mediante	   admisión	   […];	   características	   distintivas	   como	   contenido,	  
sustancia,	  patrón	   interno	  u	  otras	   características	  que	   tomadas	  en	  conjunto	  pueden	   ser	  
suficientes	   autenticar	   […];	   procesos	   o	   sistemas	   […];	   escritos	   en	   contestación	   […];	   y	   el	  
contenido	   de	   escritos	   […].	   Además,	   si	   el	   documento	   electrónico	   incluye	   una	  
identificación	   del	   negocio	   del	   cual	   es	   enviado,	   se	   ha	   resuelto	   que	   puede	   operar	   una	  
autenticación	   prima	   facie	   bajo	   la	   Regla	   902(7)	   de	   Evidencia	   federal,	   que	   versa	   sobre	  
“trade	  inscriptions	  and	  the	  like”.	  
	  

d. J.	  Shane	  Givens,	  The	  admissibility	  of	  electronic	  evidence	  at	  trial:	  Courtroom	  
admissibility	   standards,	   Cumberland	   Law	   Review,	   34	   Cumb.	   L.	   Rev.	   95	  
(2003/2004)	  –	  Anejo	  9	  

	  
[…]	  
	  
Electronic	  evidence	  has	  been	  broadly	  defined	  as	  “any	   information	  created	  or	  stored	  in	  
digital	   form	   whenever	   a	   computer	   is	   used	   to	   accomplish	   a	   task.”	   As	   this	   definition	  
implies,	  electronic	  evidence	  may	  be	  found	   in	  several	  situations:	  when	  someone	  enters	  
data	   into	   a	   computer;	   when	   a	   computer	   generates	   an	   output	   in	   response	   to	   an	  
operator's	   request;	   or	   when	   a	   computer	   uses	   or	   processes	   information.	   Therefore,	  
“[e]lectronic	   evidence	   .	   .	   .	   may	   include	   information	   databases,	   operating	   systems,	  
applications	   programs,	   ‘computer-‐generated	   models',	   electronic	   and	   voice	   mail	  
messages	   and	   records,	   and	   other	   information	   or	   ‘instructions	   residing	   in	   computer	  
memory.”’	   With	   this	   change	   in	   media,	   naturally	   come	   changes	   in	   evidentiary	  
procedures.	   In	  order	   to	  understand	   these	  procedures,	  however,	   it	   is	   first	  necessary	   to	  
explore	  the	  major	  differences	  between	  electronic	  and	  traditional	  paper	  evidence.	  
	  
[…]	  
	  
Despite	   resistance	   from	   these	   commentators,	   it	   seems	   that	   courts	   are	   becoming	  
increasingly	   reliant	   on	   the	   trustworthiness	   of	   electronic	   evidence.	   Original	   concerns	  
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about	  the	  authenticity	  of	  computer	  printouts	  of	  electronic	  evidence	  seem	  to	  be	  waning	  
as	  courts	  repeatedly	  rely	  solely	  on	  the	  applicable	  hearsay	  exception	  as	  the	  foundational	  
requirement	  to	  test	  the	  admission	  of	  electronic	  evidence.	  Consequently,	   it	   is	  generally	  
the	  burden	  of	  the	  opponents	  of	  electronic	  evidence	  to	  offer	  proof	  that	  the	  proponent's	  
computer	  system	  is	  fallible	  in	  some	  way.	  
	  
Although	   this	   result	  may	   seem	  unfair,	   it	   seems	   to	  be	   the	  most	   reasonable	  method	  of	  
authentication	  because	  forcing	  the	  proponent	  to	  prove	  authenticity	  would	  be	  incredibly	  
difficult	   and	   time	   consuming.	   Indeed,	   the	   proponent	   would	   have	   to	   haul	   into	   court	  
practically	  every	  person	  who	  had	  a	  hand	  in	  creating	  the	  evidence-‐-‐from	  the	  writer	  of	  the	  
program	   that	   stored	   the	   information	   to	   the	   person	   who	   actually	   entered	   it.	   Because	  
most	  stored	  information,	  especially	  information	  that	  is	  business-‐related,	  is	  a	  compilation	  
of	  records	  entered	  by	  possibly	  hundreds	  of	  people,	   this	  would	  be	  too	  time	  consuming	  
and	  costly	  for	  the	  proponent.	  
	  
Ultimately,	  because	  of	  these	  costs	  and	  burdens,	  the	  proponent	  may	  simply	  choose	  not	  
to	  enter	   important	  evidence.	  On	  the	  other	  hand,	  as	  many	  courts	  have	  recognized,	   it	   is	  
comparatively	   much	   easier	   for	   the	   opponent	   to	   point	   out	   flaws	   in	   the	   electronic	  
evidence.	  
	  

e. Lorraine	  v.	  Markel,	  241	  F.R.D.	  534	  (2007)	  –	  Anejo	  10	  
	  
Electronically	  Sorted	  Information	  Guidelines	  

1. Electronic	  evidence	  is	  only	  admissible	  if	  it	  contains	  facts	  that	  are	  important	  to	  be	  
included	   in	   a	   case,	   because	   if	   they	   were	   not	   included	   the	   ruling	   might	   be	  
different.	  Furthermore,	  the	  fact	  that	  ESI	  is	  admissible	  for	  one	  purpose	  does	  not	  
automatically	  mean	  that	  it	  is	  also	  admissible	  for	  another	  purpose.	  

2. One	  has	  to	  be	  able	  to	  prove	  that	  the	  ESI	  present	  is	  indeed	  what	  one	  claims	  it	  to	  
be.	  The	  methods	  that	  can	  be	  used	  for	  authenticating	  evidence	  are	  described	  in	  
the	  rule.	  Specifically	  for	  ESI,	  creating	  hash	  values	  or	  analyzing	  meta-‐data	  are	  both	  
generally	  accepted	  methods.	  

3. Evidence	  is	  hearsay	  if	  it	  constitutes	  a	  statement	  offered	  for	  its	  substantive	  truth	  
and	  is	  not	  excluded	  from	  the	  definition	  of	  hearsay,	  unless	  it	  is	  an	  exception.	  

4. Evidence	   provided	   should	   either	   be	   original	   or	   an	   admissible	   duplicate,	   and	   if	  
that	   is	   not	   possible	   which	   secondary	   evidence	   could	   be	   admissible	   instead	   in	  
order	  to	  prove	  the	  contents	  of	  the	  evidence.	  Examples	  hereof	  often	  used	  for	  ESI	  
are	  summaries	  or	  photographs	  of	  the	  original	  evidence.	  

5. Even	  though	  the	  presented	  evidence	  has	  probative	  value,	  it	  may	  still	  be	  deemed	  
not	  admissible	  if	  its	  admission	  would	  create	  unfair	  prejudice,	  confuse	  or	  mislead	  
the	   jury	   or	   delay	   the	   trial	   unnecessarily.	   With	   regards	   to	   ESI,	   examples	   of	  
evidence	  that	  could	  be	  dismissed	  under	  this	  rule	  are	  when	  the	  evidence	  contains	  
excessive	  offensive	  language,	  or	  when	  computer	  animations	  are	  used	  to	  make	  a	  
point,	  which	  can	  be	  incorrectly	  interpreted	  by	  the	  jury.	  
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Este inciso no impide que se tome conocimiento judicial de la exactitud 

del proceso o sistema en los casos que proceda .1394 

Inciso (8)(13): Récord electrónico 

El Comité consideró necesario atender específicamente la autenticación 

de récords electrónicos. El aumento en el uso de la tecnología en la vida 

diaria y especialmente en los negocios, hace conveniente que se establezca, 

un medio de autenticación para el récord electrónico ante la posibilidad de que 

en su día lo relativo a lo tecnológico se quiera presentar como evidencia en un 

juicio. 1395 El tratadista Weinstein explica: 

Many kinds of computer-generated information are introduced as real 
evidence or used as litigation aids at trials. They range from computer 
printouts of stored digital data to complex computer-generated models 
performing complicated computations. Each may raise different 
admissibility issues concerning authentication. The growing use of 
computer-based evidence at trial mirrors the pervasive use of 
computers in daily life, which is nowhere more prevalent than in 
commerce. 1396 

En fin, la realidad es que los récords electrónicos cubren una gran 

variedad de información que puede ser necesaria como evidencia en un juicio. 

Por ello, el subinciso (13) establece un modo para autenticar el récord 

electrónico "mediante evidencia de la integridad del sistema en el cual o por el 

cual los datos fueron grabados o almacenados". Para redactar este inciso se 

utilizó como modelo el texto de los artículos 3, 4 y 5 de la Ley Uniforme de 

from business record and used to prepare report for pending litigation; court noted 
that the "reports are not admissible as business records under Fed. R. Evid. 
803(6) ... Further, as a condition precedent to admissibility of computer record, the 
proponent must establish that the process or system used produces an accurate 
result. Fed R. Evid. 901(b)(9), and that foundation has not been established. In light 
of the above, the veracity and reliability of these reports are questionable and 
thus ... are not admissible and will be stricken''). A su vez, véase: Transport Indemnity 
Co. v. Seib, 178 Neb. 253, 132 N. W. 2d 871 (1965). 
1394 Notas del Comité Asesor Federal a la Regla 901(b)(9). 
1395 Weinstein's Federal Evidence, supra, Vol. S, sec. 900.06[3] (The growing use of 
computer-based evidence at trial mirrors the pervasive use of computers in daily life, 
which is nowhere more prevalent than in commerce. Business transactions are 
routinely conducted electronically, with an increasing percentage of companies relying 
virtually exclusively on digital rather than paper records). 
1396 Íd., sec. 900.06[3]. 
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Evidencia Electrónica de Canadá.1397 Al decir récord electrónico, nos referimos 

a aquellos datos (representaciones/ en cualquier forma/ de información o 

conceptos) creados, guardados o almacenados en una computadora o 

artefacto similar, y que puedan ser leídos o percibidos por una persona, 

sistema de computadora o artefacto similar.1398 Codificamos este método de 

autenticación porque, aunque los requerimientos de autenticación para el 

récord electrónico son los mismos que para el documento tradicional, la 

1397 Véase Uniform Law Conference of Canada, Uniform Electronic Evidence Act, 
(1998). Estas Reglas Uniformes han sido implementadas en varias provincias de 
Canadá, incluyendo el nivel federal. El resultado de los trabajos del Uniform Law 
Conference ofCanada, que se expandieron por tres años, fue la redacción de una 
sección aparte con 8 reglas uniformes y sus correspondientes subsecciones, que 
atienden específicamente la admisibilidad de récords electrónicos. La sección 3 de 
dichas Reglas dispone: "The person seeking to introduce an electronic record [in any 
legal proceeding] has the burden of proving its authenticity by evidence capable of 
supporting a finding that the electronic record is what the person claims it to be". La 
sección 4 dispone: "(1) [In any legal proceeding,] Subject to Subsection (2), where 
the best evidence rule is applicable in respect of an electronic record, it is satisfied on 
proof of the integrity of the electronic records system in or by which the data was 
recorded or stored". 

Debe notarse que las exigencias de la sección 4, que es la que adoptamos, se 
refieren al momento de satisfacer la Regla de la mejor Evidencia, no obstante, los 
comentarios a la Sección 3 disponen: "The Act does not open an electronic record to 
attacks on its integrity or reliability at this stage. That question is reserved for the new 
"best evidence" rule. Logically the question of integrity could be included in 
authentication, but the Conference decided that the question should be dealt with only 
once". Así, reconocen que la aplicación de la exigencia de prueba de la integridad del 
sistema, puede ser exigida, tanto en la etapa de autenticación como en la etapa de 
satisfacer la Regla de la Mejor Evidencia. El Comité prefirió adoptarla en la etapa de 
autenticación porque el ordenamiento federal como local, atienden este tipo de 
ataques en la etapa de autenticación; véase O. S. Kerr, Computer Records and the 
Federal Rules of Evidence, USA Bulletin Vol. 49, No. 2, 3 (2001) disponible en 
http: //www.cybercrime. gov/usamarch2001 4. htm (La impugnación de la 
autenticación de récords de computadoras se da mayormente en tres aspectos: 1) las 
partes que quieren impugnar los récords cuestionando si los mismos han sido 
alterados, manipulados o dañados; 2) las partes que quieren impugnar la autenticidad 
del récord cuestionando la confiabilidad del programa de computadora que creó el 
récord; 3) y las partes que tratan de impugnar la autenticación del récord 
cuestionando la identidad del autor). 
1398 Íd., sección l. ((a) "data" means representations, in any form, of information or 
concepts; b) "electronic record" means data that is recorded or stored on any medium 
in or by a computer system or other similar device, that can be read or perceived by a 
person ora computer system or other similar device. It includes a display, printout or 
other output of that data, other than a printout referred to in Sub-section 4(2)). 
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aplicación de esos requerimientos puede levantar, a veces, unas 

preocupaciones especiales. 1399 A diferencia de otras formas de evidencia, el 

récord electrónico puede crearse casi instantáneamente, además, tiende a 

mirarse con desconfianza por lo fácil que resulta manipular la información 

d ig ita l. 

Este inciso es un reflejo del consenso del Comité al entender que 

ofrecer evidencia de la integridad del sistema que guardó o grabó el récord 

electrónico va a ser útil para sobrepasar el estándar mínimo de autenticación 

que exige la Regla 901.1400 Orin S. Kerr, abogado que ha abordado el tema de 

la autenticación de evidencia electrónica en la esfera federal, nos explica: 

The authenticity of computer-generated records sometimes implicates 
the reliability of the computer programs that create the records. For 
example, a computer-generated record might not be authentic if the 
program that creates the record contains serious programming errors. If 
the program's output is inaccurate, the record may not be "what its 
proponent claims" according to Fed. R. Evid. 901.1401 

Al abordar la jurisprudencia federal, nos encontramos con que en 

muchas ocasiones para poder autenticar el récord electrónico, el Juez exige 

algún tipo de prueba sobre la integridad del sistema por el cual fue guardado o 

1399 Véase Weinstein's Federal Evidence, supra, Vol. 5, sec. 900.06[1][b] (The 
authentication requirements and the elements of any necessary foundation are the 
same for paper documents and for records or documents that are stored or generated 
electronically by a computer (citando casos del 3er, 4to, 7mo, 9no y lOmo Circuito 
para sustentar esta aseveración). However, the application of these requirements to 
computer-based evidence may raise special authentication issues). 
1400 Uniform Law Conference of Canada, Uniform Rules of Evidence Act, supra, 
comentarios a la sección 4.1 (The Act provides a different way to test the integrity of 
the record: evidence of the reliability of the system that produced the record. It will 
often be impossible to provide direct evidence of the integrity of the individual record 
to be admitted. System reliability is a substitute for record reliability); Weinstein's 
Federal Evidence, supra, Vol. 5, sec. 900.06[3] (Factors that should be considered in 
evaluating the reliability of computer-based evidence include the error rate in data 
inputting, the integrity of data input, the integrity of hardware and software systems, 
and the security of the systems. The degree of foundation required to authenticate 
computer-based evidence depends on the quality and completeness of the data input, 
the complexity of the computer processing, the routineness of the computer 
operation, and the ability to test and verify the results of the computer processing). 
1401 O. S. Kerr, Computer Records and the Federal Rules of Evidence, supra, pág. 4. 
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grabado.1402 Por tal, el ejemplo de autenticación provisto en el subinciso (13) 

provee que se podrá autenticar el récord electrónico "mediante evidencia de la 

integridad del sistema en el cual o por el cual los datos fueron grabados o 

almacenados". El Comité reconoce que una de las maneras de probar la 

integridad del sistema es "a través de evidencia que sustente la determinación 

que en todo momento material el sistema de computadoras o dispositivo 

similar estaba operando correctamente o en caso contrario, el hecho de que su 

no operación correcta no afectó la integridad del récord electrónico". 1403 La 

manera de probar que el sistema estaba operando correctamente puede variar 

y dependerá tanto de la evidencia que se pretende ofrecer como de las 

circunstancias del caso.1404 

Debe notarse que puede ocurrir que el sistema de computadoras no 

esté operando correctamente. Ello no debe afectar la autenticación, siempre y 

cuando exista prueba suficiente para determinar que no se afectó la integridad 

del récord. Esto refleja el incremento en la confianza hacia los programas y 

sistemas de computadoras que también se considera en la jurisprudencia 

federal. 1405 Ordinariamente, cualquier duda que surja sobre la exactitud de las 

1402 Véase Perma Research & Dev. Co. v. Singer Co., S42 F.2d 111, 12S (2do Cir. 
1976) (Wei nstei n explica respecto a este caso: cou rt con cerned with authentication of 
computer software program designed to produce certain litigation-related information 
and required ata minimum provid ing adversary with opportunity to examine the 
program) Weinstein's Federal Evidence, supra, Vol. S, sec. 900.06[3] ese. 41; U.S. v. 
Salgado, 2SO F.3d 438, 4S3 (6to Cir. 2001), certiorari denegado, 1S1 L. Ed. 2d 192 
(2001) (the government is not required to present expert testimony asto the 
mechanical accuracy of the computer where it presented evidence that the computer 
was sufficiently accurate that the company relied upon it in conducting its business); 
Cerruti 1881 S.A. v. Cerruti. Inc., 169 F.R.D. S73, S82 (S.D.N.Y. 1996) (court 
appointed expert to examine hard drive to determine whether electronic documents 
were fabricated). 
1403 Uniform Electronic Evidence Act, supra, sección S(a) (In the absence of evidence 
to the contrary, the integ rity of the electronic records system in which an electronic 
record is recorded or stored is presumed [in any legal proceeding]). 
1404 Véanse Perma Research & Dev. Co. v . Singer Co., supra; U.S. v. Salgado, supra; 
Weinstein's Federal Evidence, supra, Vol. S, sec. 900.06[3]. 
1405 Véase Weinstein's Federal Evidence, supra, Vol. S, sec. 900.07[1][b][ii] (Early 
cases required an extensive foundation to authenticate computer-based records. 
Reported cases since then, however, have required less foundation, reflecting growing 
confidence in the reliability and accuracy of basic computer operations). 
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impresiones de computadora, ya sea por que no se entraron los datos 

correctamente o porque la operación del sistema no estaba operando 

correctamente, afectarán el peso de la prueba pero no la admisibilidad. 1406 

Cabe recordar que la determinación de autenticidad es una que le corresponde 

hacer al Tribunal bajo la Regla 109(B). Si hay suficiente prueba como para 

que un Jurado razonable dé por autenticada la prueba, aunque el Juez tenga 

dudas debe dejar la determinación final al Jurado. 

Inciso (8)(14): Correo electrónico 

El inciso (B)(14) establece que "[u]n correo electrónico podrá 

autenticarse mediante evidencia de la integridad del sistema en el cual o por 

el cual fue creado, enviado o recibido". Lo que hacemos en este inciso es 

trasladar los principios expuestos en el inciso anterior hacia el correo 

electrónico. El Comité entiende que es necesario incluir un inciso sobre el 

correo electrónico toda vez que se ha convertido en una herramienta esencial 

en la mayoría de las organizaciones y negocios. 

Los correos electrónicos pueden ser transmitidos dentro de una red 

cerrada o a través de la Internet. Al transmitir el mensaje, la computadora 

copia el mismo, retiene el original y envía una copia. 1407 Una vez el autor envía 

el mensaje pierde el control sobre su diseminación. Aunque el correo 

electrónico puede ser autenticado bajo la Regla 901 con evidencia suficiente 

para sostener una determinación de que la materia en cuestión es lo que el 

proponente sostiene, las complejidades de la transmisión de los mensajes y de 

si efectivamente fueron generados y difundidos por las partes en un litigio, 

hacen necesario que se recurra a la integridad del sistema como un medio 

adicional disponible para autenticar los correos electrónicos. 

1406 Íd. (Computer-based records are like paper business records in that they can 
include inaccurate data entries. Moreover, prog ramming errors can produce flawed 
results. Nonetheless, a computer system not be demonstrated to be foolproof before 
admitting a computer record. Instead, any issues about the accuracy of computer 
printouts, dueto incorrect data entry or the flawed operation of the computer program 
affect only the weight of the evidence and not its admissibility). 
1407 Íd., sec. 900.07[3][a]. 
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UNIFORM ELECTRONIC EVIDENCE ACT
Definitions

1. In this Act, 
(a) "data" means representations, in any form, of information or concepts.

Comment:
    The definition of "data" ensures that the Act applies to any form of information in an electronic
record, whether figures, facts, or ideas.

(b) "electronic record" means data that is recorded or stored on any medium in or by a
computer system or other similar device, that can be read or perceived by a person or a
computer system or other similar device. It includes a display, printout or other output of
that data, other than a printout referred to in Sub-section 4(2). 

Comment:
    "Electronic record" fixes the scope of the Act. The record is the data. The record may be on any
medium. It is "electronic" because it is recorded or stored in or by a computer system or similar
device. The Act is intended to apply, for example, to data on magnetic strips on cards, or in smart
cards. As drafted, it would not apply to telexes or faxes (except computer-generated faxes), unlike
the United Nations Model Law on Electronic Commerce. It would also not apply to regular digital
telephone conversations, since the information is not recorded. It would apply to voice mail, since
the information has been recorded in or by a device similar to a computer. Likewise video records
are not covered, though when the video is transferred to a Web site it would be, because of the
involvement of the computer. Music recorded by a computer system on a compact disk would be
covered.

    In short, not all data recorded or stored in "digital" form is covered. A computer or similar
device has to be involved in its creation or storage. The term "similar device" does not extend to
all devices that create or store data in digital form. Although things that are not recorded or
preserved by or in a computer system are omitted from this Act, they may well be admissible
under other rules of law. This Act focuses on replacing the search for originality, proving the
reliability of systems instead of that of individual records, and using standards to show systems
reliability.

http://www.ulcc.ca/en/us/index.cfm?sec=1&sub=1u2&print=1#
http://www.ulcc.ca/en/us/euecaa.wp6
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    Paper records that are produced directly by a computer system, such as printouts, are
themselves electronic records, being just the means of intelligible display of the contents of the
record. Photocopies of the printout would be paper records subject to the usual rules about copies,
but the "original" printout would be subject to the rules of admissibility of this Act. 

    However, printouts that are used only as paper records, and whose computer origin is never
again called on, are treated as paper records. See subsection 4(2). In this case the reliability of the
computer system that produced the record is irrelevant to its reliability. 

(c) "electronic records system" includes the computer system or other similar device by or
in which data is recorded or stored, and any procedures related to the recording and storage
of electronic records.

Comment:
    The system that produced an electronic record will often include procedures for how all
records, or electronic records, are to be created and stored, including physical and electronic
access controls, security features, verification rules, and retention or destruction schedules. The
Act makes the reliability of the record- keeping system relevant to proving the integrity of a
particular record.

    An electronic record is not part of the system that produced it. Section 4 provides for proving
the integrity of a record by proving the integrity of the system that produced it. If the system
included the record itself, section 4 would not work.

Application

2.(1) This Act does not modify any common law or statutory rule relating to the
admissibility of records , except the rules relating to authentication and best evidence.

Comment:

    The admission of a record may depend on hearsay rules such as the business records rule or the
bank records rule, in some jurisdictions. This Act does not change those rules. Likewise recorded
evidence may be subject to many other rules, about privilege, about competence, about notice,
about documents found in the possession of an accused person, that are not modified by this Act.

    The Act is intended to affect existing law on authentication and best evidence, however, as
noted in the Comments to sections 3 and 4.

2.(2) A court may have regard to evidence adduced under this Act in applying any common
law or statutory rule relating to the admissibility of records. 

Comment:
    However, some other rules of law invite the court to consider the reliability of the proposed
evidence, or its origins. The evidence adduced under this Act to show the reliability of the record-
keeping system may also be used to assess compliance with other rules of evidence.
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Authentication

3. The person seeking to introduce an electronic record [in any legal proceeding] has the
burden of proving its authenticity by evidence capable of supporting a finding that the
electronic record is what the person claims it to be.

Comment:
    Section 3 codifies the common law on authentication, which applies equally to paper records.
The proponent needs only to bring evidence that the record is what the proponent claims it is (e.g.
"This record is an invoice.") This evidence is usually given orally and is subject to attack, like any
other.

    The Act does not open an electronic record to attacks on its integrity or reliability at this stage.
That question is reserved for the new "best evidence" rule. Logically the question of integrity
could be included in authentication, but the Conference decided that the question should be dealt
with only once.

    The words "in any legal proceeding" relate to the application of this Act. If the enacting
jurisdiction places the Act in a general evidence statute, then the application of that statute will
govern, and the bracketed phrase can be omitted, here and in subsequent sections.

Application of the best evidence rule

4. (1) [In any legal proceeding,] Subject to Subsection (2), where the best evidence rule is
applicable in respect of an electronic record, it is satisfied on proof of the integrity of the
electronic records system in or by which the data was recorded or stored.

Comment:
    The best evidence rule generally requires that the proponent of a record should produce the
original record or the closest thing available to an original. However, the notion of "original" is
not easily applicable to many electronic records. The Act therefore dispenses with the need for an
original, by substituting another way of serving the purpose of the rule.

    The purpose of the best evidence rule is to help ensure the integrity of the record, since
alterations are more likely to be detectable on the original. The Act provides a different way to test
the integrity of the record: evidence of the reliability of the system that produced the record. It will
often be impossible to provide direct evidence of the integrity of the individual record to be
admitted. System reliability is a substitute for record reliability.

    The Act does not say expressly that the proponent of an electronic record does not have to
produce an original, but the displacement of the usual best evidence rule will have that effect.
Neither the production of an original record nor the production of evidence of system reliability
guarantees the integrity of the record, but it supports its integrity to the degree that courts have
been willing to admit the record, subject to argument about its weight.

    Even if there is an original of an electronic record, as in the case of an electronic image of a
paper document, the Act does not require the production of the paper. Nor does it require that the
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original have been destroyed before the electronic image becomes admissible. The Act sets up a
rule for admitting electronic records. Records retention policies, for paper or electronic records,
are beyond its scope, and should not be determined by the law of evidence in any event. Someone
who destroys paper originals in the ordinary course of business, ideally in accordance with a
rational schedule, should not be prejudiced in using reliable electronic versions of those records.
Someone who keeps some paper originals, say for archival purposes, should be able to produce
the electronic versions in evidence, if the requirements of this Act about integrity can be satisfied.

(2) [In any legal proceeding,] An electronic record in the form of a print-out that has been
manifestly or consistently acted on, relied upon, or used as the record of the information
recorded or stored on the printout, is the record for the purposes of the best evidence rule.

Comment:
    The purpose of this Act is to provide for rules for electronic records, those produced or stored in
a computer or readable at the time of their use only with the help of a computer. Many records
today are produced using a computer with word-processing software and then printed. The
electronic file is never used again. Business correspondence is an example. The record "lives its
life" on paper, and the paper is presented in evidence. The reliability of the computer system is not
at issue. This subsection allows such a record to be treated as a paper record. The paper printout
would be the original for the purposes of the best evidence rule. 

Presumption of integrity

5. In the absence of evidence to the contrary, the integrity of the electronic records system in
which an electronic record is recorded or stored is presumed [in any legal proceeding] 

    (a) by evidence that supports a finding that at all material times the computer system or other
similar device was operating properly or, if it was not, the fact of its not operating properly did not
affect the integrity of the electronic record, and there are no other reasonable grounds to doubt the
integrity of the electronic records system;

Comment:
    This section sets out a set of presumptions of integrity of the system, to satisfy the requirement
of section 4. 

    The first presumption is based on evidence that includes both the computer system that
produced the record and the record-keeping system in which it operates. Both are needed to show
reliability. 

    This does not mean that a simple computer record needs the support of a sophisticated record-
keeping system in order to be admissible. A small business, for example, may have a computer
with off-the-shelf software and no "records management manual". The record-keeping system is
implied in the operation of the computer. It should be recognized, however, that the integrity of
records in such a system may be exposed to more successful attack in court.

    The Conference intends a fairly simple test of integrity at this stage. The integrity of most
electronic records is not disputed; they are admitted in evidence routinely. This Act does not
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intend to make the process more difficult, or to provide grounds for frivolous but possibly
expensive attacks on otherwise acceptable records. It does intend to point out the basic criteria on
which integrity of an electronic record can be judged.

    This presumptive evidence of reliability may be brought by anyone and about anyone's records.
It is not limited to the proponent of a particular record. So for example if one wanted to introduce
a third party's record, but that record was not produced in the ordinary course of business and thus
could not benefit from the presumption in paragraph (c), one could lead evidence of the system
where that record was recorded or preserved, to create the presumption in paragraph (a).

    (b) if it is established that the electronic record was recorded or stored by a party to the
proceedings who is adverse in interest to the party seeking to introduce it; or

Comment:
    This paragraph deals with an electronic record obtained in the course of litigation from an
adverse party. The record is presumed reliable. If it is not reliable, then the other person has the
opportunity to show the unreliability and rebut the presumption, since that person knows his or her
or its own record-keeping system better than anyone else. Parties wishing to introduce records
from friendly parties may bring evidence to support the presumption in paragraph (a).

    (c) if it is established that the electronic record was recorded or stored in the usual and
ordinary course of business by a person who is not a party to the proceedings and who did
not record or store it under the control of the party seeking to introduce the record.

Comment:
    This paragraph creates a presumption of reliability of business records of someone who is not a
party to the proceeding, where the proponent of the record did not control the making of the
record. Where the proponent has such control, it will be able to provide evidence to support the
presumption in paragraph (a). The qualification prevents parties from contracting out their data
processing or record management then claiming that what are in fact their own records are
someone else's. It will be a matter of evidence in each case whether the person on whose behalf
records were kept controlled the manner of production of the records or has access to evidence for
paragraph (a).

    The paragraph also serves the purpose of the "bank record" provision in several

Canadian evidence statutes, such as section 29 of the Canada Evidence Act. (This provision works
with s. 2, which preserves the hearsay aspect of bank record rule. This section supports the
reliability of the electronic bank record system.)

    The concept of business records here is intended to include more than strictly commercial
operations. It will apply broadly to enterprise records of organizations not devoted to making a
profit, such as governments or not-for-profit organizations.

Standards

6. For the purpose of determining under any rule of law whether an electronic record is
admissible, evidence may be presented [in any legal proceeding] in respect of any standard,
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procedure, usage or practice on how electronic records are to be recorded or stored, having
regard to the type of business or endeavour that used, recorded or stored the electronic
record and the nature and purpose of the electronic record.

Comment:
    The Act makes the court (or other tribunal using the statutory rule) consider the reliability of the
record-keeping system, either on the creation of the presumption or on its merits, if the
presumptions in sections 5 are rebutted. In either case, this section makes relevant the adherence
of that system to recognized standards for the kind of record and the kind of business in question.
For example, records managers in some industries have established procedures or rules about how
their kinds of records are to be handled. The Canadian General Standards Board has adopted a
national standard on Electronic Imaging and Microfilm as Documentary Evidence. International
bodies such as the International Standards Organization (source of the ISO norms) are also
producing relevant standards.

    This Act does not make compliance with such standards obligatory to get electronic records
admitted, but it makes them relevant to the question of admissibility. Records managers seeking to
create systems that will produce records that can be admitted in evidence may take some comfort
in that rule.

    The language of the section does not require that the standards be external to the person whose
records are in issue. One could show compliance (or not) with one's own standards. Whether this
would be as effective as complying with more broadly based standards is a practical question left
to the records managers of the proponent of the evidence.

    Many businesses that deal with each other electronically have made detailed agreements on the
rules for handling electronic communications, including the use of confirmation messages, the
maintenance of logs, and the like. These "trading partner agreements", as they are sometimes
called, have not been clearly valid or enforceable in law. The Conference believes that they should
be enforceable between the parties to them, and contrary views were not received in the
consultation. The agreed rules on how evidence is to be handled are standards within the meaning
of this section and can be duly considered by the court.

Proof by affidavit

7. The matters referred to in subsection 4(2) and sections 5 and 6 may be established by an
affidavit given to the best of the deponent's knowledge or belief. 

Comment:
    This section allows affidavit evidence instead of oral evidence to support the use of the record
under subsection 4(2), the presumptions in section 5 and the compliance with standards under
section 7. The person making the affidavit may not know personally every aspect of the record-
keeping system, but if the person informs himself or herself of the relevant information, then the
affidavit will be acceptable. Cross-examination on the affidavit may expose relevant gaps in the
information, of course. If doubt is cast on the reliability of the affidavit, then the person presenting
the electronic record may have to provide more detailed support of the record-keeping system.

    The Act does not say who should give the affidavit. The party seeking to introduce the evidence
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will have to decide who its most persuasive witness may be.

Cross-examination

8.(1) A deponent of an affidavit referred to in Section 7 that has been introduced in evidence
may be cross-examined as of right by a party to the proceedings who is adverse in interest to
the party who has introduced the affidavit or has caused the affidavit to be introduced. 

Comment:
    The right to cross-examine on the affidavits provided by this Act may not be clear in every
enacting jurisdiction. Here it is express.

(2) Any party to the proceedings may, with leave of the court, cross-examine a person
referred to in paragraph 5(c). 

Comment:
    The record-keeping practices of the non-party referred to in paragraph 5(c) may be relevant to
admissibility in some cases. That person will not usually be the deponent of the affidavit in
support of admitting the record. This subsection gives the opponent of the evidence the
opportunity to cross-examine the record-keeper, if the court agrees. A court would want to be sure
that the person is not being disturbed frivolously.

Repeal

9. [Repeal provisions which require retention of original after microfilming.] 
    
Comment:
    This Act asserts a general confidence in the use of electronic records, if their integrity is
sufficiently supported. Several statutes in Canada allow the admission of microfilmed records, but
still require that the original paper record be kept for six years and produced on demand. These
records are usually those with the greatest legal effect, such as contracts, invoices, purchase
orders, and the like.

    The ULCC believes that the law should allow people to keep their records in the way that suits
their business purposes best. In other words, the law should generally be neutral about the medium
in which records are kept. Instead it should set out rules by which the law can apply to records in
different media, such as the rules about admitting electronic records in this Act.

    As a result, the ULCC recommends that the rules in evidence statutes requiring the retention of
paper originals of microfilmed records should be repealed. 

September 1998
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This article explains some of the important issues that can arise when the government seeks the
admission of computer records under the Federal Rules of Evidence. It is an excerpt of a larger
DOJ manual entitled "Searching and Seizing Computers and Obtaining Electronic Evidence in
Criminal Investigations", which is available on the internet at
www.cybercrime.gov/searchmanual.htm.

Most federal courts that have evaluated the admissibility of computer records have focused on
computer records as potential hearsay. The courts generally have admitted computer records
upon a showing that the records fall within the business records exception, Fed. R. Evid. 803(6):

Records of regularly conducted activity. A memorandum, report, record, or data
compilation, in any form, of acts, events, conditions, opinions, or diagnoses, made at
or near the time by, or from information transmitted by, a person with knowledge, if
kept in the course of a regularly conducted business activity, and if it was the regular
practice of that business activity to make the memorandum, report, record, or data
compilation, all as shown by the testimony of the custodian or other qualified
witness, unless the source of information or the method or circumstances of
preparation indicate lack of trustworthiness. The term "business" as used in this
paragraph includes business, institution, association, profession, occupation, and
calling of every kind, whether or not conducted for profit.

mailto:?subject=a%20document%20from%20www.cybercrime.gov&body=a%20copy%20of%20a%20document%20regarding%20computer%20records%20and%20the%20federal%20rules%20of%20evidence-orin%20s.%20kerr%20(march%202001)%20is%20available%20by%20the%20following%20link
http://www.cybercrime.gov/searchmanual.htm
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See, e.g., United States v. Cestnik, 36 F.3d 904, 909-10 (10th Cir. 1994); United States v. Moore,
923 F.2d 910, 914 (1st Cir. 1991); United States v. Briscoe, 896 F.2d 1476, 1494 (7th Cir. 1990);
United States v. Catabran, 836 F.2d 453, 457 (9th Cir. 1988); Capital Marine Supply v. M/V
Roland Thomas II, 719 F.2d 104, 106 (5th Cir. 1983). Applying this test, the courts have
indicated that computer records generally can be admitted as business records if they were kept
pursuant to a routine procedure for motives that tend to assure their accuracy.

However, the federal courts are likely to move away from this "one size fits all" approach as they
become more comfortable and familiar with computer records. Like paper records, computer
records are not monolithic: the evidentiary issues raised by their admission should depend on
what kind of computer records a proponent seeks to have admitted. For example, computer
records that contain text often can be divided into two categories: computer-generated records,
and records that are merely computer-stored. See People v. Holowko, 486 N.E.2d 877, 878-79
(Ill. 1985). The difference hinges upon whether a person or a machine created the records'
contents. Computer-stored records refer to documents that contain the writings of some person or
persons and happen to be in electronic form. E-mail messages, word processing files, and
Internet chat room messages provide common examples. As with any other testimony or
documentary evidence containing human statements, computer-stored records must comply with
the hearsay rule. If the records are admitted to prove the truth of the matter they assert, the
offeror of the records must show circumstances indicating that the human statements contained
in the record are reliable and trustworthy, see Advisory Committee Notes to Proposed Rule 801
(1972), and the records must be authentic.

In contrast, computer-generated records contain the output of computer programs, untouched by
human hands. Log-in records from Internet service providers, telephone records, and ATM
receipts tend to be computer-generated records. Unlike computer-stored records, computer-
generated records do not contain human "statements," but only the output of a computer program
designed to process input following a defined algorithm. Of course, a computer program can
direct a computer to generate a record that mimics a human statement: an e-mail program can
announce "You've got mail!" when mail arrives in an inbox, and an ATM receipt can state that
$100 was deposited in an account at 2:25 pm. However, the fact that a computer, rather than a
human being, has created the record alters the evidentiary issues that the computer-generated
records present. See, e.g., 2 J. Strong, McCormick on Evidence §294, at 286 (4th ed. 1992). The
evidentiary issue is no longer whether a human's out-of-court statement was truthful and accurate
(a question of hearsay), but instead whether the computer program that generated the record was
functioning properly (a question of authenticity). See id.; Richard O. Lempert & Steven A.
Saltzburg, A Modern Approach to Evidence 370 (2d ed. 1983); Holowko, 486 N.E.2d at 878-79.

Finally, a third category of computer records exists: some computer records are both computer-
generated and computer-stored. For example, a suspect in a fraud case might use a spreadsheet
program to process financial figures relating to the fraudulent scheme. A computer record
containing the output of the program would derive from both human statements (the suspect's
input to the spreadsheet program) and computer processing (the mathematical operations of the
spreadsheet program). Accordingly, the record combines the evidentiary concerns raised by
computer-stored and computer-generated records. The party seeking the admission of the record
should address both the hearsay issues implicated by the original input and the authenticity issues
raised by the computer processing.
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As the federal courts develop a more nuanced appreciation of the distinctions to be made
between different kinds of computer records, they are likely to see that the admission of
computer records generally raises two distinct issues. First, the government must establish the
authenticity of all computer records by providing "evidence sufficient to support a finding that
the matter in question is what its proponent claims." Fed. R. Evid. 901(a). Second, if the
computer records are computer-stored records that contain human statements, the government
must show that those human statements are not inadmissible hearsay.

A. Authentication
Before a party may move for admission of a computer record or any other evidence, the
proponent must show that it is authentic. That is, the government must offer evidence "sufficient
to support a finding that the [computer record or other evidence] in question is what its
proponent claims." Fed. R. Evid. 901(a). See United States v. Simpson, 152 F.3d 1241, 1250
(10th Cir. 1998).

The standard for authenticating computer records is the same as for authenticating other records.
The degree of authentication does not vary simply because a record happens to be (or has been at
one point) in electronic form. See United States v. DeGeorgia, 420 F.2d 889, 893 n.11 (9th Cir.
1969); United States v. Vela, 673 F.2d 86, 90 (5th Cir. 1982). But see United States v. Scholle,
553 F.2d 1109, 1125 (8th Cir. 1977) (stating in dicta that "the complex nature of computer
storage calls for a more comprehensive foundation"). For example, witnesses who testify to the
authenticity of computer records need not have special qualifications. The witness does not need
to have programmed the computer himself, or even need to understand the maintenance and
technical operation of the computer. See UnitedStates v. Moore, 923 F.2d 910, 915 (1st Cir.
1991) (citing cases). Instead, the witness simply must have first-hand knowledge of the relevant
facts to which he or she testifies. See generally United States v. Whitaker, 127 F.3d 595, 601 (7th
Cir. 1997) (FBI agent who was present when the defendant's computer was seized can
authenticate seized files) United States v. Miller, 771 F.2d 1219, 1237 (9th Cir. 1985) (telephone
company billing supervisor can authenticate phone company records); Moore, 923 F.2d at 915
(head of bank's consumer loan department can authenticate computerized loan data).

Challenges to the authenticity of computer records often take one of three forms. First, parties
may challenge the authenticity of both computer-generated and computer-stored records by
questioning whether the records were altered, manipulated, or damaged after they were created.
Second, parties may question the authenticity of computer-generated records by challenging the
reliability of the computer program that generated the records. Third, parties may challenge the
authenticity of computer-stored records by questioning the identity of their author.

1. Authenticity and the Alteration of Computer Records

Computer records can be altered easily, and opposing parties often allege that computer records
lack authenticity because they have been tampered with or changed after they were created. For
example, in United States v. Whitaker, 127 F.3d 595, 602 (7th Cir. 1997), the government
retrieved computer files from the computer of a narcotics dealer named Frost. The files from
Frost's computer included detailed records of narcotics sales by three aliases: "Me" (Frost
himself, presumably), "Gator" (the nickname of Frost's co-defendant Whitaker), and "Cruz" (the
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nickname of another dealer). After the government permitted Frost to help retrieve the evidence
from his computer and declined to establish a formal chain of custody for the computer at trial,
Whitaker argued that the files implicating him through his alias were not properly authenticated.
Whitaker argued that "with a few rapid keystrokes, Frost could have easily added Whitaker's
alias, 'Gator' to the printouts in order to finger Whitaker and to appear more helpful to the
government." Id. at 602.

The courts have responded with considerable skepticism to such unsupported claims that
computer records have been altered. Absent specific evidence that tampering occurred, the mere
possibility of tampering does not affect the authenticity of a computer record. See Whitaker, 127
F.3d at 602 (declining to disturb trial judge's ruling that computer records were admissible
because allegation of tampering was "almost wild-eyed speculation . . . [without] evidence to
support such a scenario"); United States v. Bonallo, 858 F.2d 1427, 1436 (9th Cir. 1988) ("The
fact that it is possible to alter data contained in a computer is plainly insufficient to establish
untrustworthiness."); United States v. Glasser, 773 F.2d 1553, 1559 (11th Cir. 1985) ("The
existence of an air-tight security system [to prevent tampering] is not, however, a prerequisite to
the admissibility of computer printouts. If such a prerequisite did exist, it would become virtually
impossible to admit computer-generated records; the party opposing admission would have to
show only that a better security system was feasible."). Id. at 559. This is consistent with the rule
used to establish the authenticity of other evidence such as narcotics. See United States v. Allen,
106 F.3d 695, 700 (6th Cir. 1997) ("Merely raising the possibility of tampering is insufficient to
render evidence inadmissible."). Absent specific evidence of tampering, allegations that
computer records have been altered go to their weight, not their admissibility. See Bonallo, 858
F.2d at 1436.

2. Establishing the Reliability of Computer Programs

The authenticity of computer-generated records sometimes implicates the reliability of the
computer programs that create the records. For example, a computer-generated record might not
be authentic if the program that creates the record contains serious programming errors. If the
program's output is inaccurate, the record may not be "what its proponent claims" according to
Fed. R. Evid. 901.

Defendants in criminal trials often attempt to challenge the authenticity of computer-generated
records by challenging the reliability of the programs. See, e.g., United States v. Dioguardi, 428
F.2d 1033, 1038 (2d Cir. 1970); United States v. Liebert, 519 F.2d 542, 547-48 (3d Cir. 1975).
The courts have indicated that the government can overcome this challenge so long as "the
government provides sufficient facts to warrant a finding that the records are trustworthy and the
opposing party is afforded an opportunity to inquire into the accuracy thereof[.]" United States v.
Briscoe, 896 F.2d 1476, 1494 (7th Cir. 1990). See also Liebert, 519 F.2d at 547; DeGeorgia, 420
F.2d. at 893 n.11. Compare Fed. R. Evid. 901(b)(9) (indicating that matters created according to
a process or system can be authenticated with "[e]vidence describing a process or system used . .
. and showing that the process or system produces an accurate result"). In most cases, the
reliability of a computer program can be established by showing that users of the program
actually do rely on it on a regular basis, such as in the ordinary course of business. See, e.g.,
United States v. Moore, 923 F.2d 910, 915 (1st Cir. 1991) ("[T]he ordinary business
circumstances described suggest trustworthiness, .. . at least where absolutely nothing in the
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record in any way implies the lack thereof.") (computerized tax records held by the IRS);
Briscoe, 896 F.2d at 1494 (computerized telephone records held by Illinois Bell). When the
computer program is not used on a regular basis and the government cannot establish reliability
based on reliance in the ordinary course of business, the government may need to disclose "what
operations the computer had been instructed to perform [as well as] the precise instruction that
had been given" if the opposing party requests. Dioguardi, 428 F.2d at 1038. Notably, once a
minimum standard of trustworthiness has been established, questions as to the accuracy of
computer records "resulting from . . . the operation of the computer program" affect only the
weight of the evidence, not its admissibility. United States v. Catabran, 836 F.2d 453, 458 (9th
Cir. 1988).

Prosecutors may note the conceptual overlap between establishing the authenticity of a
computer-generated record and establishing the trustworthiness of a computer record for the
business record exception to the hearsay rule. In fact, federal courts that evaluate the authenticity
of computer-generated records often assume that the records contain hearsay, and then apply the
business records exception. See, e.g., UnitedStates v. Linn, 880 F.2d 209, 216 (9th Cir. 1989)
(applying business records exception to telephone records generated "automatically" by a
computer); United States v. Vela, 673 F.2d 86, 89-90 (5th Cir. 1982) (same). As discussed later
in this article, this analysis is technically incorrect in many cases: computer records generated
entirely by computers cannot contain hearsay and cannot qualify for the business records
exception because they do not contain human "statements." See Part B, infra. As a practical
matter, however, prosecutors who lay a foundation to establish a computer-generated record as a
business record will also lay the foundation to establish the record's authenticity. Evidence that a
computer program is sufficiently trustworthy so that its results qualify as business records
according to Fed. R. Evid. 803(6) also establishes the authenticity of the record. Compare United
States v. Saputski, 496 F.2d 140, 142 (9th Cir. 1974).

3. Identifying the Author of Computer-Stored Records

Although handwritten records may be penned in a distinctive handwriting style, computer-stored
records consist of a long string of zeros and ones that do not necessarily identify their author.
This is a particular problem with Internet communications, which offer their authors an unusual
degree of anonymity. For example, Internet technologies permit users to send effectively
anonymous e-mails, and Internet Relay Chat channels permit users to communicate without
disclosing their real names. When prosecutors seek the admission of such computer-stored
records against a defendant, the defendant may challenge the authenticity of the record by
challenging the identity of its author.

Circumstantial evidence generally provides the key to establishing the authorship and
authenticity of a computer record. For example, in United States v. Simpson, 152 F.3d 1241 (10th
Cir. 1998), prosecutors sought to show that the defendant had conversed with an undercover FBI
agent in an Internet chat room devoted to child pornography. The government offered a printout
of an Internet chat conversation between the agent and an individual identified as "Stavron," and
sought to show that "Stavron" was the defendant. The district court admitted the printout in
evidence at trial. On appeal following his conviction, Simpson argued that "because the
government could not identify that the statements attributed to [him] were in his handwriting, his
writing style, or his voice," the printout had not been authenticated and should have been
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excluded. Id. at 1249.

The Tenth Circuit rejected this argument, noting the considerable circumstantial evidence that
"Stavron" was the defendant. See id. at 1250. For example, "Stavron" had told the undercover
agent that his real name was "B. Simpson," gave a home address that matched Simpson's, and
appeared to be accessing the Internet from an account registered to Simpson. Further, the police
found records in Simpson's home that listed the name, address, and phone number that the
undercover agent had sent to "Stavron." Accordingly, the government had provided evidence
sufficient to support a finding that the defendant was "Stavron," and the printout was properly
authenticated. See id. at 1250. See also United States v. Tank, 200 F.3d 627, 630-31 (9th Cir.
2000) (concluding that district court properly admitted chat room log printouts in circumstances
similar to those in Simpson). But see United States v. Jackson, 208 F.3d 638 (7th Cir. 2000)
(concluding that web postings purporting to be statements made by white supremacist groups
were properly excluded on authentication grounds absent evidence that the postings were
actually posted by the groups).

B. Hearsay

Federal courts have often assumed that all computer records contain hearsay. A more nuanced
view suggests that in fact only a portion of computer records contain hearsay. When a computer
record contains the assertions of a person, whether or not processed by a computer, the record
can contain hearsay. In such cases, the government must fit the record within a hearsay exception
such as the business records exception, Fed. R. Evid. 803(6). When a computer record contains
only computer-generated data untouched by human hands, however, the record cannot contain
hearsay. In such cases, the government must establish the authenticity of the record, but does not
need to establish that a hearsay exception applies for the records to be admissible.

1. Inapplicability of the Hearsay Rules to Computer-Generated Records

The hearsay rules exist to prevent unreliable out-of-court statements by human declarants from
improperly influencing the outcomes of trials. Because people can misinterpret or misrepresent
their experiences, the hearsay rules express a strong preference for testing human assertions in
court, where the declarant can be placed on the stand and subjected to cross-examination. See
Ohio v. Roberts, 448 U.S. 56, 62-66 (1980). This rationale does not apply when an animal or a
machine makes an assertion: beeping machines and barking dogs cannot be called to the witness
stand for cross-examination at trial. The Federal Rules have adopted this logic. By definition, an
assertion cannot contain hearsay if it was not made by a human being. Can we just use the word
person? See Fed. R. Evid. 801(a) ("A 'statement' is (1) an oral or written assertion or (2)
nonverbal conduct of a person, if it is intended by the person as an assertion.") (emphasis added)
; Fed. R. Evid. 801(b) ("A declarant is a person who makes a statement.") (emphasis added).

As several courts and commentators have noted, this limitation on the hearsay rules necessarily
means that computer-generated records untouched by human hands cannot contain hearsay. One
state supreme court articulated the distinction in an early case involving the use of automated
telephone records:

The printout of the results of the computer’s internal operations is not hearsay



9/11/12 2:55 PMComputer Records and the Federal Rules of Evidence-Orin S. Kerr

Page 7 of 10http://ncsi-net.ncsi.iisc.ernet.in/cyberspace/law/responsibility/cybercrime/www.usdoj.gov/criminal/cyb0000000003C9B201.htm

evidence. It does not represent the output of statements placed into the computer by
out of court declarants. Nor can we say that this printout itself is a "statement"
constituting hearsay evidence. The underlying rationale of the hearsay rule is that
such statements are made without an oath and their truth cannot be tested by cross-
examination. Of concern is the possibility that a witness may consciously or
unconsciously misrepresent what the declarant told him or that the declarant may
consciously or unconsciously misrepresent a fact or occurrence. With a machine,
however, there is no possibility of a conscious misrepresentation, and the possibility
of inaccurate or misleading data only materializes if the machine is not functioning
properly.

State v. Armstead, 432 So.2d 837, 840 (La. 1983). See also People v. Holowko, 486 N.E.2d 877,
878-79 (Ill. 1985) (automated trap and trace records); United States v. Duncan, 30 M.J. 1284,
1287-89 (N-M.C.M.R. 1990) (computerized records of ATM transactions); 2 J. Strong,
McCormick on Evidence §294, at 286 (4th ed.1992); Richard O. Lempert & Stephen A.
Saltzburg, A Modern Approach to Evidence 370 (2d ed. 1983). Cf. United States v. Fernandez-
Roque, 703 F.2d 808, 812 n.2 (5th Cir. 1983) (rejecting hearsay objection to admission of
automated telephone records because "the fact that these calls occurred is not a hearsay
statement."). Accordingly, a properly authenticated computer-generated record is admissible. See
Lempert & Saltzburg, at 370.

The insight that computer-generated records cannot contain hearsay is important because courts
that assume the existence of hearsay may wrongfully exclude computer-generated evidence if a
hearsay exception does not apply. For example, in United States v. Blackburn, 992 F.2d 666 (7th
Cir. 1993), a bank robber left his eyeglasses behind in an abandoned stolen car. The
prosecution's evidence against the defendant included a computer printout from a machine that
tests the curvature of eyeglass lenses. The printout revealed that the prescription of the
eyeglasses found in the stolen car exactly matched the defendant's. At trial, the district court
assumed that the computer printout was hearsay, but concluded that the printout was an
admissible business record according to Fed. R. Evid. 803(6). On appeal following conviction,
the Seventh Circuit also assumed that the printout contained hearsay, but agreed with the
defendant that the printout could not be admitted as a business record:

the [computer-generated] report in this case was not kept in the course of a regularly
conducted business activity, but rather was specially prepared at the behest of the
FBI and with the knowledge that any information it supplied would be used in an
ongoing criminal investigation. . . . In finding this report inadmissible under Rule
803(6), we adhere to the well-established rule that documents made in anticipation
of litigation are inadmissible under the business records exception.

Id. at 670. See also Fed. R. Evid. 803(6) (stating that business records must be "made . . . by, or
transmitted by, a person").

Fortunately, the Blackburn court ultimately affirmed the conviction, concluding that the
computer printout was sufficiently reliable that it could have been admitted under the residual
hearsay exception, Rule 803(24). See id. at 672. However, instead of flirting with the idea of
excluding the printouts because Rule 803(6) did not apply, the court should have asked whether
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the computer printout from the lens-testing machine contained hearsay at all. This question
would have revealed that the computer-generated printout could not be excluded on hearsay
grounds because it contained no human "statements."

2. Applicability of the Hearsay Rules to Computer-Stored Records

Computer-stored records that contain human statements must satisfy an exception to the hearsay
rule if they are offered for the truth of the matter asserted. Before a court will admit the records,
the court must establish that the statements contained in the record were made in circumstances
that tend to ensure their trustworthiness. See, e.g., Jackson, 208 F.3d at 637 (concluding that
postings from the websites of white supremacist groups contained hearsay, and rejecting the
argument that the postings were the business records of the ISPs that hosted the sites).

As discussed earlier in this article, courts generally permit computer-stored records to be
admitted as business records according to Fed. R. Evid. 803(6). Different circuits have
articulated slightly different standards for the admissibility of computer-stored business records.
Some courts simply apply the direct language of Fed. R. Evid. 803(6). See e.g.,United States v.
Moore, 923 F.2d 910, 914 (1st Cir. 1991); United States v. Catabran, 836 F.2d 453, 457 (9th Cir.
1988). Other circuits have articulated doctrinal tests specifically for computer records that
largely (but not exactly) track the requirements of Rule 803(6). See, e.g., United States v.
Cestnik, 36 F.3d 904, 909-10 (10th Cir. 1994) ("Computer business records are admissible if (1)
they are kept pursuant to a routine procedure designed to assure their accuracy; (2) they are
created for motives that tend to assure accuracy (e.g., not including those prepared for litigation);
and (3) they are not themselves mere accumulations of hearsay.") (quoting Capital Marine
Supply v. M/V Roland Thomas II, 719 F.2d 104, 106 (5th Cir. 1983)); United States v. Briscoe,
896 F.2d 1476, 1494 (7th Cir. 1990) (computer-stored records are admissible business records if
they "are kept in the course of regularly conducted business activity, and [that it] was the regular
practice of that business activity to make records, as shown by the testimony of the custodian or
other qualified witness.") (quoting United States v. Chappell, 698 F.2d 308, 311 (7th Cir. 1983)).
Notably, the printout itself may be produced in anticipation of litigation without running afoul of
the business records exception. The requirement that the record be kept "in the course of a
regularly conducted business activity" refers to the underlying data, not the actual printout of that
data. See United States v. Sanders, 749 F.2d 195, 198 (5th Cir. 1984).

From a practical perspective, the procedure for admitting a computer-stored record pursuant to
the business records exception is the same as admitting any other business record. Consider an e-
mail harassment case. To help establish that the defendant was the sender of the harassing
messages, the prosecution may seek the introduction of records from the sender’s ISP showing
that the defendant was the registered owner of the account from which the e-mails were sent.
Ordinarily, this will require testimony from an employee of the ISP ("the custodian or other
qualified witness") that the ISP regularly maintains customer account records for billing and
other purposes, and that the records to be offered for admission are such records that were made
at or near the time of the events they describe in the regular course of the ISP’s business. Again,
the key is establishing that the computer system from which the record was obtained is
maintained in the ordinary course of business, and that it is a regular practice of the business to
rely upon those records for their accuracy.



9/11/12 2:55 PMComputer Records and the Federal Rules of Evidence-Orin S. Kerr

Page 9 of 10http://ncsi-net.ncsi.iisc.ernet.in/cyberspace/law/responsibility/cybercrime/www.usdoj.gov/criminal/cyb0000000003C9B201.htm

The business record exception is the most common hearsay exception applied to computer
records. Of course, other hearsay exceptions may be applicable in appropriate cases. See, e.g.,
Hughes v. United States, 953 F.2d 531, 540 (9th Cir. 1992) (concluding that computerized IRS
forms are admissible as public records under Fed. R. Evid. 803(8)).

C. Other Issues

The authentication requirement and the hearsay rule usually provide the most significant hurdles
that prosecutors will encounter when seeking the admission of computer records. However, some
agents and prosecutors have occasionally considered two additional issues: the application of the
best evidence rule to computer records, and whether computer printouts are "summaries" that
must comply with Fed. R. Evid. 1006.

1. The Best Evidence Rule

The best evidence rule states that to prove the content of a writing, recording, or photograph, the
"original" writing, recording, or photograph is ordinarily required. See Fed. R. Evid. 1002.
Agents and prosecutors occasionally express concern that a mere printout of a computer-stored
electronic file may not be an "original" for the purpose of the best evidence rule. After all, the
original file is merely a collection of 0's and 1's. In contrast, the printout is the result of
manipulating the file through a complicated series of electronic and mechanical processes.

Fortunately, the Federal Rules of Evidence have expressly addressed this concern.
The Federal Rules state that

[i]f data are stored in a computer or similar device, any printout or other output
readable by sight, shown to reflect the data accurately, is an "original".

Fed. R. Evid. 1001(3). Thus, an accurate printout of computer data always satisfies the best
evidence rule. See Doe v. United States, 805 F. Supp. 1513, 1517 (D. Hawaii. 1992). According
to the Advisory Committee Notes that accompanied this rule when it was first proposed, this
standard was adopted for reasons of practicality. While strictly speaking the original of a
photograph might be thought to be only the negative, practicality and common usage require that
any print from the negative be regarded as an original. Similarly, practicality and usage confer
the status of original upon any computer printout. Advisory Committee Notes, Proposed Federal
Rule of Evidence 1001(3) (1972).

2. Computer Printouts as "Summaries"

Federal Rule of Evidence 1006 permits parties to offer summaries of voluminous evidence in the
form of "a chart, summary, or calculation" subject to certain restrictions. Agents and prosecutors
occasionally ask whether a computer printout is necessarily a "summary" of evidence that must
comply with Fed. R. Evid. 1006. In general, the answer is no. See Sanders, 749 F.2d at 199;
Catabran, 836 F.2d at 456-57; United States v. Russo, 480 F.2d 1228, 1240-41 (6th Cir. 1973).
Of course, if the computer printout is merely a summary of other admissible evidence, Rule 1006
will apply just as it does to other summaries of evidence.
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Mr. Justice CLARK:

In a diversity action for breach of contract which commenced on March 9, 1966, the Singer Company (Singer) appeals from the
judgment recovered by Perma Research and Development Company (Perma). The District Court, sitting without a jury, found
that Singer had breached a contractual obligation to use its best efforts to perfect, manufacture, and market an automotive anti-
skid device covered by a patent that Perma assigned to Singer on December 21, 1964. The court awarded damages to Perma
in the amount of $5,333,423.94, with interest and costs amounting to more than $1.5 million.

Singer raises three points: (1) The District Court erred in holding that a contract between the parties imposed upon Singer an
implied obligation to use its best efforts to perfect the anti-skid device and make it fail-safe; (2) The Perma anti-skid device was
not perfectible and marketable; (3) The proof of damages was speculative and based on postulated sales that could never
actually take place. We find no merit in any of the contentions and affirm the judgment.

1. The Course of the Action

The controversy grew out of two contracts between the parties, the first dated June 18, 1964, and the second, December 21,
1964. The first provided Singer with an exclusive license to manufacture the automotive anti-skid device involved here. The
second contract superseded the first and provided for the assignment of Perma's patents on the anti-skid device to Singer and
the payment of a royalty thereon. The contract also provided for the furnishing of technical assistance by Perma at the request
of Singer "in the continuing design and engineering and improvement of the Product and of the equipment for manufacturing
the same" for a 6-month period at a cost to Singer of $9800 per month. Upon Singer's abandonment of the contract, Perma
brought this suit to set aside the December 21, 1964 contract and to enforce the earlier one. On motion for summary judgment,
the complaint was dismissed save as to the "Wherefore" clause, which alleged that Singer did not use its "best efforts to market
and manufacture the invention." On appeal, this judgment was affirmed, 410 F.2d 572 (2d Cir. 1969). On remand the case

http://scholar.google.com/scholar_case?q=542+F.2d+111&hl=en&as_sdt=2,5&case=574488325507980190&scilh=0#%5B1%5D
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came before Judge MacMahon, and a second Singer motion for summary judgment was denied. The court found that, under
the December 18, 1964 contract, Singer was required to "continue collaborating with Perma for a reasonable length of time in a
good faith effort to resolve the problems then preventing the marketing of the product." D.C., 308 F.Supp. 743, 748. The
principal issue, the court found, was "Did Singer use its best efforts for a reasonable time in collaboration with Perma to perfect
the product" in order to prepare it for market. Id. at 749.

Singer then sought dismissal on the ground that it had been induced to enter the December 1964 contract on the
misrepresentation by Perma that the anti-skid device was fail-safe. This third motion for summary judgment came before Judge
Metzner who denied it, holding that "it is perfectly obvious from the record and the prior opinions that defendant Singer could
not have been under any delusions that the product was fail-safe." Thereafter the case came before Judge McLean who agreed
*114 that the issue involved was as had been stated by Judge MacMahon. Unfortunately Judge McLean died, and
subsequently the case was assigned to Judge Duffy, who entered the judgment here under review on April 11, 1975. 402
F.Supp. 881.

114

His 59-page opinion reveals the meticulous care and erudition that he gave to the trial and the "extraordinary latitude" he
permitted Singer "to prove all that it could and to make any argument it wished" in the hope "that this trial would mark an end to
this litigation." The ten-year, tortuous course of this litigation has involved five different trial judges and is here now for the
second time, and still Singer insists that the December 18, 1964 contract does not impose upon it the obligation to perfect the
anti-skid device it obtained from Perma, or if it does, that the abandonment of the contract was justifiable on the ground that the
anti-skid device was not sufficiently perfectible to satisfy Singer's standard of "absolute fail-safety". The district court found that
this was not only "an impossible standard" but was beyond the agreement of the parties. Finally, Singer claims that "any
damage award would nevertheless be speculative", as being based on phantom "sales of a non-skid device which subsequent
history has shown could not have been successfully sold."

We too have examined the record and find that substantial evidence supports the findings of the trial judge and that they are not
clearly erroneous.

2. The Obligation of Singer

We need not belabor the point that Singer was obligated under the December 1964 contract to use its best efforts to perfect the
anti-skid device covered by the Perma patents that were assigned to it. As the trial court found: "Both parties recognized the
need for engineering on the device." In fact before the contract was signed, Singer employed William E. Hill and Company, Inc.
to do a market survey on the anti-skid device, and the results thereof were reported to Singer prior to its purchase of the
patents. The report's principal findings and conclusions included an evaluation of the anti-skid device:

The Perma anti-skid control falls short of meeting requirements of automotive engineers and does not provide
the improvement possible in theory. The consensus of many engineering tests that had been run on the unit
indicates that the Perma control as compared to a panic or locked wheel stop, gives improved steering control
but requires a greater stop distance to come to a complete stop.

The General Motors Research Center, the Ford Advance Design Corporation and the Chrysler Brake Laboratory
are against use of the control.

Based on evaluation by major automobile manufacturers, the Perma anti-skid control did not meet established requirements. In
the contract of December 1964, Singer specifically recognized its obligation for the effectiveness of the anti-skid device by
providing therein that Perma, in consideration of the payment of $9800 monthly, would furnish assistance to Singer in the
"continuing design and engineering and improvement of the Product and of the equipment for manufacturing the same."

It is significant also that two days after Singer signed the contract, it ordered a long list of engineering services from Perma,
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advising "we must find a design which will yield consistent and higher results." Singer was aware of the firms with which it was
doing business and who had found defects in the anti-skid device. Singer knew that some problems had arisen regarding the
finishing of the product. Nevertheless it said: "We have taken hold of the problem and resolved it. We feel that we have a
product worthy of offering to the public and plan a full marketing campaign." Letter to C. G. Morehouse, Portland, Oregon, July
7, 1965.

Despite this representation, as early as July 22, 1965, Singer had decided to restrict extensive experimentation to short range
projects. An internal managerial task force on August 10, 1965 recommended to Singer that marketing of the anti-skid device
be suspended. The explanation was *115 that the device's future was uncertain as a product item for Singer because it would
place "us in the automotive parts industry dominated by the purchasing power and engineering skills of the Big 3". Suspension
was recommended although Denville Special Report No. 62, which was charged with the technical evaluation of the anti-skid
device, reported on August 10, 1965 that the device was not fail-safe, but estimated that the problem could be overcome at a
cost to Singer of around $30,000. Rather than proceed further to improve the anti-skid device as it had agreed to do, Singer
decided to abandon the project. On December 22, 1965, Singer advised Mr. Frank Perrino, the top official of Perma, "Very
bluntly, Frank, we do not want to be in the brake business — our people at Elizabeth should not have gotten into the brake
business." At the same time, Singer rejected Perrino's suggestion of improvements that might make the anti-skid device fail-
safe. On January 26, 1966, Singer finally abandoned all efforts to perfect the anti-skid device.

115

3. The Record as to Perfectibility of the Anti-Skid Device

When Alfred DiScipio became Vice President of Singer in charge of consumer products, he visited the Elizabeth plant. While
there, tests of the anti-skid device were made, and every one proved to be disastrous. Mr. DiScipio characterized the device as
being not "fail-safe" and asserted that Singer would not market a product which "could leave the purchaser . . . less safe than if
he hadn't elected to purchase it . . ." While Perma had represented that its anti-skid device had "fail-safe features", we find no
representations that it ever claimed that the device was "absolutely fail-safe." In fact, Singer's own brake expert testified that he
knew of no anti-skid device marketed in the United States that was completely fail-safe and that such perfection was not
obtainable. In any event, Singer has no ground for complaint in this regard since it knew before buying the Perma patents and
making the December contract that the device suffered operating failures and was not fail-safe. It was for this reason that the
District Court found this defense "to be totally a sham", and dismissed Singer's counterclaim. We approve this action.

We have considered Singer's objection to the expert testimony by Daniel Goor and Andre L. DeVilliers. The particular objection
made to the use of the results of computer simulation was directed to the basis for this expert testimony. While it might have
been better practice for opposing counsel to arrange for the delivery of all details of the underlying data and theorems employed
in these simulations in advance of trial to both avoid unnecessarily belabored discussion of highly technical, tangential issues at
trial, Fed.R.Civ.P. 26(b)(4)(A), and protect truly propietary aspects of the programs. . . . The trial judge did not abuse his
discretion in allowing the experts to testify as to this particular basis for their ultimate conclusion that the Perma device was
indeed perfectible. On the record before us, however, we hold that Singer has not shown that it did not have an adequate basis
on which to cross-examine plaintiff's experts.

4. The Damages Are Not Speculative

Since we hold that the anti-skid device was perfectible, Singer's argument that no market exists must necessarily fail. The
argument is that since the anti-skid device was not ready for the market, it could not be sold. But as we have found, its
obligation was to perfect the device, and the finding of its own people was that the device was perfectible. This is a complete
answer to Singer's defense. Nor will the bare fact that no other manufacturer sold such a device in the aftermarket prove that
such a market did not exist. Indeed the record includes proof to the contrary. Prior to the December 1964 contract, Perma itself
had contracted for the sale of 139,000 units of the device. Within one month of the December 1964 contract, Singer itself had
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made a contract with its distributor, Motor Enterprises, to take a minimum of 56,000 *116 units in the first year, and 100,000
units annually thereafter. Motor Enterprises further agreed to spend $250,000 annually on the promotion of the device.
Moreover, the Singer-held report found that "with its strong emotional appeal to safety and with demonstrable characteristics
(the device) lends itself to a consumer-directed merchandising effort. Typical of products of this type, sales volume will depend
largely on the amount of promotional efforts." Furthermore, as of 1966, Singer would have the only anti-skid device on the
market and could have enjoyed a monopoly for a period of two to three years. Finally, Singer never relinquished the patents
and the patents' very existence in Singer hands might well have discouraged other development.

116

It ill behooves Singer to cry "no market" when it actively sought to exploit the operation before it decided that the anti-skid
device was not the item for Singer. The fact of damage and the measure of its proof turn on the particular facts of each case.
One is entitled to the reasonable damage flowing from the breach of a contract. For Children Inc. v. Graphics Int'l, Inc., 352
F.Supp. 1280 (S.D.N.Y.1972).

In simple terms, the measure of the damage is the amount necessary to put the injured party in exact position as he would have
been if the contract had not been breached. If Singer had put its resources and ingenuity to the anti-skid device, it probably
would have been successful in the marketing of the same. Nor are the damages too speculative to assess. At the outset, since
Singer produced the damage, it must bear the uncertainty of proof. Autowest Inc. v. Peugeot, Inc., 434 F.2d 556, 565 (2d Cir.
1970). Thus the reasonable basis for damages that the law requires is a precise one, barring only those damages which "are
not the certain result of the wrong, not . . . those damages which are definitely attributable to the wrong and only uncertain in
respect of their amount." (emphasis supplied). Story Parchment Company v. Paterson Parchment Paper Company, 282 U.S.
555, 562, 51 S.Ct. 248, 250, 75 L.Ed. 544 (1931).

We have carefully considered the damage calculations of the parties and the amount awarded by the trial court, and we cannot
say that the award is either unreasonable or unsupportable.

The judgment is therefore affirmed.

VAN GRAAFEILAND, Circuit Judge (dissenting).

The District Judge has held the defendant liable for seven million dollars in damages because, he said, defendant breached an
implied promise to perfect and market plaintiff's invention. Because I am convinced that both the decision and the manner in
which it was reached were clearly erroneous, I dissent.

Although there has been ample judicial discussion of the difference between obligations implied in fact and those implied in

law,[1] this distinction remains blurred in many decisions. Regardless of terminology, however, one thing is clear. An obligation,
implied either in fact or in law, is fashioned from the facts and circumstances surrounding the dealings of the parties; it does not,
like Minerva, spring full blown from the head of the trial judge. Implied promises are to be cautiously and not hastily raised,
Genet v. Delaware & Hudson Canal Co., 136 N.Y. 593, 608, 32 N.E. 1078 (1893). They are strictly construed, 14 Castner,
Business Organizations — Patent Licensing Transactions § 2.09 (1975), and the plaintiff has a heavy burden in convincing the
court of their existence. 19 Cornell L.Q. 603, 606 (1934).

Where the obligation asserted is not expressly stated in the contract, "[i]f it is supportable at all, it must be from some
implication arising out of the situation and *117 acts of the parties, and the circumstances surrounding the property, at the time
of the [contract], which is by the obligation of some principle of justice and equity, required to be made." Dermott v. State, 99
N.Y. 101, 109, 1 N.E. 242, 245 (1885); 3 Corbin on Contracts §§ 562-564 (1960). "[W]here intent, though obscure, is
nevertheless discernible, it must be followed. . . ." Parev Products Co. v. I. Rokeach & Sons, Inc., 124 F.2d 147, 149 (2d Cir.
1941). In short, before any implied obligation is found to exist, the facts surrounding the making of the written contract should be
fully explored. Reback v. Story Productions, Inc., 9 App.Div.2d 880, 193 N.Y.S.2d 520 (1st Dep't 1959).

117

In the instant case, the District Judge decided that the defendant had an implied obligation to perfect plaintiff's non-skid device
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before he heard one word of testimony. On September 28, 1973, pursuant to Fed.R.Civ.P. 16, he signed an order specifying
the issues to be tried. The fundamental issue on liability, as he framed it, was:

Before it abandoned the contract dated December 21, 1964, did defendant use its best efforts for a reasonable
period of time in collaboration with plaintiff to perfect the product so as to make it marketable?

With the entry of this order, the battle was half over, although not a single shot had yet been fired. Insofar as the District Judge
was concerned, there was no question as to the existence and scope of an implied obligation, only whether the obligation as he
had already found it to exist had been performed.

A pretrial order supersedes the pleadings and becomes the governing pattern of the law suit. Case v. Abrams, 352 F.2d 193,
195 (10th Cir. 1965). For this reason, a pretrial conference should not serve as a substitute for the regular trial of the case; and
pretrial orders should not be used to resolve factual issues properly determinable on trial. Lynn v. Smith, 281 F.2d 501, 506 (3d
Cir. 1960). The procedure followed in this case was, I am convinced, clearly and prejudiciously erroneous.

The District Judge stated in his opinion that, while he had defined the issues at the start of the trial, he had permitted
"extraordinary latitude" to the defense to prove all that it could. I find this statement to be without support in the record. The
District Judge stated repeatedly that he had signed a pretrial order setting forth the issues; that "these are the issues that we
are trying here"; that "I am trying to keep this case within the issues as defined and I intend to do just that"; that "I signed an
order trying to delineate the issues and these are the issues we are going to try in this case"; that "we are going to try the issues
that were set forth in that pretrial order." He also told defense counsel that if counsel would like to argue that his signing the

pretrial order was improper, he would "have to go to our friends on the seventeenth floor to get that decision".[2]

The District Judge sustained objections to question after question by means of which defense counsel sought to establish the
parties' mutual belief and understanding that plaintiff's non-skid device was perfected, marketable and fail-safe at the time the
contract was signed. In rebuffing the attempts of defendant to establish its belief in and reliance upon plaintiff's representations
to this effect, the District Judge's expressed reaction was, "It couldn't matter less." I believe that it should have mattered and
that the District Court's exclusion of this testimony was prejudicially erroneous. Where a party's intent or belief is material to the
issues in a lawsuit, he should be permitted to testify concerning it. Noonan v. Luther, 206 N.Y. 105, 108, 99 N.E. 178 (1912);
Bayliss v. Cockcroft, 81 N.Y. 363, 371 (1880); McKown v. Hunter, 30 N.Y. 625 (1864); Sowalsky v. E. F. MacDonald Stamp
Co., 31 App.Div.2d 582, 294 N.Y.S.2d 1016 (3d Dep't 1968); Epstein v. Cuba, 25 App.Div.2d 680, 268 N.Y.S.2d 947 (2d Dep't
1966); Richardson on Evidence § 384(1) (9th Ed. 1964); 2 Wigmore, Evidence § 581 (3d Ed. 1940). "To shut out the *118 light
furnished by the parties themselves — to read their words not as they meant them but as they appear when denuded of that
meaning — is to decide an unreal, fictitious, hypothetical case." United States v. Lennox Metal Mfg. Co., 225 F.2d 302, 313 (2d
Cir. 1955).

118

Having decided the issue in advance of trial and thereafter having hamstrung the efforts of the defense, it was a meaningless
gesture for the District Judge to "find" at the conclusion of the trial that defendant had an implied obligation to perfect plaintiff's
invention. As he stated in his opinion, he found for plaintiff "on the claim that was tried".

Even if it be assumed that the procedure followed by the District Judge was not prejudicially improper, I am convinced,
nonetheless, that his "finding" was clearly erroneous. A patentee has the exclusive right to make, use and sell his invention and
may transfer all or part of this right to another. Zenith Radio Corp. v. Hazeltine Research, Inc., 395 U.S. 100, 135, 89 S.Ct.
1562, 23 L.Ed.2d 129 (1969). Where the right has been transferred, courts have in some instances implied in the transferee an
obligation to exercise it. However, the obligation thus implied has been to "make, use and sell", nothing more. It has been
defined variously as an implied promise to "work the patent", Driver-Harris Co. v. Industrial Furnace Corp., 12 F.Supp. 918, 919
(W.D.N.Y.1935); "work the patent in good faith to make it produce royalty income", Mechanical Ice Tray Corp. v. General
Motors Corp., 144 F.2d 720, 725 (2d Cir. 1944), cert. denied, 324 U.S. 844, 65 S.Ct. 679, 89 L.Ed. 1406 (1945); "manufacture
and sell", Eastern Electric, Inc. v. Seeburg Corp., 310 F.Supp. 1126, 1151 (S.D.N.Y.1969), aff'd, 427 F.2d 23 (2d Cir. 1970);
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"manufacture and market", Perma Research and Development Co. v. Singer Co., 410 F.2d 572, 574 (2d Cir. 1969); and
"exploit", Bellows v. E. R. Squibb & Sons, Inc., 359 F.Supp. 204 (N.D.Ill.1973).

While the phrase "best efforts" is often used to describe the extent of the implied undertaking, this has properly been termed an
"extravagant" phrase, Becker, Licensing in the Chemical Industry, 55 J.Pat.Off.Soc'y 759, 774 (1973); and it should not be
literally interpreted. A more accurate description of the obligation owed would be the exercise of "due diligence", Vacuum
Concrete Corp. of America v. American Machine & Foundry Co., 321 F.Supp. 771, 775 (S.D.N.Y.1971), or "good faith".
Mechanical Ice Tray Corp. v. General Motors Corp., supra, 144 F.2d at 725. Thus, courts have not required the transferee to
enter into a hopeless contest, Eclipse Bicycle Co. v. Farrow, 199 U.S. 581, 26 S.Ct. 150, 50 L.Ed. 317 (1905), to resort to "any
means whatever" to produce royalty for the transferor, Tibbetts Contracting Corp. v. O & E Contracting Co., 15 N.Y.2d 324, 337,
258 N.Y.S.2d 400, 206 N.E.2d 340 (1965), or to manufacture and sell "come what may". Parev Products Co. v. I. Rokeach &
Sons, Inc., supra, 124 F.2d at 150; United States v. Combustion Engineering, Inc., 364 F.Supp. 181, 186 (D.Conn.1972). He
has not been compelled to manufacture and sell without profit, Tesra Co. v. Holland Furnace Co., 73 F.2d 553, 555 (6th Cir.
1934); HML Corp. v. General Foods Corp., 365 F.2d 77 (3d Cir. 1966), or to attempt to sell an unmarketable product. Bull v.
Logetronics, Inc., 323 F.Supp. 115, 132 (E.D.Va.1971). I know of no case, with facts similar to those of the instant one, in which

a licensee or assignee was found to have impliedly promised to perfect a defective product in order to make it marketable.[3]

For the reasons which follow, I do not believe that such implication should have been made in this case.

INTENT OF THE PARTIES

In determining whether defendant had an implied obligation to perfect plaintiff's invention, a controlling factor should be the
intention of the parties. Parev Products *119 Co. v. I. Rokeach & Sons, Inc., supra. A contract should not be implied against the
intention and understanding of the parties. Adams & Co. Real Estate v. E & B Super Markets, Inc., 26 App.Div.2d 365, 274

N.Y.S.2d 776 (1st Dept.1966).[4] I think it irrefutable that if plaintiff was convinced that its non-skid device was marketable and
fail-safe, it could not have intended that defendant was going to perfect it so as to make it marketable and fail-safe. The proof is
clear and uncontradicted that from the first meeting between representatives of plaintiff and defendant until the last day of trial,
plaintiff considered its anti-skid apparatus to be both marketable and fail-safe.

119

In 1963, before it had any contact with defendant, plaintiff arranged to have its device manufactured by Worcester Stamp Metal
Company; and Worcester expended over one million dollars for tooling and inventory in preparation for performance. However,
after plaintiff had marketed approximately 3,500 units manufactured by Worcester, it became dissatisfied with Worcester's
quality control; and, when production was interrupted by a strike, plaintiff was in the market for a new manufacturer. It was at
this time that defendant entered the picture. During negotiations which followed, plaintiff repeatedly assured defendant that its
device was both perfected and fail-safe. These assurances were made orally, in writing and in a promotional film. Plaintiff has
never deviated from this position.

When defendant quite properly determined that plaintiff's device was neither perfected nor fail-safe and ceased performance,[5]

plaintiff sued to rescind the contract. In its complaint, it alleged that defendant was not bound to perform any covenants or
agreements and retained complete discretion as to marketing and manufacturing. In its reply to defendant's counterclaim for
fraud and misrepresentation, plaintiff alleged that defendant was obligated to "expend time and money in the manufacture,
distribution and sale, testing, recalling and retrieving" of its product. Nowhere was there any mention of "perfecting".

When defendant moved for summary judgment before Judge MacMahon, plaintiff's president, the inventor of the unit, swore
that in his opinion it was fail-safe. In plaintiff's statement submitted pursuant to S.D.N.Y. R. 9(g), it asserted that the unit was
fail-safe and was in no other way unsuitable for commercial use. It stated:

As plaintiff has said repeatedly, the product at all times was ready for mass production and was marketable.
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At the trial, plaintiff's president testified that the product was fail-safe, was perfected, was acceptable and doing what it was
intended to do and was ready to be put into mass production. In light of plaintiff's undeviating position on this issue, the District
Court's statement that both parties knew the device was not perfected and was unmarketable was clearly erroneous and
without support in the proof.

The District Judge categorized plaintiff's assertions as "puffing", and concluded that defendant could not have relied upon them.
If they were "puffing", it is clear that plaintiff "puffed" its way right through the lawsuit, because it never changed its position.
Moreover, there is ample proof that defendant did rely on plaintiff's statements. For example, when the contract was entered
into in December 1964, defendant assumed plaintiff's obligations under five distributor contracts which called for delivery of over
50,000 units in 1965; and, within a few weeks thereafter defendant agreed to sell Monitor Enterprises, Inc. a minimum of 50,000
units, delivery also to be made in 1965.

However, reliance by defendant is not the issue with which we should be concerned; rather, it is plaintiff's own belief in the *120
truth of its statements. If plaintiff believed that its device was perfected, fail-safe and marketable, and it is clear that it did, it
could not have intended, relied upon or even contemplated an implied promise by defendant that it would make it fail-safe and
marketable. For the District Judge to now give plaintiff the benefit of such an implied promise to the tune of seven million
dollars, is, in my opinion, a clear miscarriage of justice.

120

THE WRITTEN CONTRACT

The contract between the parties was not scribbled on the back of an old envelope. It was a "detailed written Agreement
reached as the result of skilled legal negotiation." See Vacuum Concrete Corp. of America v. American Machine & Foundry Co.,
supra, 321 F.Supp. at 775. Not only was there no reference to "perfecting" the device in the written agreement; there was no
discussion of perfecting in the negotiations which preceded it. Moreover, there was no "grant-back" provision, as is customarily

found in contracts calling for experimentation and development.[6]

The contract provided that defendant "in its absolute discretion shall determine the method of manufacturing, exploiting and
marketing the Product" but gave plaintiff the right to reacquire its device if defendant failed to spend at least one hundred
thousand dollars for "marketing, promoting and advertising" in any year beginning with 1966.

It provided further that, in addition to specified royalties, defendant would pay plaintiff twenty-four thousand dollars in cash,
would purchase tools and parts for approximately seventy-nine thousand dollars, would assume payment of certain obligations
of the plaintiff approximating two hundred ten thousand dollars and would take over five distributor contracts to which plaintiff
had already committed itself and which called for delivery of over 50,000 units in 1965. These payments, of course, were in
addition to the one and one-half million dollars that defendant had already expended for purchase of parts and tooling from
Worcester Metal. Finally, the written agreement stated that it contained "the entire understanding of the parties" and that "there
are no restrictions, promises, warranties, covenants, or undertakings other than those expressly set forth herein." It is in the
light of these provisions that the trial court's finding of an implied duty to perfect must be weighed.

Where a formal written contract results from elaborate negotiations between the parties and their counsel and contains an
explicit statement that it incorporates the complete agreement of the parties, additional undertakings should not be implied
except to rectify a manifest injustice. HML Corporation v. General Food Corp., supra; Vacuum Concrete Corp. v. American
Machine & Foundry Co., supra; Eastern Electric, Inc. v. Seeburg Corp., supra. With the execution of the contract herein,
defendant had approximately two million dollars invested in a device which, despite plaintiff's representations to the contrary,
was unmarketable and dangerous. Implication of an obligation to perfect this device, in direct contravention of the terms of the
written agreement, exacerbates, rather than rectifies, an injustice.

The District Judge's statement that plaintiff's device could have been perfected "without unreasonable cost or effort" is
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completely without support in the record. Defendant did not believe that the device could be perfected. The process which
plaintiff's expert opined would lead to perfection required at least a fifteen month program of experimentation and development
at a cost in excess of seven hundred fifty thousand dollars. Inequity would be heaped upon inequity if, after defendant had
spent several years in attempting to perfect the device, plaintiff then exercised *121 its right of reversion because defendant
had failed to spend at least one hundred thousand dollars per year for "marketing, promoting and advertising".

121

The technical assistance contract, upon which the District Judge relied heavily in finding an obligation to perfect, is a very
common adjunct to licensing agreements. Contracts of this nature are intended as an aid to the licensee "in establishing better
methods of operation and overcoming day-to-day difficulties". Vukowich, Implied Warranties in Patent, Know-How and
Technical Assistance Licensing Agreements, 50 J.Pat.Off.Soc'y 307, 337 (1968). These are "commonly included with know-
how and patent licenses so that the licensed invention or information can be adapted to the licensee's particular needs and so
that the licensee can be assured that it is propitiously exploited". Id. The six months' technical assistance contract in the instant
case in no way implied an obligation on the part of the defendant to perfect a device which proved to be unmarketable and not

fail-safe.[7]

THE SEVEN MILLION DOLLAR COMPUTER PROGRAM

Plaintiff offered the testimony of two expert witnesses in support of its claim that its anti-skid device could be made workable
and fail-safe. The first of these witnesses based his opinion upon experimental data supplied by the second, and the second
secured all his data from some simulated formulas which he fed into a computer. The information upon which these formulas
were based was hearsay, having been secured from still a third person. It was conceded by the witnesses that their conclusions
were based upon the computer output. Indeed, neither of plaintiff's experts had ever seen plaintiff's device in operation or had

tested it.[8]

As one of the many who have received computerized bills and dunning letters for accounts long since paid, I am not prepared
to accept the product of a computer as the equivalent of Holy Writ. Neither should a District Judge. To be marketable, plaintiff's
non-skid device had to function on cars of all types and size, on rough roads and smooth roads, in rainy weather and in dry
weather, in the winter and in the summer, at high altitudes and low altitudes, and with wheels, tires and braking systems of all

kinds, in fact, under all conceivable conditions. In addition, under all conditions it had to be fail-safe.[9] Proof that plaintiff's
defective and dangerous device could be transformed in some way to accomplish all this required more than the running of
some figures through a computer which involved calculation of a theoretical series of stops, following the assumed installation
of a hypothetical or simulated anti-skid device on a 1968 Thunderbird.

Authorities in the field of computer research acknowledge that simulation is "essentially an experimental problem-solving
technique". Gordon, System Simulation 18 (1969). "Simulation is `make-believe' — it's *122 a game — but it should have some
solid relationship with the real world." Favret, Introduction to Digital Computer Applications 122 (1965). It is the "construction
and manipulation of a model of a real world reference system by utilizing theoretical simplifications and assumptions",
Computer Simulation and Gaming: An Interdisciplinary Survey with a View Toward Legal Applications, 24 Stan.L.Rev. 712
(1972). A computer model is valid "only insofar as it enables us to make valid inferences about the real-world system being

simulated". Gonzales and McMillan, Machine Computations: An Algorithmic Approach 212 (1971).[10]

122

Plaintiff's expert testified that the computer would not simulate everything that one finds in a vehicle.[11] The District Judge
himself stated that it was very obvious that plaintiff's experts did not include all things in the simulation and categorized the
testimony of these experts as "an area of pure physics and delightful math". When defense counsel questioned one of the
experts about the specific functioning of plaintiff's device, the District Judge said, "He has already testified that he did no
experiments directly on the thing. How could he know? He is in the realm of theory."
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Both plaintiff's and defendant's experts agreed that simulations and development programs must go hand in hand; that the
generally accepted procedure followed in a computer simulation is to validate or test the simulated device against a prototype or
breadboard. Plaintiff's expert said, "The only way one is going to tie it down and find out exactly what the thing is is to go out
and test it."

While the "reduction to practice" test commonly used in patent infringement cases is not completely analogous, I believe it is

one which could properly be applied here.[12] These cases hold that tests under service conditions are required whenever the
conditions which will be met in actual use have not been duplicated in the laboratory. Farrand Optical Co. v. United States, 325
F.2d 328 (2d Cir. 1963). Among the devices for which tests under actual working conditions have been required are automobile
sparkplugs, Payne v. Hurley, 71 F.2d 208 (Cust.Ct. & Pat.App.1934), an automobile bumper, Fageol v. Lyon, 290 F. 336
(D.C.Cir. 1923), a de-icing device for an airplane windshield, Gaiser v. Linder, 253 F.2d 433, 45 CCPA 846 (1958), a radar
device for ships and airplanes, Radio Corp. of America v. International Std. Elec. Corp., 232 F.2d 726 (3d Cir. 1956), an
airplane carburetor, Chandler v. Mock, 202 F.2d 755, 40 CCPA 846 (1953), and a fuel pump for an airplane, Burns v. Curtis,
172 F.2d 588, 36 CCPA 860 (1949).

Judge Learned Hand said in Sinko Tool & Mfg. Co. v. Automatic Devices Corp., 157 F.2d 974, 977 (2d Cir. 1946), that tests
under service conditions are necessary whenever qualified persons would require such a test before they were willing to
manufacture and sell the invention as it stands. Plaintiff's own expert testified that its anti-skid device was presently
unmarketable, that "feasibility" studies involving the testing of actual prototypes on automobiles would be required and that "the
whole program would terminate if the feasibility studies showed that it wasn't feasible." Despite all this, the District Judge
"bought" the hypothetical, *123 untested and unproven simulation of plaintiff's experts — using, of course, defendant's seven
million dollars.

123

If the District Judge erred in accepting the testimony of plaintiff's experts that its device could be made workable, he went even
further afield in finding that it could be made fail-safe. The computer simulations dealt only with stopping distances and had
nothing to do with the fail-safe characteristics of plaintiff's device. Plaintiff's expert testified that, after a six month feasibility
study of computer simulations, it would be necessary to build a prototype which would then be subjected to a five month "failure
analysis" program using new and different computer programming. This analysis of the device's fail-safe characteristics would,
the witness said, be "an extremely critical thing", requiring decisions as to what components needed to be completely

redesigned.[13] Sans feasibility study, sans prototype, sans failure analysis program, sans fail-safe computer programming,
sans the making of any decisions on redesign, the District Judge accepted the opinion of plaintiff's expert that plaintiff's anti-skid
device could be made fail-safe. This was error.

Experts are not exempt from the rules of evidence, McFarland v. Gregory, 425 F.2d 443, 448 (2d Cir. 1970), and their testimony
must be based upon established facts. Perry v. Allegheny Airlines, Inc., 489 F.2d 1349, 1353 (2d Cir. 1974); Cassano v.
Hagstrom, 5 N.Y.2d 643, 646, 187 N.Y.S.2d 1, 159 N.E.2d 348 (1959); S. De Lia Construction Corp. v. Green Island
Contracting Corp., 46 App.Div.2d 970, 972, 362 N.Y.S.2d 584 (3d Dep't 1974); Stracher v. Corning Glass Works, 39 App.Div.2d
560, 561, 331 N.Y.S.2d 764 (2d Dep't 1972). It may not be based upon unsupported assumptions and opinions, Di Filippo v.
Gargiulo, 278 App.Div. 172, 104 N.Y.S.2d 149 (1st Dep't 1951); Franzese v. Mackay Trucking Corp., 10 App.Div.2d 713, 199
N.Y.S.2d 514 (2d Dep't 1960), guess, speculation or conjecture, Craig v. Champlin Petroleum Co., 435 F.2d 933, 937 (10th Cir.
1971); Kale v. Douthitt, 274 F.2d 476, 482 (4th Cir. 1960). A naked opinion based upon speculation or conjecture "does not rise
to the dignity of evidence." Atlantic Life Ins. Co. v. Vaughan, 71 F.2d 394, 395 (6th Cir.), cert. denied, 293 U.S. 589, 55 S.Ct.
104, 79 L.Ed. 684 (1934).

It goes without saying that the findings of the trial judge cannot rise above the legitimate testimony of the expert witness.
"Speculation cannot supply the place of proof." Moore v. Chesapeake & Ohio R. R. Co., 340 U.S. 573, 578, 71 S.Ct. 428, 430
(1951). See Galloway v. United States, 319 U.S. 372, 387, 395, 63 S.Ct. 1077, 87 L.Ed. 1458 (1943). Testimony that an
undescribed, hypothetical anti-skid device can be made fail-safe in some undescribed, hypothetical manner is pure speculation
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and does not establish a foundation upon which to base a seven million dollar verdict.

The District Judge's error was compounded by his rejection of defendant's definition of fail-safe and the substitution of some
lesser standard which he never defined. Singer's position, as described by the District Judge, was that it would not market a
product which "could leave the purchaser . . . less safe than if he hadn't elected to purchase it." This definition warranted

approbation, not the ridicule accorded it by the District Judge.[14]

In contrast to defendant's laudable standard, the criteria for reliability of plaintiff's expert, which the District Judge presumably
accepted, was that the device "had to function without failures within warranty periods or at least, with a good knowledge of
statistical probability, that had to be quite low, within a warranty period of a car." [Emphasis supplied]. This witness' *124
definition of fail-safe, which is a classic illustration of gobbledygook, was as follows:

124

Well, inasmuch as a main function of skid control is to displace and reapply brake fluid, or in other words to
release and reapply brakes, a fail-safe criteria to monitor this function was established, and it was established in
a way that if such function exceeded an acceptable or reasonable period of time, then the system is to bypass
itself.

The Federal Motor Vehicle Safety Standards promulgated pursuant to the National Traffic and Motor Vehicle Safety Act of
1966, 15 U.S.C. § 1381 et seq., provide that, in the event of a rupture or leakage type of failure in a service brake system, the
remaining portions of the system shall continue to operate and stop the vehicle within certain prescribed distances. 49 C.F.R. §
571.105-75, S 5.1.2. They then provide that, in the event of failure in an anti-skid device, "structural or functional", the vehicle
shall be capable of meeting the stopping distance requirements of S 5.1.2. 49 C.F.R. § 571.105-75, S 5.5.

The standard set forth in these regulations is, I submit, exactly the standard prescribed by the defendant, i. e., one that "does
not impair the utility of the underlying system to which it is attached". It is not an impossible standard as described by the
District Judge, but one upon which any member of the motoring public should have the right to rely. The District Judge's
acceptance of a less rigorous definition of fail-safe, a definition which plays fast and loose with the lives of prospective
purchasers of plaintiff's supposed safety device, vitiates his entire opinion concerning the feasibility of perfection. Perfection, if
defined with sufficient latitude and imprecision, is readily attainable. I think, however, that both the defendant and the motoring
public were entitled to more thoughtful consideration of the standards of safety than was given them by the District Judge.

EVIDENTIARY SUPPORT FOR THE COMPUTERIZED SIMULATIONS

Because plaintiff's case against the defendant rested almost entirely upon the results of computerized simulations, the accuracy
and reliability of such computerization was a pivotal issue in the law suit. The District Judge recognized this at the outset when
he said that the opinion of plaintiff's expert would be "thrown out" if not properly connected. The Judge promised that, when
plaintiff's computer expert was produced, "we will find out where [the figures] came from, in the sense of what mathematical
formulas, what type of programming was used, and so on and so forth."

However, when plaintiffs computer expert finally testified, he refused to disclose the manner in which the computer was
programmed to create the evidence used on trial, on the ground that it was his "private work product" and was proprietary

information.[15] Despite the assurance of defense counsel that defendant would recognize the confidentiality of such information
except for purposes of the litigation, the District Judge upheld plaintiff's refusal to permit defense counsel to examine the
programs. This ruling, which required defense counsel to attack the credibility of plaintiff's proof with one hand tied behind his
back, was prejudicially erroneous.

As courts are drawn willy-nilly into the magic world of computerization, it is of utmost importance that appropriate standards be
set for the introduction of computerized evidence. Statements like those of the District Judge that a computer is "but calculators
[sic] with a giant `memory' and the simulations the computer produces are but the solutions to mathematical equations in a
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`logical' order" represent an overly-simplified approach to the problem of computerized proof which should not receive this
Court's approval.

*125 Although the computer has tremendous potential for improving our system of justice by generating more
meaningful evidence than was previously available, it presents a real danger of being the vehicle of introducing
erroneous, misleading, or unreliable evidence. The possibility of an undetected error in computer-generated
evidence is a function of many factors: the underlying data may be hearsay; errors may be introduced in any one
of several stages of processing; the computer might be erroneously programmed, programmed to permit an
error to go undetected, or programmed to introduce error into the data; and the computer may inaccurately
display the data or display it in a biased manner. Because of the complexities of examining the creation of
computer-generated evidence and the deceptively neat package in which the computer can display its work
product, courts and practitioners must exercise more care with computer-generated evidence than with evidence
generated by more traditional means.

125

Roberts, A Practitioner's Primer on Computer-Generated Evidence, 41 U.Chi.L.Rev. 254, 255-56 (1974).

There are those knowledgeable in the field of computerization who believe that new evidentiary rules will be required to channel
and control the use of this new medium. Freed, Computer Records and the Law — Retrospect and Prospect, 15 Jurimetrics J.
207, 208 (1975). Indeed, much non-judicial effort has already been expended in this field, and specific recommendations have
been made. See e. g., Federal Judicial Center, Manual for Complex Litigation § 2.717 (1973); ABA Sub-Committee on Data
Processing, Principles of Introduction of Machine Prepared Studies (1964). See also Bibliography of Representative Articles
and Comments in Freed, supra, 15 Jurimetrics J. at 218.

Judicial decisions to date have largely skirted the edge of the problem because they have been concerned mainly with
computerized records made in the regular course of business. See United States v. Russo, 480 F.2d 1228 (6th Cir. 1973), cert.
denied, 414 U.S. 1157, 94 S.Ct. 915, 39 L.Ed.2d 109 (1974); United States v. DeGeorgia, 420 F.2d 889 (9th Cir. 1969);
Olympic Ins. Co. v. H. D. Harrison, Inc., 418 F.2d 669 (5th Cir. 1969); D & H Auto Parts, Inc. v. Ford Marketing Corp., 57 F.R.D.
548 (E.D.N.Y.1973). Routinely prepared records, admitted pursuant to business records acts such as 28 U.S.C. § 1732(a) are
well recognized exceptions to the hearsay rule, because their regular use in the business of the company insures a high degree
of accuracy. Proof of day-to-day business reliance upon computerized records should therefore make less onerous the burden
of laying a proper foundation for their admission. United States v. Russo, supra, 480 F.2d at 1239-40.

Where, however, a computer is programmed to produce information specifically for purposes of litigation, an entirely different
picture is presented. Its product, which is hearsay and conclusory, is not admissible under 28 U.S.C. § 1732(a) or similar state
statutes. United States v. DeGeorgia, supra, 420 F.2d at 895; Melinder v. United States, 281 F.Supp. 451 (W.D.Okl.1968).
Under such circumstances, a court should not permit a witness to state the results of a computer's operations without having
the program available for the scrutiny of opposing counsel and his use on cross-examination. United States v. Dioguardi, 428
F.2d 1033 (2d Cir.), cert. denied, 400 U.S. 825, 91 S.Ct. 50, 27 L.Ed.2d 54 (1970). Moreover, such availability should be made
known sufficiently in advance of trial so that the adverse party will have an opportunity to examine and test the inputs, program
and outputs prior to trial. United States v. Russo, supra, 480 F.2d at 1241.

Long before the age of computers, the law was established that an expert witness might refer to records such as elaborate
mathematical calculations, if, but only if, such records were made available for inspection by opposing counsel and thorough
cross-examination thereon was permitted. Edwards v. Sears, Roebuck and Co., 512 F.2d 276, 294 (5th Cir. 1975); Di Filippo v.
*126 Gargiulo, supra, 278 App.Div. at 176, 104 N.Y.S.2d 149. Because of the computer's "ability to package hearsay and
erroneous or misleading data in an extremely persuasive format", Roberts, supra, 41 U.Chi.L.Rev. at 279, this rule should be
strictly adhered to whenever expert testimony is predicated upon specially prepared computerized calculations or simulations.

126

It is a mistake to liken the program of a computer to human calculation, because the program directs the performance of tasks
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that humans would not attempt, in a manner that they would not elect. Jacobs, Commission's Report on Computer Programs,

49 J.Pat.Off.Soc'y 372, 374 (1964). An error in programming can be repeated time after time,[16] and simulation with an
incorrect program is "worse than worthless". Favret, Introduction to Digital Computer Applications, supra, at 122. For this
reason, programming requires great accuracy, more than that needed in other types of engineering. Ershov, Aesthetics and the
Human Factor in Programming, 13 Jurimetrics J. 142 (1973).

Because the record in this case contains no information about the programming relied upon by plaintiff's experts, neither we nor
defense counsel have any way of knowing whether it was complete or accurate. It may be that the District Court has "that
specialized acquaintance with the subject matter which enables it to dispense with evidence and draw upon undisclosed
sources of information not available to us". Sinko Tool & Mfg. Co. v. Automatic Devices Corp., supra, 157 F.2d at 978.
However, if we are to perform our function as an appellate court, we need more to review than the District Judge's modestly
admitted acquaintance with "LaGrange equations".

Although the admissibility of evidence is ordinarily for the trial court, where, as here, plaintiff's entire case rests upon the
accuracy of its computerized calculations, the refusal of the District Judge to subject such computations to the searching light of

full adversary examination constitutes prejudicial error which mandates reversal.[17]

PROOF OF DAMAGES

There is a long line of New York cases holding it improper for a real estate expert to evaluate property by capitalizing
"hypothetical income from hypothetical tenants who would be occupying a hypothetical building." City of Binghamton v.
Rosefsky, 29 App.Div.2d 820, 821, 287 N.Y.S.2d 249, 251 (3d Dep't 1968); Wer Realty, Inc. v. State, 26 App.Div.2d 732, 271
N.Y.S.2d 714 (3d Dep't 1966); Levitin v. State, 12 App.Div.2d 6, 207 N.Y.S.2d 798 (3d Dep't 1960). In the instant case, the
District Judge computed damages from the hypothetical income of a hypothetical anti-skid device to be sold at a hypothetical
price in a hypothetical market. In my opinion, damages based on proof such as this are too uncertain to support a substantial
award. Friedman v. Golden Arrow Films, Inc., 442 F.2d 1099 (2d Cir. 1971); James Wood General Trading Establishment v.
Coe, 297 F.2d 651 (2d Cir. 1961); Freund v. Washington Square Press, Inc., 34 N.Y.2d 379, 357 N.Y.S.2d 857, 314 N.E.2d 419
(1974); Hewlett v. Caplin, 275 App.Div. 797, 88 N.Y.S.2d 428 (1st Dep't 1949), aff'd mem., 301 N.Y. 591, 93 N.E.2d 492 (1950).

Moreover, even if there had been adequate proof, I do not believe that loss of anticipated profits should be the proper measure
of damages in a case such as this. *127 There are two separate and distinct classes of implied contracts: those implied in fact
as a result of the acts of the parties, and those implied in law as the result of the application of equitable principles. See cases
cited in note 1 supra. Contracts implied in fact are true contracts; those implied in law are quasi-contracts. Id. A contract should
not be implied in fact against the declarations and intentions of the parties or where the facts are inconsistent with its existence.
Miller v. Schloss, 218 N.Y. 400, 406, 113 N.E. 337 (1916); 3 Corbin on Contracts §§ 564, 569 (1960). While courts which
declare the existence of quasi-contractual liability often do so on the basis of a somewhat fictional finding of intent, we have
described this as a "good formula by which to square doctrine with result." Parev Products Co. v. I. Rokeach & Sons, Inc.,
supra, 124 F.2d at 149.

127

There was no true or actual agreement to perfect in the instant case. In the face of plaintiff's adamant and continued claim that
its anti-skid device was at all times marketable and ready for mass production and the specific language of the written contract
that there were no undertakings other than as expressly set forth therein, there could have been no actual mutual intent that
defendant was obligated to perfect plaintiff's device and make it marketable. If any such obligation on defendant's part is to be
implied, it must be an obligation implied in law, or a quasi-contractual obligation. If this is so, the quasi-contractual measure of
damages should be applied for its breach.

In the early days of the law, when the cause of action for simple and implied contract was in assumpsit, damages were
measured by the consideration given rather than the value of defendant's performance. 11 Williston, Contracts § 1338, at 201
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(3d Ed. 1968). Williston says that:

[s]uch a rule was natural when assumpsit was regarded as in the nature of a tort for deceit, and when, therefore,
it might well seem that the law should put the plaintiff in as good a position as he was in before the contract was
entered into rather than in as good a position as he would have been in had the performance of the contract
been fully carried out. Id.

We have long since passed beyond the limitations of this rule in actions for breach of contract. And yet, there are those who
have questioned the logic of the change. Fuller and Perdue, Jr., in The Reliance Interest in Contract Damages, 46 Yale L.J. 52,
56 (1936), state that, "In passing from compensation for change of position to compensation for loss of expectancy, we pass . .
from the realm of corrective justice to that of distributive justice. The law no longer seeks merely to heal a disturbed status quo,
but to bring into being a new situation." They conclude that it is no easy thing to explain why the normal rule of contract
recovery should be that which measures damages by the value of the promised performance.

The theory of the remedy in quasi-contract continues to be corrective justice, i. e., that the parties should be placed
substantially in statu quo. Woodward, The Law of Quasi-Contracts § 268. For contracts implied in law, or quasi-contracts, the
measure of recovery is generally the amount of the unjust enrichment of the defendant. 1 Corbin on Contracts § 19, at 50
(1963).

Courts which parrot the word "intent" in the process of finding a quasi-contractual obligation have little difficulty in applying
contractual rules of damage for its breach. However, if quasi-contracts are not true contracts but rather obligations implied in
law to prevent injustice, the remedy for their breach should be no more than the restoration of the status quo, not an award
based upon the expectancy of gain from the impliedly promised performance. Hewlett v. Caplin, supra.

It is obvious from the foregoing that the issues raised by appellant on appeal are more numerous and complex than would
appear from the majority opinion. While I sympathize with my brothers' desire to bring this protracted litigation to an expeditious
end, I think we should lay it to rest only after the parties have had their case *128 fairly heard and decided. For all of the
foregoing reasons, I respectfully dissent.
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[*] United States Supreme Court, Retired, sitting by designation.

[1] See, e. g., Bradkin v. Leverton, 26 N.Y.2d 192, 309 N.Y.S.2d 192, 257 N.E.2d 643 (1970); Adams & Co. Real Estate v. E. & B. Super
Markets, Inc., 26 A.D.2d 365, 274 N.Y.S.2d 776 (1st Dep't 1966); Beidlar & Bookmyer, Inc. v. Universal Ins. Co., 134 F.2d 828 (2d Cir.
1943); Kulukundis Shipping Co. v. Amtorg Trading Co., 126 F.2d 978, 990 (2d Cir. 1942); Parev Products Co. v. I. Rokeach & Sons, Inc.,
124 F.2d 147, 149 (2d Cir. 1941).

[2] This Court sits on the 17th floor of the United States Courthouse in Foley Square, New York.

[3] better reasoned cases have recognized that a licensed product or process must be marketable or commercially exploitable for the
licensor to hold the licensee to his contract." Vukowich, Implied Warranties in Patent, Know-How and Technical Assistance Licensing
Agreements. 50 J.Pat.Off.Soc'y 307, 312 (1968).

[4] `best efforts' clause is obviously no more than an expression of the aim of the parties in entering the agreement." Scales, Best Efforts
and Implied Obligations in Patent Licenses, 41 Marq.L.Rev. 385 (1958).

[5] The District Court correctly found that plaintiff's device was neither perfected nor fail-safe.

[6] "A patent license grant-back gives the licensor full access to all future improvements and know-how that the licensee develops as a
result of being licensed under the original patent." Jacobs, Patents for Softwear Inventions, The Supreme Court's Decision, 13 Jurimetrics
J. 132, 137 (1973).

[7] In a pretrial memorandum filed by plaintiff, it said:

"The technical service contract . . . was entered into so that the technical expertise of Perma would be available to Singer for improving its
manufacturing methods."
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[8] There is substantial authority in both the New York and federal courts that the opinion of an expert witness must rest upon facts, rather
than upon the opinions, inferences or conclusions of others. See, e. g., Kreutzwald v. Walters, 242 App.Div. 479, 480, 275 N.Y.S. 878 (4th
Dep't 1934) (per curiam); Bergman v. Mergenthaler Linotype Co., 274 App.Div. 553, 85 N.Y.S.2d 124 (3d Dep't 1948) (per curiam); Marx v.
Ontario Beach Hotel and Amusement Co., 211 N.Y. 33, 38, 105 N.E. 97 (1914); Stancill v. McKenzie Tank Lines, Inc., 497 F.2d 529, 536
(5th Cir. 1974); 6816.5 Acres of Land v. United States, 411 F.2d 834, 840 (10th Cir. 1969); Taylor v. B. Heller and Co., 364 F.2d 608, 613
(6th Cir. 1966). Where, as in this case, the opinion of another which is relied upon by the expert is based upon hearsay information
received from a third person one more step removed, the expert's testimony should be looked at with a jaundiced eye even under the
liberal Federal Rules of Evidence.

[9] Plaintiff's own expert conceded that the anti-skid unit "had to be designed so that it could function under the total range expected in the
automotive environment where the unit is to be installed".

[10] "Applied mathematicians . . . are always simulating something and know what they are talking about (but they may be far from certain
whether what they are saying is true)." Gonzalez and McMillan, at 186.

[11] Among the things which were not simulated in the theoretical device of plaintiff's witness were engine stalls and vacuum loss, the
transfer value, the plunger in the hydraulic cylinder, the gears, the freedom of motion in the adapter gear, the tortional elasticity of the
flexible shaft, the performance of the drive gear, the backlash in the gears, the oscillation between a retaining pin and the cam gear and the
friction in the governor. Indeed, plaintiff's expert ignored the measurements and figures in plaintiff's existing unit.

[12] In patent infringement cases, where priority of invention is in issue, proof of prior conception standing alone may not be sufficient. It is
often required that the "prior" inventor establish that his invention has been tested to make sure that it will operate under service conditions.
Payne v. Hurley, 71 F.2d 208 (Cust.Ct. & Pat.App.1934).

[13] The witness also testified that after the five-month "failure analysis" program, an additional five months would have to be devoted to the
making of pre-production samples which would be subjected to environmental and reliability testing. This would be followed by still another
period of fleet build up and testing.

[14] The District Judge stated that the only mechanical device which could meet this test would be a wedge, "the simplest tool known to
man".

[15] Although it was not disclosed whether plaintiff's witness had protected his program under the copyright laws, such protection was
available if needed. Gottschalk v. Benson, 409 U.S. 63, 72, 93 S.Ct. 253, 34 L.Ed.2d 273 (1972).

[16] A recent news report stated that federal computers automatically waste millions of dollars because of mistakes programmed into their
systems. As an example, the Navy was said to have taken five years to correct a computer that was automatically initiating on its own at
least three million dollars in unnecessary costs annually. National Review, June 25, 1976, at 8, col. 2.

[17] My brothers pay lip service to the rules above expressed but then completely emasculate them by holding that "Singer has not shown
that it did not have an adequate basis on which to cross-examine plaintiff's experts". Where all the information concerning the programming
upon which plaintiff's experts relied is kept from the defendant, it is impossible for defendant to point to the inaccuracies and omissions that
might have been uncovered by full disclosure and proper cross-examination.
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Before: BATCHELDER and COLE, Circuit Judges; GRAHAM, District Judge.[*]

Pursuant to Sixth Circuit Rule 206

GRAHAM, D. J., delivered the opinion of the court, in which BATCHELDER, J., joined. COLE, J. (pp. 32-33), delivered a
separate concurring opinion.

OPINION

GRAHAM, District Judge.

Appellants Luis Salgado (Case No. 99-5645) and Wilfredo Jambu (Case No. 99-5651) were named along with two other
defendants, Francisco Portuondo-Gonzalez and Daniel Rosalez, in a two-count indictment filed on June 1, 1998 in the Western
District of Kentucky. Count 1 of the indictment alleged a conspiracy on or about May 1, 1998, to possess with the intent to
distribute cocaine in violation of 21 U.S.C. § 846. Count 2 of the indictment charged the defendants with possessing with intent
to distribute five kilograms of cocaine in violation of 21 U.S.C. § 841(a)(1).

The case against Salgado and Jambu was tried before a jury, and on January 29, 1999, the jury returned a verdict of guilty on
both counts against both defendants. A sentencing hearing was held on May 3, 1999, and the appellants were sentenced to a
term of incarceration of 121 months. The appellants now assert several claims of error on appeal.
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I. Facts of the Case

The evidence presented at trial, including the testimony of co-defendant Daniel Rosalez, reveals that Francisco Portuondo-
Gonzalez was a distributor of cocaine in the Louisville, Kentucky area. His source of cocaine was Eduardo Garcia, a resident of
Miami, Florida. Portuondo-Gonzalez and Garcia used Garcia's silver Mustang to transport cocaine from Florida to Louisville in
April of 1998. Portuondo-Gonzalez and Garcia would drive the car to Florida and pick up the cocaine, then Portuondo-Gonzalez
would fly back to Louisville, and Garcia would drive the Mustang back with the cocaine concealed under a bumper cover.

Shy Heath, a Louisville distributor of cocaine, purchased cocaine from Portuondo-Gonzalez. Portuondo-Gonzalez, who spoke
little English, enlisted the services of Rosalez to act as an interpreter. On or about April 26, 1998, Shy Heath purchased
approximately two-and-a-half kilograms of cocaine from Portuondo-Gonzalez. After the sale on April 26, 1998, Portuondo-
Gonzalez left for Florida to obtain more cocaine, but his house was broken into and both Portuondo-Gonzalez and Garcia flew
back to Louisville. Rosalez overheard a conversation between Portuondo-Gonzalez and Garcia indicating that Luis Salgado,
also known as "Wicho," was going to be driving the Mustang loaded with the cocaine to Louisville that week.

*445 Heath was arrested shortly after the purchase of cocaine on April 26, 1998, and agreed to act as an informant. He agreed
to make several monitored telephone calls to Portuondo-Gonzalez. During the week of April 26, 1998, Heath spoke with
Rosalez about purchasing additional cocaine from Portuondo-Gonzalez. Portuondo-Gonzalez informed Rosalez that he would
have seven kilograms of cocaine. Heath later called Portuondo-Gonzalez and requested five kilograms of cocaine. Portuondo-
Gonzalez told him the cocaine would arrive on Friday. Heath negotiated with Portuondo-Gonzalez for the sale of five kilograms
of cocaine at a price of $22,000 per kilogram, scheduling the transaction for 9:00 p.m. on Friday, May 1, 1998.

445

Telephone toll records revealed that calls were placed between Salgado's cell phone and Portuondo-Gonzalez's phone on April
26, 29 and 30, 1998, and on May 1, 1998. Calls were also placed from a phone registered to Jambu to Salgado's cell phone on
April 29 and 30, 1998, and on May 1, 1998.

Salgado arrived in Louisville on May 1, 1998. Telephone records revealed that a phone call was made on Salgado's cell phone
to the telephone of Portuondo-Gonzalez at approximately 1:25 p.m. Portuondo-Gonzalez left his residence located on Patterson
Drive in his Camry at approximately 1:29 p.m. and drove to a Shoney's Restaurant in the area of Fern Valley Road and I 65,
near the location of the Tanglewood Apartments on Bermuda Lane where Wilfredo Jambu resided. Salgado drove to a
restaurant where he traded cars with Portuondo-Gonzalez, then proceeded in Portuondo-Gonzalez's Camry to the Patterson
Drive residence.

Salgado was seen in the company of Jambu at approximately 5:01 p.m. at the Patterson Drive address. At approximately 7:57
p.m., Jambu left the Patterson Drive residence with two women and a child and proceeded to his residence on Bermuda Lane.
Portuondo-Gonzalez, Salgado and Rosalez remained at the Patterson Drive residence. At approximately 8:20 p.m., Salgado
was observed talking on a phone, and at approximately 8:23 p.m., Jambu left his apartment on Bermuda Lane and was seen
arriving at the Patterson Drive address at approximately 8:30 p.m. The surveillance officer observed Jambu open the trunk of
his car, look to the right and to the left, then proceed to the front of the house. He appeared to be carrying something in his right
hand.

According to Rosalez, Jambu entered the house through the door from the garage into the kitchen and delivered a brown paper
grocery store bag. Jambu stated to Portuondo-Gonzalez, "I brought the shit" (meaning the cocaine) and said "I'll call you later."
Jambu left at 8:34 p.m. and returned to his apartment on Bermuda Lane. Within the next half-hour, Rosalez was looking out the
garage door toward the patio area, which extended to the fence, and observed a figure walking toward the fence. At
approximately 8:55 p.m., Portuondo-Gonzalez was seen by the surveillance officer walking from the rear of the yard along the
fence line.

A search warrant was executed on the Patterson Drive residence at approximately 9:15 p.m. on May 1, 1998. Portuondo-
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Gonzalez was found holding the wrappings from the five kilograms of cocaine. The wrapping consisted of plastic wrap, dryer
sheets and duct tape. Proceeding to the area along the fence where Portuondo-Gonzalez had been seen earlier, officers found
a brown paper bag which had been placed inside a blue plastic bag. A drug dog alerted to the package, which was found to
contain five kilogram bricks of suspected cocaine. The cocaine was subsequently *446 analyzed and was found to be 5,011
grams of eighty-three percent pure cocaine.

446

During the search, phone calls were placed from the phone at Jambu's apartment to Salgado's cell phone. Jambu and
Portuondo-Gonzalez's wife left the Bermuda Road apartment and drove in the direction of the Patterson Drive address, but
were stopped and arrested.

On May 1, 1998, the police located the silver Mustang in the parking lot of the Tanglewood Apartments. A drug dog alerted to
the left rear quarter panel where it met the bumper. A search of the Mustang revealed that the vehicle, which was purchased by
Garcia on April 8, 1998, in Tampa, Florida with sixteen miles on it, had 8,881 miles on the odometer. A key found in the car fit
the lock of Jambu's apartment door.

At the time of his arrest on May 1, 1998, Salgado gave a statement to the police. He gave a Miami, Florida, address and
provided his cell phone number. He stated that he had come to Louisville to visit a cousin, Jambu's girlfriend. He stated he
thought the car he had driven from Florida was a rental car, but he did not remember what kind of car it was, who gave him the
car or where the car was. He stated he arrived in Louisville at approximately 1:30 or 2:00 p.m. and received a phone call from
Portuondo-Gonzalez, who gave him directions to a restaurant. He gave the car to Portuondo-Gonzalez at the restaurant and
drove to Portuondo-Gonzalez's residence in his Camry.

II. Sufficiency of the Evidence

Salgado and Jambu assert that the evidence at trial was insufficient to sustain their convictions for conspiracy and possession
with the intent to distribute cocaine, and that the trial court erred in denying their motions for a judgment of acquittal. Our review
of the denial of a motion for acquittal is de novo. United States v. Wuliger, 981 F.2d 1497, 1509 (6th Cir.1992), cert. denied, 510
U.S. 1191, 114 S.Ct. 1293, 127 L.Ed.2d 647 (1994).

"[A] defendant claiming insufficiency of the evidence bears a heavy burden." United States v. Maliszewski, 161 F.3d 992, 1005
(6th Cir.1998), cert. denied, 525 U.S. 1184, 119 S.Ct. 1126, 143 L.Ed.2d 120 (1999). In reviewing a claim of insufficient
evidence, "the relevant question is whether, after viewing the evidence in the light most favorable to the prosecution, any
rational trier of fact could have found the essential elements of the crime beyond a reasonable doubt." Jackson v. Virginia, 443
U.S. 307, 319, 99 S.Ct. 2781, 61 L.Ed.2d 560 (1979). The government may meet its burden through circumstantial evidence
alone, and such evidence need not exclude every possible hypothesis except that of guilt. United States v. Jackson, 55 F.3d
1219, 1225 (6th Cir.), cert. denied, 516 U.S. 926, 116 S.Ct. 328, 133 L.Ed.2d 229 (1995).

In assessing the sufficiency of the evidence, "we do not weigh the evidence, assess the credibility of the witnesses, or
substitute our judgment for that of the jury." United States v. Wright, 16 F.3d 1429, 1440 (6th Cir.), cert. denied, 512 U.S. 1243,
114 S.Ct. 2759, 129 L.Ed.2d 874 (1994). In reviewing a defendant's claim of insufficiency, we draw all available inferences and
resolve all issues of credibility in favor of the jury's verdict. Maliszewski, 161 F.3d at 1006.

In order to establish the offense of conspiracy under 21 U.S.C. § 846 alleged in Count 1 of the indictment, the government had
to prove: (1) an agreement to violate drug laws; (2) knowledge and intent to join the conspiracy; and (3) participation in the
conspiracy. United *447 States v. Welch, 97 F.3d 142, 148-49 (6th Cir.1996). The government is not required to prove that a
formal agreement existed. United States v. Avery, 128 F.3d 966, 970 (6th Cir.1997). The existence of a conspiracy may be
inferred from circumstantial evidence that can reasonably be interpreted as participation in the common plan. Avery, 128 F.3d
at 971. An intent to distribute the cocaine may be inferred from the large quantity and purity of the cocaine. See United States v.
White, 932 F.2d 588, 590 (6th Cir.1991).

447
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Although mere presence at the crime scene is insufficient to show participation, a defendant's participation in the conspiracy's
common purpose and plan may be inferred from the defendant's actions and reactions to the circumstances. Maliszewski, 161
F.3d at 1006 (citing United States v. Hernandez, 31 F.3d 354, 358 (6th Cir.), cert. denied, 513 U.S. 912, 115 S.Ct. 285, 130
L.Ed.2d 200 (1994)). While an agreement must be shown beyond a reasonable doubt, the connection between the defendant
and the conspiracy need only be slight, and the government is only required to prove that the defendant was a party to the
general conspiratorial agreement. Id.

The evidence relied on by the government to prove the conspiracy offense is basically the same evidence relied upon to prove
the possession charge. To establish the charge of possession with intent to distribute illegal drugs under 21 U.S.C. § 841(a)(1)
in Count 2 of the indictment, the government had to prove that: (1) the defendant knowingly; (2) possessed a controlled
substance; (3) with intent to distribute. Jackson, 55 F.3d at 1225. To prove that a defendant aided and abetted the possession
with intent to distribute a controlled substance, the government must establish that the defendant participated in the venture as
something he wished to bring about and sought to make succeed. United States v. Ward, 190 F.3d 483, 487 (6th Cir.1999).

A rational trier of fact could find from the evidence presented at trial that an agreement to possess with the intent to distribute
cocaine existed and that Portuondo-Gonzalez, Garcia, Rosalez, Salgado and Jambu knowingly participated in that conspiracy.
The intent to distribute the cocaine was shown by the large quantity and purity of the cocaine involved and by the fact that once
the cocaine was transported to Louisville by Salgado, arrangements were quickly made to sell five kilograms to Heath.

The jury could reasonably find from the evidence that Salgado knew about and intended to join the drug conspiracy run by
Portuondo-Gonzalez and Garcia, that he knowingly participated in the conspiracy, and that he aided in the possession of the
cocaine with the intent to facilitate its distribution. Rosalez provided evidence of a conversation between Portuondo-Gonzalez
and Garcia to the effect that Salgado was the person who was driving the silver Mustang containing the cocaine from Florida on
May 1, 1998. The jury could conclude from this evidence that Salgado participated in the conspiracy and aided in the
possession of the cocaine by transporting the cocaine from Florida.

The jury could infer that Salgado knew he was delivering cocaine from his evasive statements to the police regarding who gave
him the car and the make of the car, and from the fact that he met first with Portuondo-Gonzalez despite his statement that he
came to Louisville to visit his cousin. See Jackson, 55 F.3d at 1226 (jury could infer consciousness of guilt from drug courier's
implausible story); United States v. Mari, 47 F.3d 782, 785 & n. 2 (6th Cir.)(evidence of suspicious circumstances *448
surrounding defendant's trip and defendant's inconsistent testimony supported conclusion that defendant fabricated story to
hide actual purpose of transporting drugs), cert. denied, 515 U.S. 1166, 115 S.Ct. 2626, 132 L.Ed.2d 867 (1995). Additional
evidence connected Salgado to the conspiracy. Telephone toll records revealed several calls between Salgado's phone and
those of Jambu and Portuondo-Gonzalez shortly before and on the day that the sale of cocaine to Heath was to occur. Salgado
met with Portuondo-Gonzalez to exchange vehicles at a restaurant near Jambu's apartment shortly after Salgado's arrival in
Louisville, and the Mustang was later found in the parking lot of Jambu's apartment complex. It would be reasonable for the jury
to infer that the exchange was made to facilitate the unloading of the cocaine. Salgado was also present at the residence on
Patterson Drive at the scheduled time of the sale of cocaine to Heath. He was seen using a phone shortly before Jambu left his
apartment and proceeded to the Patterson Drive address to deliver the package containing the cocaine. The evidence is
sufficient to support Salgado's convictions for conspiracy and possession with the intent to distribute cocaine.

448

A rational trier of fact could also reasonably find from the evidence that Jambu was a member of the conspiracy, that he
knowingly participated in it, and that he aided in the possession of cocaine with the intent that it be distributed. Shortly before
the sale was to occur at 9:00 p.m., Jambu was seen taking two women and a child from the Patterson Drive residence and
transporting them to his apartment on Bermuda Lane, leaving Portuondo-Gonzalez, Salgado and Rosalez at the residence. The
jury could reasonably infer that he did this to ensure that the women and child were not present in the house during the
transaction.

Soon after Salgado was observed talking on the phone, Jambu left his apartment and proceeded back to the Patterson Drive
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address at approximately 8:30 p.m. He opened the trunk of his car, looked to his left and to his right, and appeared to carry
something into the house. According to Rosalez, Jambu brought a package into the kitchen, and stated, "I brought the shit,"
referring to the cocaine. Within the next half-hour, Rosalez observed a figure walking toward the fence in the back yard, and at
8:55 p.m., Portuondo-Gonzalez was seen by the surveillance officer walking from the rear of the yard along the fence line. The
cocaine was discovered in this area, and the wrappings from the cocaine were found in the kitchen. The jury could reasonably
find from these circumstances that Jambu brought the cocaine to the residence.

Telephone toll records revealed several calls prior to and on the day of the scheduled sale of cocaine from Jambu's phone to
Salgado's cell phone. The execution of the search warrant at Patterson Drive commenced at 9:15 p.m. Two phone calls made
from Jambu's phone at 9:25 and 9:28 went unanswered. At some point shortly after the commencement of the search, Jambu
was seen leaving the apartment at Bermuda Lane driving in the direction of the Patterson Drive address. He was pulled over by
the police at 9:45 p.m. The jury could reasonably infer that Jambu, concerned about the lack of an answer to his phone calls
and fearing that something had gone wrong with the sale, decided to go the Patterson Drive residence to investigate. The silver
Mustang used to transport the cocaine was found in the parking lot of Jambu's apartment complex. A drug dog alerted on the
car. A key fitting the door *449 of Jambu's apartment was found in the car.449

Jambu notes that the drug dog did not alert to his Buick. However, the dog's handler testified that his dog would not be able to
detect the odor from cocaine placed in a fresh brown paper bag which was in the trunk for a period of seven to ten minutes, the
amount of time it took Jambu to travel from his apartment to Portuondo-Gonzalez's residence. Jambu further argues that the
testimony of Rosalez concerning his delivery of the cocaine is completely incredible because the video tape showed that
Portuondo-Gonzalez was outside doing yard work at the time, not in the kitchen as Rosalez claimed. However, even assuming
that Rosalez did not accurately recall where the conversation occurred, this would not preclude the jury from finding that Jambu
delivered the cocaine and made the statements attributed to him at some other location on his way into the residence. It was for
the jury to determine the credibility of Rosalez's testimony and the weight to be given that testimony. Jambu's convictions for
conspiracy and possession with the intent to distribute cocaine are supported by sufficient evidence.

III. Admissibility of Statements Under Rule 801(d)(2)(E) of the Federal Rules of
Evidence

Salgado and Jambu both contend that the trial court erred in admitting into evidence the testimony of co-conspirator Daniel
Rosalez concerning a conversation he overheard between indicted co-conspirator Portuondo-Gonzalez and Garcia, an
unindicted co-conspirator. Rosalez testified that during the week prior to May 1, 1998, he overheard Portuondo-Gonzalez and
Garcia discussing the fact that someone named "Wicho" was driving the silver Mustang containing the cocaine up from Florida.
The trial court found that this evidence was admissible under Rule 801(d)(2)(E) of the Federal Rules of Evidence as the
statements of co-conspirators in furtherance of the conspiracy.

Rule 801(d)(2)(E) provides that "[a] statement is not hearsay if ... [t]he statement is offered against a party and is ... a statement
by a co-conspirator of a party during the course of and in furtherance of the conspiracy." Fed.R.Evid. 801(d)(2)(E). To admit
statements under this rule, the government must establish that: (1) a conspiracy existed; (2) the defendant was a member of
the conspiracy; and (3) the statement was made in furtherance of the conspiracy. United States v. Clark, 18 F.3d 1337, 1341
(6th Cir.), cert. denied, 513 U.S. 852, 115 S.Ct. 152, 130 L.Ed.2d 91 (1994). The government must establish these facts by a
preponderance of the evidence. Bourjaily v. United States, 483 U.S. 171, 175, 107 S.Ct. 2775, 97 L.Ed.2d 144 (1987). In
determining whether a statement is admissible under Rule 801(d)(2)(E), the court may consider the contents of the statement
itself in weighing the evidence. Bourjaily, 483 U.S. at 181, 107 S.Ct. 2775; Maliszewski, 161 F.3d at 1008. These factual
determinations are reviewed for clear error. Clark, 18 F.3d at 1341. The ultimate legal conclusion as to the admissibility of the
statement is subject to de novo review. United States v. Carter, 14 F.3d 1150, 1155 (6th Cir.), cert. denied, 513 U.S. 853, 115
S.Ct. 156, 130 L.Ed.2d 94 (1994).
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A statement is made in furtherance of a conspiracy if it was intended to promote conspiratorial objectives; it need not actually
further the conspiracy. Clark, 18 F.3d at 1342; Carter, 14 F.3d at 1155. Mere "idle chatter" or conversations which further the
speaker's own individual objectives rather than the objectives of the conspiracy are not made in furtherance *450 of the
conspiracy. See Maliszewski, 161 F.3d at 1009. However, "statements which identify the participants and their roles in the
conspiracy are made `in furtherance' of a conspiracy." Clark, 18 F.3d at 1342.

450

Statements which identify another co-conspirator as the source of drugs involved in the conspiracy are in furtherance of the
conspiracy. United States v. Gessa, 971 F.2d 1257, 1261 (6th Cir.1992); United States v. Rios, 842 F.2d 868, 874 (6th
Cir.1988), cert. denied, 488 U.S. 1031, 109 S.Ct. 840, 102 L.Ed.2d 972 (1989). The "in furtherance" rule is also satisfied "when
a co-conspirator is apprised of the progress of the conspiracy" and "when statements are `made to keep a conspirator abreast
of a co-conspirator's activities, or to induce continued participation in a conspiracy, or to allay [his] fears....'" Rios, 842 F.2d at
874 (quoting United States v. Layton, 720 F.2d 548, 557 (9th Cir.1983), cert. denied, 465 U.S. 1069, 104 S.Ct. 1423, 79
L.Ed.2d 748 (1984)).

There is sufficient evidence in the record to support the trial court's determination that a conspiracy existed and that Salgado,
Jambu, Portuondo Garcia, Rosalez and Garcia were members of the conspiracy. Further, the statements in question involved
more than mere "idle chatter." The conversation concerning "Wicho" driving the cocaine-loaded Mustang from Florida was
designed to inform co-conspirators that a substitute driver for Garcia, who usually drove the car up from Florida, had been
found, and that a new supply of cocaine to satisfy Heath's request for an additional quantity would in fact be delivered. This
conversation apprising a conspirator of the progress of the conspiracy and of a co-conspirator's activities was properly found to
be "in furtherance" of the conspiracy. See Rios, 842 F.2d at 874.

Salgado and Jambu also argue that the admission of this testimony was error because Portuondo-Gonzalez, one of the
participants in the conversation, had pleaded guilty and could have been called by the government to testify. However, Rule
801(d)(2)(E) contains no requirement that the conspirator declarant be unavailable before evidence of the conspirator's
statements is admissible. Likewise, the Confrontation Clause does not require a showing of unavailability of the declarant as a
condition to the admission of the out-of-court statements of the nontestifying conspirator when those statements otherwise
satisfy Rule 801(d)(2)(E). United States v. Inadi, 475 U.S. 387, 399-400, 106 S.Ct. 1121, 89 L.Ed.2d 390 (1986).

Salgado also argues that Rosalez's testimony concerning the alleged conversation between Jambu and Portuondo-Gonzalez
when Jambu delivered the cocaine should not have been admitted because it lacked sufficient guarantees of reliability. Salgado
contends that, while Rosalez described this conversation as occurring in the kitchen, the surveillance video tape showed that
when Jambu arrived, Portuondo-Gonzalez was outside doing yard work. However, even if Rosalez was mistaken or lying as to
where the conversation between Jambu and Portuondo-Gonzalez occurred, the jury could have found that the conversation
occurred at some other location and that Jambu delivered the cocaine.

Salgado further notes that a juror who recognized Rosalez was excused when he indicated that, based on prior contacts with

Rosalez, he would have difficulty believing him.[1] The fact that the excused *451 juror had reasons of his own unrelated to the
circumstances of the case or his observations of the witness at trial to suspect the testimony of Rosalez does not mean that the
twelve jurors who actually decided the case could not believe Rosalez's testimony.

451

We have held that some independent, corroborating evidence beyond the co-conspirator's statements themselves showing the
defendant's knowledge of and participation in the conspiracy is required before a co-conspirator's statement will be admissible.
Clark, 18 F.3d at 1341-42. However, evidence corroborating Salgado's and Jambu's membership in the conspiracy was
produced in this case, and the trial court properly found that the prerequisites for admission of the statements under Rule
801(d)(2)(E) had been satisfied.

Where it has been established by a preponderance of the evidence that a conspiracy existed, that the defendant was a member
of the conspiracy, and that the statement was made in furtherance of the conspiracy, "the Confrontation clause does not require
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a court to embark on an independent inquiry into the reliability of statements that satisfy the requirements of Rule 801(d)(2)(E)."
Bourjaily, 483 U.S. at 183-84, 107 S.Ct. 2775. Once the statements were admitted, it was for the jury to determine what weight
or credibility to assign the statements and the testimony of Rosalez. The trial court did not err in admitting evidence of the
conversation between Portuondo-Gonzalez and Garcia as the statements of co-conspirators.

IV. Admissibility of Computer Records

Jambu raises as error the admission of certain telephone toll records of South Central Bell for telephone numbers subscribed to
by Jambu and Portuondo-Gonzalez as business records under Rule 803(6) of the Federal Rules of Evidence. In reviewing a
trial court's evidentiary determinations, this court reviews de novo the court's conclusions of law and reviews for clear error the
court's factual determinations that underpin its legal conclusions. United States v. Reed, 167 F.3d 984, 987 (6th Cir.), cert.
denied, 528 U.S. 897, 120 S.Ct. 229, 145 L.Ed.2d 192 (1999).

A business record must satisfy four requirements in order to be admissible under Rule 803(6):

(1) it must have been made in the course of a regularly conducted business activity; (2) it must have been kept
in the regular course of that business; (3) the regular practice of that business must have been to have made the
memorandum; and (4) the memorandum must have been made by a person with knowledge of the transaction
or from information transmitted by a person with knowledge.

United States v. Weinstock, 153 F.3d 272, 276 (6th Cir.1998) (quoting Redken Laboratories, Inc. v. Levin, 843 F.2d 226, 229
(6th Cir.), cert. denied, 488 U.S. 852, 109 S.Ct. 137, 102 L.Ed.2d 110 (1988)). This information must be presented through "the
testimony of the custodian or other qualified witness[.]" Fed.R.Evid. 803(6). Business records meeting these criteria are
admissible "unless the source of information or the method or circumstances of preparation indicate lack of trustworthiness." Id.

"Rule 803(6) does not require that the custodian personally gather, input, and compile the information memorialized in a *452
business record." Weinstock, 153 F.3d at 276. The custodian of the records need not be in control of or have individual
knowledge of the particular corporate records, but need only be familiar with the company's recordkeeping practices. Id. (citing
In re Custodian of Records of Variety Distrib., Inc., 927 F.2d 244, 248 (6th Cir.1991)). Likewise, "[t]o be an `other qualified
witness,' it is not necessary that the person laying the foundation for the introduction of the business record have personal
knowledge of their preparation." Dyno Construction Co. v. McWane, Inc., 198 F.3d 567, 575-76 (6th Cir.1999).

452

A computer printout is admissible under Rule 803(6) as a business record if the offer or establishes a sufficient foundation in the
record for its introduction. United States v. Cestnik, 36 F.3d 904 (10th Cir.1994), cert. denied, 513 U.S. 1175, 115 S.Ct. 1156,
130 L.Ed.2d 1113 (1995) (holding computer-generated money transfer orders admissible). See also Dyno Construction, 198
F.3d at 576 (computer printout of business records held admissible); United States v. Briscoe, 896 F.2d 1476, 1494 (7th
Cir.1990) ("It is well established that computer data compilations are admissible as business records under Fed. R.Evid. 803(6)
if a proper foundation as to the reliability of the records is established.")

In this case, William Deering, Manager of Security for Bell South, was called by the government to testify concerning South
Central Bell telephone records. He indicated that he was the authorized representative to bring records to court. The records in
question contained subscriber line information, including the subscriber's name, the location where the telephone was installed,
the date and duration of local and long distance telephone calls, the numbers from which calls were placed and at which they
were received, and billing amounts. Id. pp. 374-376. The telephone numbers involved in the calls were recorded by computer
contemporaneous to the phone call being made and received, and the information was then stored in the computer to be
downloaded as needed. Id. pp. 378-79, 383. Mr. Deering stated that it was a regular practice of Bell South to make these
reports and keep these types of records, and that the records are relied on by Bell South to ensure accuracy of billing. Id. pp.
379, 383. The above information satisfies the first three criteria for admissibility under Rule 803(6).
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Jambu argues that the fourth requirement, that the memorandum must have been made by a person with knowledge of the
transaction or from information transmitted by a person with knowledge, was not satisfied because the actual record was
memorialized and entered into the computer's memory by the computer itself rather than being entered by a person. Similar
records have been held sufficiently reliable in other cases.

In United States v. Linn, 880 F.2d 209, 216 (9th Cir.1989), the court held that a computer printout showing a call placed from a
hotel room was admissible as a business record where the record was generated automatically and was retained in the
ordinary course of business. In Briscoe, 896 F.2d at 1494-95, telephone subscriber data entered into the computer
contemporaneous with the placing of each telephone call and maintained in the regular course of business for billing purposes
was held to be admissible. In United States v. Miller, 771 F.2d 1219, 1237 (9th Cir.1985), the admission of computer-generated
toll and billing records made contemporaneously by the computer itself was upheld.

Mr. Deering testified that he did not know the error rate in South Central Bell's billing system, and that he was unfamiliar *453
with what programming was employed to ensure accuracy, although he did know that there were parameters for measurements
of accuracy rates. Jambu argues that the instant case is thus distinguishable from Briscoe, where the evidence revealed that
the computer scanned itself for error every fifteen seconds. See Briscoe, 896 F.2d at 1494.

453

The government is not required to present expert testimony as to the mechanical accuracy of the computer where it presented
evidence that the computer was sufficiently accurate that the company relied upon it in conducting its business. United States v.
De Georgia, 420 F.2d 889, 893 n. 11 (9th Cir.1969)(cited in Miller, 771 F.2d at 1237). See also Weinstock, 153 F.3d at 276
(witness not required to know personally how company performed safety checks); United States v. Moore, 923 F.2d 910, 915
(1st Cir.1991)(not required that computers be tested for programming errors before computer records can be admitted under
Rule 803(6)); Briscoe, 896 F.2d at 1494-95 (showing that computer was regularly tested for internal programming errors not a
prerequisite to the admission of computer records). The record indicates that Mr. Deering testified that South Central Bell relied
on these computer-generated records to ensure the accuracy of its billing. He was not required to testify concerning any
programming features which were in place to guarantee accuracy.

Jambu also argues that Mr. Deering was not qualified to testify concerning these records because he was not sufficiently
familiar with the computer system. Mr. Deering testified that he was not the individual who programmed the computer. However,
it is not necessary that the computer programmer testify in order to authenticate computer-generated records. Linn, 880 F.2d at
216; Miller, 771 F.2d at 1237; United States v. Young Bros., Inc., 728 F.2d 682, 694 (5th Cir.), cert. denied, 469 U.S. 881, 105
S.Ct. 246, 83 L.Ed.2d 184 (1984). Likewise, the fact that Deering did not obtain the computer-generated records himself but
rather asked someone else to provide him with the records called for in the subpoena did not mandate the exclusion of the
records. See Dyno Construction, 198 F.3d at 576 (fact that witness not involved in the preparation of the printed computer
records and did not know who prepared them were not matters that precluded admission of documents as business records).
Mr. Deering sufficiently demonstrated that he was familiar with the recordkeeping system employed by Bell South.

The district court properly concluded that the telephone records in question were trustworthy and that the government had
established an adequate foundation for the admission of those records as business records under Rule 803(6).

V. Compliance with Speedy Trial Act

Jambu alleges that the government failed to indict him within thirty days of his arrest on May 1, 1998, as required under the
Speedy Trial Act, 18 U.S.C. § 3161(b), and that the indictment returned against him on June 1, 1998, should have been
dismissed under 18 U.S.C. § 3162(a)(1). The district court's application of the Speedy Trial Act is reviewed de novo. United
States v. Graef, 31 F.3d 362, 363 (6th Cir.1994).

Section 3161(b) provides:
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Any information or indictment charging an individual with the commission of an offense shall be filed within thirty
days from the date on which such individual was arrested or served with a summons in connection with such
charges.

*454 18 U.S.C. § 3161(b). If the time limit of that section is exceeded, "such charge against that individual contained in such
complaint shall be dismissed or otherwise dropped." 18 U.S.C. § 3162(a)(1).

454

A defendant is not "arrested" for purposes of the Speedy Trial Act until formal federal charges are pending, that is, when a
formal complaint or charge is issued. Graef, 31 F.3d at 363-64; United States v. Blackmon, 874 F.2d 378, 381 (6th Cir.), cert.
denied, 493 U.S. 859, 110 S.Ct. 168, 107 L.Ed.2d 125 (1989). Although Jambu was arrested on May 1, 1998, the formal
complaint and federal arrest warrant were not filed or issued until May 3, 1998. Since no formal federal charges were pending
until May 3, 1998, the indictment returned on June 1, 1998, was filed within the thirty-day limit.

The trial court also found that the indictment was timely because the thirtieth day following May 1, 1998, fell on Sunday, May
31, 1998, and therefore the deadline for indictment was extended to Monday, June 1, 1998. The trial court relied on Rule 45(a)
of the Federal Rules of Criminal Procedure, which provides that where the last day of a period falls on a Saturday, Sunday, or
legal holiday, the period runs until the end of the next day which is not one of these days. Rule 45(a) has been applied to
extend the statutory time period for returning an indictment. See United States v. Wright, 990 F.2d 147, 149 (4th Cir.), cert.
denied, 510 U.S. 871, 114 S.Ct. 199, 126 L.Ed.2d 157 (1993); Blackmon, 874 F.2d at 382.

Jambu argues that Rule 45(a) should not be applied to extend the time limit in § 3161(b) because it is the United States
attorney who determines when criminal prosecutions will be initiated. He contends that the procedural rules of the court should
not apply to such actions beyond the court's control. However, it is the district court which has the authority under Rule 6(a) of
the Federal Rules of Criminal Procedure to summon the grand jury to which the government's evidence must be presented in
order to secure an indictment. See Fed.R.Crim.P. 6(a)("The court shall order one or more grand juries to be summoned at such
time as the public interest requires."). Further, § 3161(b) requires that the indictment be "filed" within thirty days with the clerk of
courts. Thus, Rule 45(a) is properly applied to extend the time period in § 3161(b) where the last day would otherwise fall on a
day when the courthouse is not open for business and the government has no access to the grand jury or the clerk of court.

The trial court properly denied Jambu's motion to dismiss the indictment under § 3162(a)(1).[2]

*455 VI. Admissibility of Evidence of Key Fitting Lock of Apartment Door455

Jambu argues that the trial court should have suppressed testimony concerning the fact that a key found in the Mustang fit the
lock of his apartment door. In reviewing a decision on a suppression issue, we review the lower court's findings of fact for clear
error and its conclusions of law de novo. United States v. Jenkins, 124 F.3d 768, 771-72 (6th Cir.1997). We must review the
evidence in the light most likely to support the district court's decision. United States v. Williams, 962 F.2d 1218, 1221 (6th Cir.),
cert. denied, 506 U.S. 892, 113 S.Ct. 264, 121 L.Ed.2d 194 (1992).

The record reveals that Officer Rodney Seelye of the Louisville Division of Police found a key in a silver Mustang which the
police had reason to believe was used to transport cocaine from Florida. The Mustang was found in the parking lot of Jambu's
apartment complex, the Tanglewood Apartments on Bermuda Lane. Officer Seelye decided to investigate whether the key was
to Jambu's apartment, as this would be evidence of Jambu's connection to the conspiracy. He proceeded to the building where
Jambu's apartment was located and entered through an unlocked door into a common corridor open to the public. Officer
Seelye knew the location of Jambu's apartment. He inserted the key into the front door of Jambu's apartment to determine
whether the key worked the lock mechanism. He learned that the key did operate the lock, but he did not open the door or enter
the apartment. This occurred after an earlier search of Jambu's apartment, the results of which were suppressed by the trial
court.
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The trial court found that this case involved "an insertion of the key for the discrete and only purpose of seeing whether it would
turn the tumbler" and that it "was not the beginning of the search." The court found that the door was located on a hallway which
was "a common area" and "public", and that the keyhole "is open, obvious, facing out into the public area," "not concealed," with
unrestricted access. Relying on United States v. DeBardeleben, 740 F.2d 440 (6th Cir.), cert. denied, 469 U.S. 1028, 105 S.Ct.
448, 83 L.Ed.2d 373 (1984), the trial court concluded that the insertion of the key was not a search, that the defendant had no
reasonable expectation of privacy in a keyhole that was open to the public side of the door, and that, even assuming that a
search had occurred, the intrusion was minimal and justified by the circumstances. The trial court also found that the officer had
lawful possession of the key, and that the legitimate interests of proper crime investigation permitted testing the key in the lock.

Jambu does not appear to contest the officer's version of what transpired, and the trial court's findings of fact are supported by
the evidence and are not clearly erroneous. Rather, Jambu argues that he had an expectation of privacy in the lock to his
apartment door, and that trying the key in the lock constituted an illegal search.

In DeBardeleben, we held that the insertion of keys into the lock of an automobile was "a minimal intrusion, justified by a
`founded suspicion' and by the legitimate crime investigation" which did not constitute a search within the meaning of the Fourth
Amendment. DeBardeleben, 740 F.2d at 444-45 (quoting United States v. Portillo-Reyes, 529 F.2d 844, 852 (9th Cir. 1975)
(Wright, J., dissenting)), cert. denied, 429 U.S. 899, 97 S.Ct. 267, 50 L.Ed.2d 185 (1976). We noted that the agent in that case,
"acting on a reasonable belief that the car belonged to defendant, did not search the Chrysler but merely identified it as
belonging to defendant." DeBardeleben, 740 F.2d at 445 (emphasis in original).

*456 In United States v. Lyons, 898 F.2d 210 (1st Cir.), cert. denied, 498 U.S. 920, 111 S.Ct. 295, 112 L.Ed.2d 249 (1990), the
First Circuit relied on DeBardeleben in holding that the insertion of a key into the padlock of a storage unit was not a search, or,
in the alternative, was not an unreasonable search prohibited by the Fourth Amendment. The court noted that the insertion of
the key into the lock of the storage unit was merely a means of identifying a storage unit to which the defendant had access.
Lyons, 898 F.2d at 213. The court further stated that the lock was placed on the door to protect the contents of the storage unit,
and that "it is those contents that are the object of the lessee's privacy expectations, not the padlock. By placing personal
effects inside the storage unit, Lyons manifested an expectation that the contents would be free from public view." Id. (emphasis
in original).

456

In United States v. Concepcion, 942 F.2d 1170 (7th Cir.1991), the court addressed, among other issues, the question of
whether law enforcement officers' use of keys seized from the defendant to try the lock to the door of an apartment without
entering the apartment constituted an unreasonable search. The court found that the insertion and turning of the key in the lock
constituted a "search," but that the lessee's privacy interest in the lock was so small that the officers did not need probable

cause to inspect it, and the search was not unreasonable under the Fourth Amendment. Id. at 1172-73.[3]

Under DeBardeleben, the mere insertion of a key into a lock, by an officer who lawfully possesses the key and is in a location
where he has a right to be, to determine whether the key operates the lock, is not a search. That is what happened in the case

before us.[4]

Jambu argues that one has a greater privacy interest in one's apartment than one does in a vehicle, and that therefore
DeBardeleben, which involved an automobile lock, should not control. However, the lock to Jambu's apartment was accessible
by means of an unlocked, common hallway which was open to the public. Jambu had no reasonable expectation of privacy in
this hallway. The lock to his apartment door was just as accessible to anyone passing through that hallway as the lock on his
car door was to anyone passing through the building's parking lot. Just as the lock on a car door is designed to protect any
property left in the car and to ensure privacy inside the vehicle, an *457 apartment door lock functions to protect and keep
private the contents of the apartment. The information gained by the officers in inserting a key into an apartment door is the
same as that gained by inserting a key into a car door, namely, that the key works the lock. The fact that a person may have a
greater expectation of privacy in the inside of his residence than in the interior of a vehicle, which is more visible to the public by
reason of its design, does not warrant applying a different standard to an apartment door lock which was just as accessible to

457
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the public in this case as an automobile lock.[5]

The trial court properly denied Jambu's motion to exclude the evidence of the key fitting the lock to his apartment.

VII. Salgado Sentencing Issues

A. Denial of Mitigating Role Reduction

Salgado contends that he should have received an offense level reduction for mitigating role pursuant to U.S.S.G. § 3B1.2(a) as
a minimal participant. The government opposed such a reduction. In rejecting Salgado's claim that he was entitled to a
mitigating role adjustment, the trial court found that "the role here of Mr. Salgado in moving this quantity of cocaine up here from
Florida for distribution up here is hardly minor in that ... it does not make him less culpable than most other participants." The
court stated, "I don't think that Mr. Salgado could by any stretch be even referred to as a minor participant, much less a minimal
participant. He is not in my view less culpable than most other participants."

Section 3B1.2 of the Sentencing Guidelines provides for a reduction in the base offense level of a defendant who played a
mitigating role in the offense:

Based on the defendant's role in the offense, decrease the offense level as follows:

(a) If the defendant was a minimal participant in any criminal activity, decrease by 4 levels.

(b) If the defendant was a minor participant in any criminal activity, decrease by 2 levels.

In cases falling between (a) and (b), decrease by 3 levels.

U.S.S.G. § 3B1.2. "This section provides a range of adjustments for a defendant who plays a part in committing the offense that
makes him substantially less culpable than the average participant." Id., background comment.

The reduction for being a minimal participant in § 3B1.2(a) "is intended to cover only those `defendants who are plainly among
the least culpable' participants in the group conduct, such as those who exhibit a `lack of knowledge or understanding of the
scope and structure of the enterprise and of the activities of others.'" United States v. Roberts, 223 F.3d 377, 379 (6th
Cir.2000)(quoting § 3B1.2, comment. (n.1)). "This adjustment is primarily for someone who played a single, limited role in a very
large organization, such as `someone who played no other role in a very large drug smuggling operation than to offload part of
a single marijuana shipment.'" United States v. Mahan, 190 F.3d 416, 426 (6th Cir.1999)(quoting U.S.S.G. § 3B1.2, comment.
(n.2)). "It is intended that the downward adjustment for a minimal participant will be used infrequently." *458 U.S.S.G. § 3B1.2,
comment. (n.2).

458

For purposes of applying a minor role adjustment under § 3B1.2(b), "a minor participant means any participant who is less
culpable than most other participants, but whose role could not be described as minimal." Roberts, 223 F.3d at 379; U.S.S.G. §
3B1.2(b), comment. (n.3).

A defendant who plays a lesser role in a criminal scheme may nonetheless fail to qualify as a minor participant if his role was
indispensable or critical to the success of the scheme, or if his importance in the overall scheme was such as to justify his
sentence. United States v. Latouf, 132 F.3d 320, 332 (6th Cir.1997)("A defendant whose participation is indispensable to the
carrying out of the plan is not entitled to a role reduction."), cert. denied, 523 U.S. 1101, 118 S.Ct. 1572, 140 L.Ed.2d 805
(1998); United States v. Burroughs, 5 F.3d 192, 194-95 (6th Cir.1993)(reduction properly denied where defendant played key
role).

In determining whether to award the defendant a reduction for a mitigating role in the offense, the district court must consider
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the portion of the relevant conduct of the conspiracy that was attributable to the defendant for purposes of determining his base
offense level. Roberts, 223 F.3d at 380-81 (in sentencing drug conspiracy defendant, district court properly looked only to the
relevant conduct attributed to defendant for purposes of determining his base offense level in determining whether to apply
mitigating role adjustment). See also United States v. Roper, 135 F.3d 430, 434 (6th Cir.)("The salient issue is the role the
defendant played in relation to the activity for which the court held him or her accountable."), cert. denied, 524 U.S. 920, 118
S.Ct. 2306, 141 L.Ed.2d 165 (1998); United States v. Welch, 97 F.3d 142, 152 (6th Cir.1996)(reduction inappropriate where full
amount of drugs in conspiracy was not attributed to defendant); United States v. Walton, 908 F.2d 1289, 1303 (6th Cir.)(noting
that while defendants were minor participants in relation to the scope of the conspiracy as a whole, they were not entitled to a
role reduction since they were only held accountable for the quantities of cocaine they were actively involved in distributing),
cert. denied, 498 U.S. 990, 111 S.Ct. 532, 112 L.Ed.2d 542 (1990).

The defendant, as the proponent of the downward adjustment, bears the burden of proving a mitigating role in the offense by a
preponderance of the evidence. United States v. Owusu, 199 F.3d 329, 337 (6th Cir.2000). We review a district court's denial of

a mitigating role adjustment to a defendant's offense level for clear error. Id.[6]

The record reveals that Salgado drove the vehicle containing seven kilograms of cocaine from Miami, Florida, to Louisville,
Kentucky. The transportation of the cocaine from Florida was an act crucial to the success of the criminal scheme. Further,
Salgado's role was not limited to simply transporting the cocaine. During the trip, Salgado communicated with Portuondo-
Gonzalez via cell phone. He met with Portuondo-Gonzalez at a restaurant and exchanged the vehicle for Portuondo-Gonzalez's
Toyota Camry, thereby facilitating *459 Portuondo-Gonzalez's unloading of the cocaine, then drove the Camry to Portuondo-
Gonzalez's residence. Salgado was at the Portuondo-Gonzalez residence when the sale of five kilograms of cocaine to the
informant was supposed to occur.

459

In addition, Salgado was not held accountable for the full amount of cocaine involved in the conspiracy. Portuondo-Gonzalez
told investigators that he had made four trips to Florida to obtain cocaine, including the 2,754.2 grams of cocaine sold to Heath
on April 27, 1998. There was evidence that Salgado himself transported seven kilograms of cocaine to Louisville on May 1,
1998, but his relevant conduct was limited to the quantity of 5,011 grams of cocaine which was to be sold to Heath. It is this
transaction which is relevant for purposes of applying the mitigating role adjustment. The extent of Salgado's involvement in the
five kilogram sale was not less culpable than that of the other participants in the transaction. Thus, Salgado is not a minor
participant. Likewise, the record fails to show that Salgado played only a single, limited role in the transaction, or that he lacked
knowledge or understanding of the scope of the transaction, so as to qualify him as a minimal participant. Salgado has not
shown by a preponderance of the evidence that he was entitled to a mitigating role adjustment.

B. Denial of "Safety Valve" Reduction

Salgado also challenges the trial court's decision finding that his case did not warrant the application of the so-called "safety
valve" provision found in 18 U.S.C. § 3553(f), as incorporated into U.S.S.G. § 5C1.2. Under this provision, a defendant who is
found by the court to meet the criteria set forth in 18 U.S.C. § 3553(f)(1)(5) is sentenced within the guideline range applicable to
his case even if that range falls below an otherwise mandatory statutory minimum sentence. In this case, the trial court found
that the defendant did not meet the requirement found in 18 U.S.C. § 3553(f)(5), which provides that

not later than the time of the sentencing hearing, the defendant has truthfully provided to the Government all
information and evidence the defendant has concerning the offense or offenses that were part of the same
course of conduct or of a common scheme or plan, but the fact that the defendant has no relevant or useful
other information to provide or that the Government is already aware of the information shall not preclude a
determination by the court that the defendant has complied with this requirement.

18 U.S.C. § 3553(f)(5); see also U.S.S.G. § 5C1.2(5).
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The defendant, as the party seeking a downward departure, has the burden of proving by a preponderance of the evidence that
he is entitled to the "safety valve" reduction. United States v. Adu, 82 F.3d 119, 123-24 (6th Cir.1996). The defendant is
required to provide complete information regarding not only the offense of conviction, but also any relevant conduct, including
disclosure of information regarding the participation of other people in the offense. United States v. Maduka, 104 F.3d 891, 894
(6th Cir.1997). The trial court's refusal to apply § 5C1.2 is a factual finding which we review for clear error. Adu, 82 F.3d at 124.

At sentencing, Salgado relied on a statement which he made to officers on the date of his arrest. The government disputed the
defendant's entitlement to the application of § 5C1.2 on the basis of that statement, arguing that some of Salgado's statements
to the police were not truthful. Counsel for the government stated at the sentencing hearing that Salgado told the *460
authorities that he left from Miami, Florida, but that later the defense claimed that he left from Tampa. Government counsel
further argued that Salgado's statements that he drove a rental car from Florida (despite evidence to the contrary that he drove
Garcia's Mustang), that he did not recall the make or model of the vehicle which he had driven for 1,200 miles, the person who
gave him the car, or the restaurant where he met Portuondo-Gonzalez, and that he did not know where the rental vehicle could
be located, were not credible.

460

Salgado took the position that he is not guilty of the offenses in this case. He contends that he was not required to meet the
criteria for acceptance of responsibility under U.S.S.G. 3E1.1 in order to benefit from the "safety valve" provision, citing United
States v. Real-Hernandez, 90 F.3d 356, 361 (9th Cir.1996). However, the court in that case noted that, while a defendant need
not meet the requirements for acceptance of responsibility, "he must truthfully supply details of his own culpability." Id. Here,
there is no evidence that Salgado did so; in fact, the record supports the government's position that Salgado did not provide a
complete statement of his knowledge of the offense.

The trial court concluded at the sentencing hearing that "I cannot find that Mr. Salgado has truthfully provided all information
that he has." The court further stated that "there are just so many missing pieces that I believe Mr. Salgado has knowledge of
that his abbreviated statements are simply not enough to get him this fifth element in the safety valve.... [H]is statements do not
appear to be fulsome to this court." Id. p. 473.

Where the government challenges a defendant's claim of complete and timely disclosure and the defendant does not produce
evidence that demonstrates such disclosure, a district court's denial of a request to apply § 3553(f) and § 5C1.2(5) is not clearly
erroneous. Adu, 82 F.3d at 125. Here, the trial court did not commit clear error in concluding that Salgado failed to provide the
government with "a completely forthright account of his own involvement" in the offense. Id. The trial court properly decided that
§ 5C1.2 was not applicable.

C. Denial of Downward Departure Due to Alien Status

Salgado also seeks to appeal the finding of the district court that he was not entitled to a downward departure due to his alien
status. Salgado argued below that due to the fact that he was a Cuban national who cannot currently be deported due to the
lack of diplomatic relations between Cuba and the United States, he might be held indefinitely in the custody of the Immigration
and Naturalization Service upon his release from prison.

The refusal of a district judge to make a downward departure is ordinarily not appealable. United States v. Byrd, 53 F.3d 144,
145 (6th Cir.1995). A decision denying a downward departure may be appealed only where the trial court's refusal to depart
was based on the erroneous belief that it lacked the authority to do so. United States v. Landers, 39 F.3d 643, 649 (6th
Cir.1994). Thus, in United States v. Ebolum, 72 F.3d 35 (6th Cir.1995), we reviewed the trial court's decision declining a
downward departure based on the defendant's status as a deportable alien where the court indicated on the record that he
believed he lacked the authority to depart.

In this case, the sentencing judge clearly indicated that he believed that he had the authority to depart downward on the basis
of Salgado's alien status, but that *461 he was declining to do so in this case. The trial court stated, "I am going to refuse to do461
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it under these facts. I'm not holding that I can't. I'm holding that I'm not going to here under the facts that he has in this case."
Jt.App. p. 475. Where, as here, the trial court affirmatively states on the record that alien status can provide a basis for
departure, but declines to do so under the circumstances of the particular case, such awareness of the discretionary power to
depart precludes our review of the sentencing judge's decision not to grant a downward departure. See United States v.

Farrow, 198 F.3d 179, 200 (6th Cir.1999).[7]

VIII. Conclusion

In accordance with the foregoing, the judgments of the trial court in the cases of Luis Salgado and Wilfredo Jambu are hereby
AFFIRMED.

COLE, Circuit Judge, concurring.

Although I concur in the Court's decision affirming the judgment of the district court, I write separately to register my
disagreement with the Court's analysis of the admissibility of police testimony relating to an officer's insertion of a key into the
lock on Defendant Jambu's apartment door. Specifically, I do not agree with the majority's conclusion in Part VI of its opinion
that the officer's use of the key for identification purposes was not a search.

The majority relies too heavily on our decision in United States v. DeBardeleben, 740 F.2d 440 (6th Cir.1984), where we held
that the insertion of a key into the lock of a car door for the purposes of ascertaining the car owner's identity was not a search.
See id. at 445. Our decision in DeBardeleben merely reflects our long-standing view that, for Fourth Amendment purposes,
individuals are entitled to a lesser degree of privacy in their cars than in their homes. See United States v. McClellan, No. 93-
4084, 1994 WL 589497, at *4 (6th Cir. Oct.25, 1994) (unpublished) ("The courts have traditionally interpreted the Fourth
Amendment to allow law enforcement officers greater leeway when conducting warrantless searches inside vehicles than they
enjoy when searching homes...."). In this instance, the officer's turning of the key in the lock to Jambu's apartment door
encroaches on the "zone of privacy" held most sacrosanct under the Fourth Amendment. See Smith v. Stone, No. 99-3208,
2000 WL 687672, at *4 (6th Cir. May 19, 2000) (unpublished) ("[T]he Fourth Amendment protects an individual's privacy in
many different settings, but `[i]n none is the zone of privacy more clearly defined than when bounded by the unambiguous
dimensions of an individual's home.'") (quoting Payton v. New York, 445 U.S. 573, 589, 100 S.Ct. 1371, 63 L.Ed.2d 639
(1980)).

*462 I would adopt the reasoning set forth by the Seventh Circuit in United States v. Concepcion, 942 F.2d 1170 (7th Cir.1991),
where, on facts very similar to those presented here, the court held that the insertion and turning of a key in the defendant's
apartment door lock to determine whether the key fit constituted a search for Fourth Amendment purposes. See id. at 1172.
The court went on to conclude, however, that such search did not violate the Fourth Amendment because the defendant's
privacy interest in the keyhole was minimal. See id. at 1173. The same is true here. The Fourth Amendment's historic protection
of the privacy of the home suggests that, on different facts, the same investigative technique at issue here might require a
showing of probable cause or a warrant; on these facts, however, Jambu's privacy interest in his door lock was so minimal that
the officer's conduct cannot be said to have been unreasonable, and thus did not violate the Fourth Amendment. I write
separately, therefore, because I believe that the Court need not reach as broad a holding as it does.

462

[*] The Honorable James L. Graham, United States District Judge for the Southern District of Ohio, sitting by designation.

[1] These contacts consisted of the juror, a firefighter, responding to minor fires at Rosalez's store on five occasions. The juror had formed
the opinion that Rosalez was not compliant with fire regulations.

[2] The government also argues on appeal that certain periods of delay specified in 18 U.S.C. § 3161(h) are "excluded in computing the
time within which an information or an indictment must be filed[.]" 18 U.S.C. § 3161(h). The government correctly notes that Jambu's May
14, 1998, motion for revocation of the detention order which was decided on July 2, 1998, resulted in a period of excludable time under 18
U.S.C. § 3161(h)(1)(F)(excludable time includes periods of "delay resulting from any pretrial motion, from the filing of the motion through
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the conclusion of the hearing on, or other prompt disposition of, such motion"). The record also indicates that May 4, 1998, the date of
Jambu's initial appearance, and May 6, 1998, the date of his detention hearing, would also be excludable as a "period of delay resulting
from other proceedings concerning the defendant[.]" 18 U.S.C. § 3161(h)(1); Wright, 990 F.2d at 149 (day of detention hearing excluded);
United States v. Crawford, 982 F.2d 199, 203 (6th Cir.1993)(date of first appearance excluded). Although these arguments were not
presented to the trial court, they provide additional justification for the denial of Jambu's motion to dismiss.

[3] In Concepcion, the court also addressed the question of whether the use of those seized keys to enter the locked common area of the
apartment building where the apartment door was located, was an unreasonable search; the court concluded that the defendant had no
expectation of privacy in the common area of the building. While we note that the law in the Seventh Circuit differs from the law in this
circuit, see United States v. Carriger, 541 F.2d 545 (6th Cir.1976)(recognizing that tenant has reasonable expectation of privacy in locked
common areas of an apartment complex), that issue does not concern us here, where it is undisputed that the common area onto which the
door of Jambu's apartment opened was unlocked.

[4] This case is distinguishable from United States v. Portillo-Reyes, 529 F.2d 844 (9th Cir.1975), where the officer conducted a search of
the passenger compartment of the vehicle after opening the door with a key. There, the Ninth Circuit held that the insertion of the key was
the "beginning of the search." Id. at 848. We note that in United States v. $109,179 in United States Currency, 228 F.3d 1080 (9th
Cir.2000), the Ninth Circuit recently rejected the argument that Portillo-Reyes stands for the proposition that the mere insertion of a key into
a lock constitutes a "search" and held that the use of a key in that case solely to determine which vehicle in a hotel parking lot belonged to
the defendant was not an unreasonable search proscribed by the Fourth Amendment.

[5] Jambu also argues that Allinder v. State of Ohio, 808 F.2d 1180 (6th Cir.1987), which declined to extend the "open fields" doctrine to the
search of containers or buildings found in the field, should be applied by analogy to this case. However, Allinder is inapposite, because in
this case there was no search of the contents of the apartment and, under DeBardeleben, the mere insertion of the key was not a search.

[6] In Owusu, this court proposed that the two-part standard of review used in the context of aggravating role adjustments, under which a
district court's factual findings are reviewed for clear error while its legal conclusions are reviewed de novo, would be equally appropriate in
the context of mitigating role adjustments. See id. at 337 n. 2. Since the result we reach in the instant cases would be the same under
either standard, we need not resolve this issue here.

[7] There is a split of authority on the issue of whether a defendant's status as a deportable alien is a proper basis for a downward
departure. Compare United States v. Veloza, 83 F.3d 380, 382 (11th Cir.1996); United States v. Mendoza-Lopez, 7 F.3d 1483, 1487 (10th
Cir.1993); United States v. Nnanna, 7 F.3d 420, 422 (5th Cir.1993); and United States v. Restrepo, 999 F.2d 640, 645-47 (2d
Cir.1993)(deportable alien status not a proper basis for departing downward), with United States v. Farouil, 124 F.3d 838, 847 (7th Cir.
1997); United States v. Smith, 27 F.3d 649, 654-55 (D.C.Cir.1994)(deportable alien status may be considered for a downward departure).
This court has considered the question only in the context of a defendant charged with an offense which could be committed only by aliens,
and concluded that in such a case, the Sentencing Commission had already taken alien status into consideration in determining the
guideline range. See Ebolum, 72 F.3d at 38. Here, we do not reach the issue of whether departure based on alien status may apply to
other types of offenses since we have determined that the trial court's decision is not appealable. See Farrow, 198 F.3d at 199.
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Cerutti 1881 v. Cerutti, inc., No. 95 CIV 7782 WL 3350 (S.D.N.Y.
Jan. 5, 1998)

OPINION AND ORDER

MUKASEY, D.J.

After plaintiff amended the complaint to allege that defendant Leo E.Q. Cerruti ("Leo Cerruti") has been maintaining a Cerruti website
on the internet, and to demand that he and his co-defendants [FN1] be barred from doing so, a preliminary injunction hearing was held
on October 7, 1997. For the reasons set forth below, defendants will be barred from using the Cerruti name in connection with selling
goods or designs, or describing such goods or designs, unless they comply with the restrictions set forth below.

This is the second opinion in this case. In an earlier opinion, Cerruti 1881 S.A. v. Cerruti, Inc., 169 F.R.D. 573, 584 (S.D.N.Y.1996),
familiarity with which is assumed for current purposes, I granted plaintiffs a declaratory judgment that defendants' trademark rights in
the name Cerruti had been abandoned and were therefore cancelled. As established at the October 7 hearing, plaintiffs are designers
and marketers of high-priced clothing, fabrics and accessories under marks that use the Cerruti name. (Tr. 53-54) Plaintiffs have
expended sums in the millions of dollars in this country alone to advertise and market their products, including an expenditure of $4.3
million in 1997. (Tr. 70) Plaintiffs also plan to open a boutique in New York. (Id.) Their goods range in price from moderate to highly
expensive, and none are sold in such mass-market stores as K-Mart. (Tr. 71)

Following the earlier opinion in this case, defendant Leo Cerruti has been maintaining an internet website on which he advertises and
offers for sale clothing, fabrics and accessories under the name "Q, by Leo Cerruti." (PX 7; Tr. 105, 108) Notwithstanding the decree
in the earlier opinion invalidating Leo Cerruti's use of trademarks employing the word Cerruti, the website he maintains continued to
use such marks, although he claimed at the hearing that such use was inadvertent. (Tr. 103-04) The website is accessible through the
domain name, inter alia, "Cerruti USA.com," which Leo Cerruti claims, remarkably, was chosen "to prevent any confusion with Nino
Cerruti, Cerruti in France or in Italy." (Tr. 92) However, the surname Cerruti appears 22 times on the six pages of the website,
including seven times on the first page. (PX 5A) That website has also included a statement from Leo Cerruti that he is "pleased to
announce the launch of my new line of fabric and accessories called Q which will carry on the proud tradition of quality and
craftsmanship you have always expected from the Cerruti family." (Tr. 99)

According to Leo Cerruti, his goods "are of the highest quality and are of such high quality and standard that they cannot be sold in
many of the lower and mid-range stores and discount houses that the plaintiff sells to and where his product can be found." (Tr. 105)
He has a swimwear fabric collection he is currently marketing (Tr. 100), and plans "finished products, such as men's neckwear,
probably sometime I would say for fall '98." (Tr. 106) He is "using the Leo Cerruti name on the website to promote Leo Cerruti,
myself, and what I do, which includes my products." (Tr. 108)

Based on the above facts, and the facts set forth in the earlier opinion, it is apparent that defendant Leo Cerruti, himself and through
the corporate defendants, is using the name Cerruti in a manner calculated to create and take advantage of confusion between his own
products and those of plaintiffs.

From these facts, certain legal conclusions follow. First, plaintiffs' marks contain a heavily advertised and marketed proper name, and
are registered; therefore, they are strong. See Lois Sportswear U.S.A., Inc. v. Levi Strauss & Co., 799 F.2d 867, 871 (2d Cir.1986).
The owner of a strong mark is entitled under � 43(a) of the Lanham Act to an injunction against anyone using a mark sufficiently
similar to make it likely that confusion, mistake or deception will be created as to the origin of the defendant's goods. See 15 U.S.C. �
1125(a)(1994).

Likelihood of confusion is assessed by considering the eight factors articulated by Judge Friendly in Polaroid Corp. v. Polarad Elecs.
Corp., 287 F.2d 492, 495 (2d Cir.), cert. denied, 368 U.S. 820, 82 S.Ct. 36, 7 L.Ed.2d 25 (1961), and any others that may be relevant in
a particular case. See Paddington Corp. v. Attiki Importers & Distrib., 996 F.2d 577, 583 (2d Cir.1993).

The eight Polaroid factors apply as follows to the facts of this case: (i) As noted, the name Cerruti is part of several registered marks,
and is presumptively strong. Lois Sportswear, 799 F.2d at 871.(ii) The name Leo Cerruti is highly similar and could suggest a line of
products from the same manufacturer as plaintiffs' pervasively marketed products. (iii and iv) The products involved are close if not
directly competing, and there is no gap to be bridged. (v) There has been no evidence presented of actual confusion, but we are at the
preliminary stage of this case, and thus this factor weighs only lightly in defendants' favor. (vi) Leo Cerruti is the junior user here by
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virtue of the lapse of all of defendants' Cerruti marks, and there is little doubt as to his bad faith. Apart from the repeated perjury he
committed in connection with the hearing that preceded the earlier opinion, the pervasiveness of his use of the name Cerruti in the
pages of the website, along with highly ambiguous references to his family's history of high-quality workmanship, leaves little doubt
that he is intent on creating and exploiting as much confusion as possible. (vii) The quality of defendants' products, if any, is not yet
apparent. Although Leo Cerruti testified that his products would be of the highest quality, his record as to truthfulness in presenting
even objectively verifiable facts is not encouraging. (viii) Finally, although the consumers at the high end of plaintiffs' product line
may be quite sophisticated, those at the lower end may not. In any event, all consumers of plaintiffs' products may be aware that
plaintiffs produce and distribute a range of products, and therefore also might believe that even a low-quality product could be
included within that range. In sum, other than the absence of evidence of actual confusion, all the Polaroid factors favor plaintiffs.

In the ordinary case, that would end the inquiry and an injunction would follow. However, this case is somewhat unusual in that Leo
Cerruti wishes to do business under his actual name, and has a history of having done so in the past. Plaintiffs protest that Leo Cerruti
cannot be trusted to abide by any injunction short of an outright ban on the continued use of his name. That may be, but barring him
outright from using his name is simply too radical a step to take in the first instance. Indeed, the cases plaintiffs cite to support their
demand for an injunction barring Leo Cerruti from using his name did not grant that relief. In both John B. Stetson Co. v. Stephen
Stetson Co., 85 F.2d 586, 587 (2d Cir.), cert. denied, 299 U.S. 605, 57 S.Ct. 232, 81 L.Ed. 446 (1936), and L.E. Waterman Co. v.
Modern Pen Co., 193 F. 242, 247-48 (S.D.N.Y.) (L.Hand, D.J.), aff'd as mod., 197 F. 534 (2d Cir.1912), aff'd, 235 U.S. 88, 35 S.Ct.
91, 59 L.Ed. 142 (1914), the Courts required the defendants to distinguish their confusingly named products--Stetson hats and
Waterman pens--from the well-known products of the plaintiffs. I will do the same here, at least in the first instance, unless and until
Leo Cerruti shows himself unable or unwilling to comply with such an injunction, at which time I will consider barring him from use
of the Cerruti name.

For the above reasons, I find that defendants' use of the Cerruti name creates the danger of confusion as to source between their
products and those of plaintiffs. Accordingly, defendants are barred from using the name Cerruti, standing alone, to designate or
advertise any product, and are directed to include the following entry, in capital letters, in all places where their products are referred
to--including without limitation labels, tags, websites, advertisements and literature of any kind--such lettering to be in type no smaller
and no less bold than the largest and/or boldest typeface in which the word Cerruti appears: LEO CERRUTI PRODUCTS ARE NOT
RELATED TO OR AUTHORIZED BY THE WORLDWIDE CERRUTI FASHION FIRM BASED IN ITALY.

Settle order containing the above terms on ten days' notice.

SO ORDERED:

FN1. It appears that defendant Leo E. Cerruti Sr. died on October 21, 1997. On that date as well, counsel submitted a letter brief in his
behalf arguing his continued right to use the Cerruti name to designate products he himself designs. (Snyder letter at 4) Plainly, that
right is no longer at issue and Leo E. Cerruti Sr. need no longer be considered a defendant in this case. Should his estate choose to
assert any right in the use of the Cerruti name to market goods, that issue can be dealt with in a subsequent proceeding. The corporate
defendants did not appear at all at the hearing.
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I. Introducción 
 
La pertinencia no es una condición suficiente para la admisibilidad de evidencia de cualquier 
tipo, incluyendo la evidencia de naturaleza electrónica. Una pieza de evidencia, aunque 
pertinente, puede resultar inadmisible debido a razones intrínsecas o extrínsecas a la búsqueda de 
la verdad. Como explica el Profesor Ernesto L. Chiesa, “[s]e excluye evidencia pertinente 
cuando se estima que es preferible sacrificar su valor probatorio no admitiéndola, antes de 
comprometer la búsqueda de la verdad con esa evidencia, que tiene potencial de conducir a error. 
Se trata aquí de falta de confiabilidad”.{1}1 
 



	  

Debemos confrontar la realidad de que los procesos de naturaleza electrónica llegaron para 
quedarse y simplificar los procesos de admisibilidad de este tipo de evidencia. Los procesos 
judiciales deben dirigirse hacia la búsqueda de la verdad, partiendo de la premisa que los 
sistemas electrónicos son, de ordinario, confiables. Que sea quien impugne tal confiabilidad el 
que tenga la carga de probarlo. Para ello, es necesario el adoptar presunciones para la 
admisibilidad prima facie de evidencia de naturaleza electrónica. En justicia, esto permitirá que 
la parte con una causa de acción que dependa de evidencia de naturaleza electrónica tenga una 
carga menos onerosa. Con esto en mente hemos desarrollado el presente trabajo de investigación. 
 
II. La falta de confianza en los sistemas electrónicos 
 
El tema de la confiabilidad de la evidencia electrónica ha sido tratado paradójicamente bajo la 
presunción generalizada de que la evidencia de naturaleza electrónica es más susceptible a ser 
alterada o manipulada. Sin embargo, cada día confiamos y dependemos más de los sistemas de 
información. Al atacar la confiabilidad de la información generada o almacenada en medios 
electrónicos muchas veces se utilizan estas concepciones generalizadas sobre la vulnerabilidad 
del medio electrónico, bajo el supuesto de que la mayoría de los usuarios tienen la capacidad de 
convertirse en “hackers” o expertos programadores para alterar información producida por 
medios electrónicos. Inclusive, un tribunal de distrito de los Estados Unidos en Texas se ha 
expresado en términos de que existe una presunción sobre la no confiabilidad de información 
descubierta por la Internet.{2}2 
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Sobre la admisibilidad de la evidencia electrónica, un comentarista de la jurisdicción australiana 
ha comentado lo siguiente: 
 

“What is the purpose of the laws of evidence when we will trust our lives to computer-
designed aircraft and cars, yet refuse to receive computer reports in evidence unless they 
have been tried through all levels of Dante’s inferno? Reliability is the path that leads, 
hopefully, to judicially determined truth. . ., legislators and the courts have demanded 
unreasonably high standards of reliability: in fact I suspect, some quasi-scientific standards 
of reliability are being demanded in the forensic sphere for computers, when such is not 
required for other ‘scientific instruments’, or for witnesses.”{3}3 
 

Es posible que al presente resulte más sencillo alterar un documento en papel que un documento 
electrónico. La información producida o almacenada en medios electrónicos debería gozar hoy 
del reconocimiento general sobre su confiabilidad, considerándose la posibilidad de alteración o 
manipulación de información como una excepción a lo que debería ser la regla general de que la 
información producida en medios electrónicos es, de ordinario, confiable. 
 
Sobre la aceptación de los procesos computadorizados, se ha establecido que: 
 

[T]he presentation of scientific evidence usually requires proof of the validity of the 
underlying theory and the reliability of the instrument. However, computers are so widely 
accepted and used that the proponent of computer evidence need not prove those elements 



	  

of the foundation; under Federal Rule of Evidence 201, the trial judge will judicially notice 
the validity of the theory underlying computers and the general reliability of 
computers.{4}4 
 

¿Cuántas personas ponen en duda la confiabilidad de los cajeros automáticos (ATMs por sus 
siglas en inglés) para retirar efectivo de sus cuentas bancarias y los balances que éstas les 
informan luego de cada transacción? ¿Cuántos usuarios de la Internet no confían en la exactitud 
y confidencialidad de las transacciones electrónicas al realizar compras mediante el uso de sus 
tarjetas de crédito en Amazon, eBay, entre otros? ¿Cuántos estudiantes de nivel post-graduado 
no confían en la privacidad, confidencialidad y rapidez con que sus solicitudes de préstamos 
estudiantiles son procesadas a través del sitio de la Internet al completar su FAFSA (solicitud de 
asistencia económica)? ¿Acaso los que rinden sus planillas de contribución sobre ingresos 
electrónicamente en el sitio de la Internet del Departamento de Hacienda no confían en estos 
sistemas? ¿Al autorizar 
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al Departamento de Hacienda a realizar los depósitos de reintegros directamente a sus cuentas 
bancarias, no están confiando totalmente en los sistemas electrónicos desarrollados para esos 
fines? 
 
Sin embargo, aunque cada día que pasa el comercio electrónico y la dependencia en sistemas 
electrónicos es mayor, el escepticismo jurídico al momento de admitir evidencia de naturaleza 
electrónica continúa inalterado, demostrando una total desconfianza en los medios y sistemas 
electrónicos de almacenamiento y producción de información. ¿Por qué lo que en el diario vivir 
es totalmente confiable, no lo es al momento de admitir evidencia de naturaleza electrónica? 
¿Cómo es posible que no cuestionemos, en términos generales, la exactitud de las transacciones 
registradas en nuestra cuenta del Autoexpreso, y sin embargo, si esa misma información la 
fuéramos a admitir en evidencia, probablemente sería atacada en términos de su confiabilidad y 
posibilidad de manipulación y/o alteración? 
 
El Tribunal Supremo de Singapur, en su contestación al trabajo de investigación del Technology 
Law Development Group,{5}5 a través del Sr. Foo Chee Hock, Sub-Registrador, expresó lo 
siguiente sobre la desconfianza en los procesos electrónicos: 
 

[A]dvancements in software and hardware technologies, the exponential growth in usage 
of the Internet after the passage of the [Evidence] amendment Bill, and indeed the 
widespread acceptance of computer output (broadly defined) in the business community, 
necessitate revising the current approach and perhaps rethinking this distrust. The 
perception that all forms of electronic evidence are unreliable and prone to error is no 
longer valid, although issues of integrity and authenticity remain.{6}6 
 

El área de récords de negocios, como excepción a la prueba de referencia, ha sido ampliamente 
analizada en el contexto de evidencia electrónica. Sobre la autenticación de récords de negocios 
producto de los computadores, se ha establecido que no se requieren pruebas periódicas de 
programas computadorizados para la detección de errores de programación internos, debido a 



	  

que las operaciones básicas de las computadoras se presumen confiables.{7}7 Como también se 
comenta, “the mere suspicion that a computer system is vulnerable to ‘hacking’ from unspecified 
malevolent outsiders, without any corroborating evidence, is insufficient basis for exclusion of 
computer records”.{8}8 
 
Además de los problemas de confiabilidad y autenticación de documentos de medios 
electrónicos, existen otros problemas relacionados con prueba de 
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referencia y de mejor evidencia que pudieran afectar la admisibilidad de documentos 
electrónicos. Las excepciones a la regla de prueba de referencia contenidas en nuestra Regla 65 
de Evidencia{9}9 han sido adaptadas a los medios electrónicos para la admisión de prueba que, 
de otra forma, resultaría inadmisible. Como ejemplo se ha utilizado la excepción de récord del 
negocio para admitir documentos electrónicos.{10}10 La consideración de estas otras instancias 
que afectan la admisibilidad de documentos electrónicos no es parte del alcance del presente 
trabajo de investigación. 
 
III. Autenticación de evidencia 
 
A excepción del testimonio en vivo, cualquier evidencia para ser admisible debe ser autenticada, 
en el sentido de establecer que tal evidencia en efecto es lo que su proponente sostiene que 
es.{11}11 Dispone nuestra Regla 75 de Evidencia lo siguiente: “El requisito de autenticación o 
identificación como una condición previa a la admisibilidad se satisface con la presentación de 
evidencia suficiente para sostener una determinación de que la materia en cuestión es lo que el 
proponente sostiene”.{12}12 
 
Por lo tanto, para admitir cierta evidencia, el proponente tiene que presentar otra evidencia 
suficiente para demostrar que lo presentado en evidencia en efecto es lo que dice que es. Este 
requisito de autenticación no siempre es requerido, debido a que nuestras reglas de evidencia 
incluyen presunciones de autenticidad que tienen el efecto práctico de que sea el que se oponga a 
su admisibilidad el que tenga que presentar evidencia sobre la no autenticidad de la prueba 
propuesta. 
 
Nuestra Regla 76 de Evidencia,{13}13 aunque no taxativamente, incluye unos ejemplos de 
autenticación o identificación de evidencia, a saber: (a) autenticidad mediante evidencia de la 
letra, (b) identificación de la voz, (c) conversaciones telefónicas, (d) escritos antiguos, (e) 
escritos en contestación, (f) contenido de escritos, (g) autenticación mediante admisión y (h) 
testamentos. Otros medios de autenticación incluyen (i) el testimonio de testigos con 
conocimiento, (ii) prueba circunstancial, como es la cadena de custodia y (iii) mediante el 
proceso o sistema que produce la evidencia. 
 
Estos métodos de autenticación han sido evaluados por tratadistas para determinar su 
aplicabilidad a la autenticación de la evidencia electrónica.{14}14 Se han 
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considerado los siguientes métodos como aplicables a la autenticación de prueba electrónica: (a) 
auto-identificación por el que envía (aplicado a los correos electrónicos), (b) auto-identificación 
por el que recibe (correos electrónicos y páginas en la red), (c) admisión de la parte opuesta, (d) 
contenido de documento, (e) circunstancias extrínsecas (evidencia del proveedor de servicio de 
Internet), (f) documentos producidos, como parte de requerimiento de parte, (g) firmas 
electrónicas y (h) cadena de custodia, entre otros.{15}15 
 
Al presente, nuestras reglas de evidencia no contienen disposiciones específicas relacionadas con 
la autenticación de prueba de naturaleza electrónica.{16}16 Los abogados dependen de que, por 
analogía, se apliquen las reglas existentes al campo de la evidencia electrónica. Por último, 
aunque en principio no hay problema con este mecanismo, pues las reglas deben ser de 
aplicabilidad general a cualquier pieza de evidencia en cuestión y a cualquier medio utilizado 
para su almacenamiento y registro, la realidad es que el escepticismo sobre la confiabilidad de 
los documentos generados electrónicamente requieren que se adopten reglas para, de alguna 
manera, simplificar el proceso de autenticación y admisibilidad de evidencia electrónica. 
 
IV. Presunciones, autenticación prima facie y aplicabilidad a la evidencia electrónica 
 

A. Las presunciones y la autenticación prima facie 
 

Las presunciones pueden resultar en una herramienta importante para autenticar evidencia sin la 
necesidad de otra evidencia extrínseca adicional. Las presunciones son reglas de inferencias 
dirigidas al juez o al jurado, cuyo efecto principal es afectar el peso o carga de la prueba.{17}17 
Una presunción no es otra cosa que una norma o regla que establece las inferencias que puede o 
debe hacer el juez o el jurado. Las presunciones están definidas en nuestra Regla 13 de Evidencia 
de la siguiente manera: 
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Una presunción es una deducción de un hecho que la ley autoriza a hacer o requiere que se haga 
de otro hecho o grupo de hechos previamente establecidos en la acción. A ese hecho o grupo de 
hechos previamente establecidos se le denomina hecho básico; al hecho deducido mediante la 
presunción se le denomina hecho presumido.{18}18 
 
Las presunciones son instrucciones mandatorias al jurado de que, si encuentra los hechos básicos 
verdaderos, debe encontrar los hechos presumidos como ciertos, ausente evidencia en 
contrario.{19}19 La presunción tiene el efecto de forzar a la parte opuesta a traer evidencia para 
refutar el hecho presumido. 
 
Las presunciones son clasificadas como mandatorias y permisivas. Esta clasificación es 
importante para establecer el efecto que tienen las presunciones dependiendo de si el caso es 
civil o criminal. En términos generales, en casos civiles las presunciones son mandatorias y 
fuertes, mientras que en los casos criminales no lo son si benefician al estado.{20}20 Se ha 
señalado también que todas las presunciones son controvertibles, pues se permite evidencia para 
refutar el hecho presumido.{21}21 



	  

 
Nuestra Regla 16 de Evidencia{22}22 recoge una serie de presunciones particulares, algunas de 
las cuales pudieran ser aplicadas a la autenticación de prueba electrónica. La presunción número 
24 establece “[q]ue una carta dirigida y cursada por correo debidamente, fue recibida en su 
oportunidad”.{23}23 Presentada evidencia de que la carta fue escrita, apropiadamente dirigida a la 
otra parte, que se le colocaron los sellos requeridos y que se depositó en el correo, se presume 
que la carta fue recibida por el destinatario. Esta presunción ha sido aplicada al envío de correos 
electrónicos.{24}24 
 
Sobre la aplicación de esta presunción a los correos electrónicos, el Profesor Rice{25}25 expone 
la explicación de un tribunal al transferir la presunción de las cartas a los correos electrónicos: 
 

One of the fastest growing methods of communication is electronic mail or e-mail. E-mail 
is a computer-to-computer version of the postal service that enables users to send and 
receive messages and in some instances graphics or voice messages, either to individual 
recipients or in broadcast form to larger groups. In order to establish proof that electronic 
messages have been sent, courts may look, for example, to proof of electronic mail return-
receipt or to confirmation of downloading or printing. As new technologies continue to 
develop, the sort of 
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proofs required to demonstrate proof of mailing and receipt will likewise change.{26}26 
 
Del mismo modo, otras presunciones del derecho común han sido consideradas como aplicables 
a la evidencia electrónica, como (1) la autoridad para conducir negocios (autoridad sobre la 
computadora registrada a nombre de un individuo o negocio) y (2) la responsabilidad vicaria por 
el uso de propiedad (al igual que con los vehículos, se habla de la responsabilidad por el uso del 
terminal del computador poseído por otro).{27}27 
 
Nuestras reglas de evidencia consideran unas instancias en que no se requiere evidencia 
extrínseca de autenticación como condición para la admisibilidad de cierta evidencia. Éstas están 
incluidas en la Regla 79 de Evidencia{28}28 e incluyen como evidencia auténtica prima facie (1) 
documentos reconocidos, (2) documentos públicos bajo sello oficial, (3) documentos públicos 
suscritos por funcionarios públicos, (4) documentos públicos extranjeros, (5) copias certificadas 
de récord y documentos públicos, (6) publicaciones oficiales, (7) periódicos o revistas y (8) 
etiquetas comerciales. 
 

B. Aplicabilidad de las presunciones a la evidencia electrónica 
 
Los documentos públicos bajo sello oficial y los documentos públicos suscritos por funcionarios 
públicos pueden ser solicitados y hasta producidos electrónicamente a través de los sitios en la 
Internet del Gobierno de Puerto Rico. Aunque la regla cuando fue concebida no contemplaba 
esta posibilidad, la misma podría ser aplicable a documentos obtenidos de manera electrónica 
cuando el gobierno establezca los mecanismos necesarios para su tramitación mediante 



	  

certificaciones gubernamentales. Lo mismo podría ser aplicable a las copias certificadas de 
expedientes, datos y documentos públicos. 
 
Es importante considerar que muchas de las publicaciones oficiales del gobierno se pueden 
obtener por medios electrónicos. Las decisiones judiciales, manuales y reglamentos, leyes, 
informes legislativos, presupuestos y otras publicaciones que realiza el Estado están disponibles 
a través de los sitios en la Internet del gobierno, por lo que su autenticación prima facie, aunque 
se trate de una impresión de un documento obtenido por medios electrónicos, no debería 
presentar inconvenientes. 
 
Sobre la autenticación de testimonio describiendo información alegadamente publicada en un 
sitio en la Internet, el proponente del testimonio, conforme lo explica el Profesor 
Imwinkelried,{29}29 pudiera establecer como base para la autenticación: 
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[An] entity operates a web site with a particular universal resource locator (URL) address, 
usually prefaced with “www”. If the site purports to be operated by a government entity, 
the documents posted there are arguably self-authenticating under Federal Rule of 
Evidence 902(5).{30}30 Likewise, if a site includes a company’s “inscription” or “label”, 
the self-authentication provision of Rule 902(6) might come into play. 
 

Finalmente, es preciso señalar que muchos periódicos y revistas hoy en día son publicados tanto 
en papel como en medios electrónicos. Muchas de las empresas publicadoras mantienen sitios en 
la Internet en que publican diariamente el contenido de sus versiones en papel. Si el papel se 
presume auténtico, la impresión del documento obtenido por medios electrónicos debería correr 
la misma suerte. 
 
V. Análisis de decisiones judiciales en los Estados Unidos 
 
Nos encontramos frente a un asunto novel en nuestra jurisdicción, del cual no se ha escrito 
mucho, por lo que revisamos la jurisprudencia de los tribunales de los Estados Unidos para 
investigar el tipo de presunciones o inferencias judiciales que se han establecido, si algunas, en 
relación al descubrimiento de prueba electrónica. 
 
Del análisis de dicha jurisprudencia se pretende identificar las tendencias que, dentro del marco 
de la evidencia electrónica, nos sirvan para formular unas sugerencias relacionadas con las 
presunciones para efectos de autenticidad de evidencia, que nos permitan conducir los procesos 
de descubrimiento de prueba electrónica a la par con el desarrollo de la tecnología moderna. 
 

A. Espoliación (spoliation) de la evidencia 
 

Muchos de los casos revisados atienden el problema de la espoliación (spoliation){31}31 
estableciendo instrucciones al jurado sobre inferencias adversas contra la parte que 
intencionalmente destruye evidencia electrónica.{32}32 Algunas decisio- 
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decisiones han establecido una presunción de que la evidencia resultaría adversa para la parte 
que incurre en el acto de espoliación.{33}33 Estas inferencias adversas han sido impuestas 
inclusive contra el gobierno por actos de espoliación realizados por firmas de abogados externos 
contratados para un pleito.{34}34 La negligencia crasa en la destrucción de evidencia y el claro 
deber de preservar la evidencia electrónica, han sido considerados elementos necesarios para que 
un tribunal imponga sanciones por espoliación.{35}35 
 
En un caso resuelto en el año 2004, la alegación de los demandados, de que la evidencia del 
demandante era inadecuada, careció de méritos debido a que, según expresó el tribunal, 
“[d]estruction of evidence raises the presumption that disclosure of the materials would be 
damaging.”{36}36 
 
En una demanda de violación de derechos de patentes, en la que hubo alegaciones de espoliación 
o destrucción de evidencia, en particular, de correos electrónicos, el juez de distrito sostuvo las 
recomendaciones del juez magistrado de que, (1) se le prohibiera al demandante reclamar la 
protección del privilegio abogado-cliente y del producto del trabajo del abogado, (2) se 
impusiera una inferencia negativa, (3) se advirtiera que cualquier retención o descubrimiento 
tardío podría resultar en una sentencia contra el demandado y (4) se impusieran 
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honorarios de abogado y costas asociadas con la espoliación del demandado a favor de la parte 
demandante.{37}37 
 
Sin embargo, las sanciones de inferencias adversas por espoliación, de ordinario, no se imponen 
a menos que la parte contra la cual se solicita la inferencia negativa haya tenido una obligación 
clara de conservar la evidencia{38}38 o si el demandado conocía o debió haber conocido que la 
evidencia sería pertinente a un juicio inminente o anticipado.{39}39 Algunos tribunales también 
han rechazado el imponer inferencias negativas en juicios sin jurado.{40}40 
 
Se ha establecido también la obligación de cada parte de conservar documentos pertinentes a una 
inminente causa de acción mediante un “litigation hold”, o sea, un aviso de litigio cuyo efecto 
principal es el asegurar la conservación de evidencia y suspensión de los procesos rutinarios y 
ordinarios de destrucción de documentos. En el caso de Zubulake V{41}41 se expresó el tribunal 
sobre este particular de la forma siguiente: 
 

Once a party reasonably anticipates litigation, it must suspend its routine document 
retention/destruction policy and put in place a “litigation hold” to ensure the preservation 
of relevant documents. As a general rule, that litigation hold does not apply to inaccessible 
backup tapes (e.g., those typically maintained solely for the purpose of disaster recovery), 
which may continue to be recycled on the schedule set forth in the company’s policy. On 
the other hand, if backup tapes are accessible (i.e., actively used for information retrie-val), 
then such tapes would likely be subject to the litigation hold.{42}42 
 



	  

En otro caso se sostuvo que el tribunal de instancia no abusó de su discreción al imponer una 
sanción de instrucción de inferencia adversa por la destrucción de las grabaciones, al ser dichas 
grabaciones claramente pertinentes a un pleito razonablemente previsible, no habiendo récords 
alternos, y habiendo evidencia de que récords como éstos habían sido conservados en otros 
pleitos. La destrucción de dichas grabaciones luego de comenzado el pleito permitían la sanción. 
Sin embargo, la destrucción rutinaria de dichos récords sujeto a una política gerencial anterior al 
pleito no daba lugar a la presunción de mala fe para justificar la instrucción de inferencia 
adversa. En reconsideración, el tribunal fue instruido para permitir que el demandante pudiera 
presentar evidencia para retar la presunción refutable que crea una inferencia adversa.{43}43 
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En otro caso, un tribunal rechazó el argumento de la parte demandada de que la destrucción de 
correos electrónicos no violaba un requerimiento de descubrimiento que no mencionaba 
específicamente los correos electrónicos, e impuso una sanción de $566,838 por los costos de 
recuperación y una instrucción de inferencia adversa por la espoliación de correos 
electrónicos.{44}44 
 
En el caso de Zubulake V{45}45 el tribunal estableció el tipo de presunción que da lugar a una 
presunción sobre la pertinencia de los documentos destruidos: 
 

In the context of a request for an adverse inference instruction, the concept of “relevance” 
encompasses not only the ordinary meaning of the term, but also that the destroyed 
evidence would have been favorable to the movant. “This corroboration requirement is 
even more necessary where the destruction was merely negligent, since in those cases it 
cannot be inferred from the conduct of the spoliator that the evidence would even have 
been harmful to him.” This is equally true in cases of gross negligence or recklessness; 
only in the case of willful spoliation does the degree of culpability give rise to a 
presumption of the relevance of the documents destroyed. 

 
En un caso de fraude en inversiones, el tribunal, citando a Residential Funding v. DeGeorge 
Financial Corp,{46}46 y a Zubulake IV,{47}47 reestableció los elementos necesarios para sostener 
una sanción de inferencia adversa. Si se encuentra que los demandados tuvieron notificación 
adecuada del litigio pendiente dando lugar a un deber de conservar la evidencia antes del 
desahucio y abandono de las computadoras, entonces eso “constituted an act of gross negligence 
that is not excused by the disarray of their business affairs.”{48}48 
 
Sin embargo, las circunstancias de la negligencia crasa de los demandados solamente, no 
apoyaron un señalamiento de que la información perdida hubiera sido pertinente al pleito ni que 
la pérdida pudiera presumirse que hubiera perjudicado al demandante, elementos necesarios para 
apoyar una sanción de inferencia adversa. 
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B. Presunciones aplicables a los costos del descubrimiento de prueba electrónica 
 



	  

Otras de las áreas en que los tribunales han establecido presunciones o inferencias es la 
relacionada a la carga de sufragar los costos del descubrimiento de prueba electrónica. Se 
presume que el costo de descubrir la prueba electrónica corresponde a la parte que tiene el deber 
de descubrir,{49}49 aunque los tribunales han desarrollado una serie de pruebas para determinar 
cuándo dicha carga debe ser desplazada a la parte que solicita el descubrimiento.{50}50 
 
Es de notar el hecho de que las inferencias o presunciones adoptadas por los tribunales 
consideran básicamente asuntos relacionados con la destrucción de documentos, las obligaciones 
de conservación de evidencia y la responsabilidad por los gastos relacionados con la producción 
de documentos. Ninguno de los casos revisados ha establecido presunciones específicas sobre los 
procesos electrónicos que permitan autenticar prima facie evidencia electrónica presentada en un 
litigio. 
 
El recurrir al conocimiento judicial para establecer la confiabilidad de las ciencias y las 
tecnologías que permiten la transmisión de datos a través de líneas telefónicas y mediante 
satélites ha sido una opción.{51}51 El Profesor Rice expone lo siguiente: 
 

On the question of the reliability of particular communications, the community’s favorable 
experience with Internet communications would give rise to a logical inference that the 
communication in question is reliable. Eventually, the strength of this experience could 
justify its formal recognition in a presumption. This presumption would be the equivalent 
of the presumption that properly mailed letters are received by the addressees.{52}52 
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VI. Presunciones propuestas en Singapur 
 
El Technology Law Development Group del Singapore Academy of Law publicó en diciembre 
de 2004 el Informe Final del trabajo de investigación titulado “Computer Output as Evidence” 
donde incluye el borrador de enmienda a las leyes de evidencia de 2005 que recoge las 
recomendaciones realizadas producto del trabajo de investigación.{53}53 
 
El trabajo explora cuatro opciones a ser consideradas en una posible reforma de la ley.{54}54 
Estas opciones son: (i) adoptar un acercamiento para la admisión de récords electrónicos que no 
sea específico de computadoras, (ii) opción igual a la anterior, pero incluyendo presunciones que 
faciliten la admisibilidad de dichos récords electrónicos, (iii) adoptar un acercamiento de récords 
de negocios para la admisión de récords de negocios en forma electrónica y (iv) mantener el 
acercamiento vigente específico de computadoras, liberando las reglas de admisibilidad. El 
documento recomienda provisionalmente la segunda opción. 
 
Las primeras dos presunciones fueron basadas en el Uniform Electronic Evidence Act de Canadá 
(en adelante UEEA) mientras que las últimas dos en el Australian Commonwealth Evidence Act 
de 1995.  
 
El borrador de enmiendas a las leyes de evidencia incluye una nueva sección 81A que contiene 
presunciones relacionadas con los récords electrónicos. Dicha enmienda propuesta lee así: 



	  

 
(1) Unless evidence sufficient to raise doubt about the presumption is adduced, where a 
device or process is one that, or is of a kind that, if properly used, ordinarily produces or 
accurately communicates an electronic record, the court shall presume that in producing or 
communicating that electronic record on the occasion in question, the device or process 
produced or accurately communicated the electronic record. 
(2) Unless evidence to the contrary is adduced, the court shall presume that any electronic 
record generated, recorded or stored is authentic if it is esta- blished that the electronic 
record was generated, recorded or stored in the usual and ordinary course of business by a 
person who was not a party to the pro- ceedings on the occasion in question and who did 
not generate, record or store it under the control of the party seeking to introduce the 
record. 
(3) Unless evidence to the contrary is adduced, where an electronic record was generated, 
recorded or stored by the opponent of the evidence but adduced by the proponent against 
the opponent, the court shall presume that the electronic record is authentic in relation to 
the authentication issues arising from the generation, recording or storage of the record by 
the opponent. 
(4) . . . .  
(5) Where an electronic record was recorded or stored from a document produced pursuant 
to an approved process, the court shall presume, unless evi- 
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evidence to the contrary is adduced, that the electronic record accurately reproduced that 
document.{55}55 

 
Las anteriores presunciones propuestas recogen las presunciones adoptadas tanto por Australia y 
Canadá, así como por el derecho común.{56}56 En primer lugar, se presume que los equipos que 
producen datos electrónicos trabajaron adecuadamente cuando produjeron los datos o récords. En 
segundo lugar, se presume que los récords producidos en el curso ordinario de los negocios por 
terceros que no son parte interesada en el pleito son auténticos. De igual manera se comenta que 
el curso ordinario de los negocios incluye, además de las organizaciones con fines de lucro, al 
gobierno y demás organizaciones sin fines pecuniarios. 
 
Finalmente, se presume que los récords electrónicos reproducidos o almacenados mediante 
procesos aprobados por el tribunal, también son auténticos, salvo evidencia en contrario. 
 
VII. Ley Uniforme de Evidencia Electrónica de Canadá 
 
El Uniform Electronic Evidence Act{57}57 de Canadá define, en su artículo 1, el concepto de 
récord electrónico de la siguiente manera: 
 

(b) “electronic record” means data that is recorded or stored on any medium in or by a 
computer system or other similar device that can be read or perceived by a person or a 
computer system or other similar device. It includes a display, printout or other output of 
that data, other than a printout referred to in Sub-section 4(2). 



	  

 
Nótese que la definición es bastante amplia e incluye las impresiones o cualquier otra 
reproducción de datos, lo que se demuestra o se ve, pero limitado a datos registrados o 
almacenados en cualquier medio en o por un sistema computadorizado u otro artefacto similar. 
 
Esta ley no permite un ataque a la integridad o confiabilidad del récord electrónico en la etapa de 
autenticación. En los comentarios de la ley se establece que el proponente de la evidencia 
solamente tiene que presentar evidencia de que el récord es lo que el proponente reclama que es 
(e.g., que el récord presentado en evidencia es una factura). Establece el artículo 3 de la ley sobre 
la autenticación: “The person seeking to introduce an electronic record [in any legal proceeding] 
has the burden of proving its authenticity by evidence capable of supporting a finding that the 
electronic record is what the person claims it to be.” 
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En su artículo 5, la ley establece una presunción de integridad de los sistemas de records 
electrónicos en los siguientes términos: 

 
In the absence of evidence to the contrary, the integrity of the electronic records system in 
which an electronic record is recorded or stored is presumed [in any legal proceeding]:  
 
(a) by evidence that supports a finding that at all material times the computer system or 
other similar device was operating properly or, if it was not, the fact of its not operating 
properly did not affect the integrity of the electronic record, and there are no other 
reasonable grounds to doubt the integrity of the electronic records system; 
 
(b) if it is established that the electronic record was recorded or stored by a party to the 
proceedings who is adverse in interest to the party seeking to introduce it; or 
 
(c) if it is established that the electronic record was recorded or stored in the usual and 
ordinary course of business by a person who is not a party to the proceedings and who did 
not record or store it under the control of the party seeking to introduce the record.{58}58 
 

Se establece como presunción controvertible la integridad del sistema de récords electrónicos en 
el que un documento electrónico es registrado o almacenado. Las bases para establecer la 
presunción descansan en cualesquiera de dos circunstancias, a saber: mediante evidencia que 
apoye un hallazgo de que el sistema computadorizado opera apropiadamente o, en la alternativa, 
que no se ha afectado la integridad del récord electrónico y que no existen bases razonables para 
dudar de la integridad del sistema; (i) si se establece que el récord electrónico fue registrado o 
almacenado por una parte adversa a la que presenta la evidencia o (ii) si se establece que el 
récord electrónico fue registrado o almacenado en el curso ordinario de los negocios por una 
persona que no es parte en el litigio, es decir, un tercero no interesado. 
 
Según los comentarios a la ley, se pretendió que el concepto récords de negocios fuera uno que 
incluyera también a aquellas empresas que no generan ingresos como los gobiernos y las 
organizaciones sin fines pecuniarios. 



	  

 
La evidencia que requiere el artículo 5 que se presente como base para establecer la presunción 
puede ser mediante una declaración jurada, conforme al mejor conocimiento del declarante. 
Dicho declarante estará sujeto a ser contrainterrogado por cualquier parte adversa en los 
procedimientos, según establece el artículo 8 de la Ley. El artículo 7 de la misma ley establece 
que: “[t]he matters referred to in subsection 4(2) and sections 5 and 6 may be established by an 
affidavit given to the best of the deponent’s knowledge or belief.”  
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VIII. Presunciones adoptadas en Nueva Escocia 
 
Las Leyes Revisadas de Nueva Escocia, en su sección 23, incluyen prácticamente las mismas 
disposiciones del Uniform Electronic Evidence Act de Canadá{59}59 anteriormente señalado. La 
sección 23A{60}60 incluye las mismas definiciones de récords electrónicos, datos y sistemas.  
 
La sección 23E{61}61 sobre la integridad de los sistemas de récords electrónicos establece lo  
siguiente: 
 

In the absence of evidence to the contrary, the integrity of the electronic records system in 
which an electronic record is recorded or stored is presumed in any legal proceeding 
 
(a) by evidence that supports a finding that at all material times the computer system or 
other similar device was operating properly or, if it was not, the fact of its not operating 
properly did not affect the integrity of the electronic record, and there are no other 
reasonable grounds to doubt the integrity of the electronic records system; 
 
(b) if it is established that the electronic record was recorded or stored by a party to the 
proceedings who is adverse in interest to the party seeking to introduce it; or 
 
(c) if it is established that the electronic record was recorded or stored in the usual and 
ordinary course of business by a person who is not a party to the proceedings and who did 
not record or store it under the control of the party seeking to introduce the record. 
 

Nótese que la presunción establecida es idéntica a la analizada anteriormente en la Ley Uniforme 
de Evidencia Electrónica de Canadá. Asimismo, esta ley también permite el uso de declaraciones 
juradas con el propósito de proveer la evidencia requerida para establecer la presunción de 
integridad de los sistemas,{62}62 cuyo declarante también estará sujeto a ser contrainterrogado 
por cualquier parte adversa en el litigio. 
 
Del mismo modo, las bases para establecer la presunción descansan en cualesquiera de las 
mismas dos circunstancias establecidas en la Ley de Evidencia de Canadá, éstas son: mediante 
evidencia que apoye un hallazgo de que en todo tiempo material, el sistema computadorizado 
operaba apropiadamente o, en la alternativa, que no se había afectado la integridad del récord 
electrónico y que no existen bases razonables para dudar de la integridad del sistema; (i) si se 
establece que el récord electrónico fue registrado o almacenado por una parte adversa a la que 



	  

presenta la evidencia o (ii) si se establece que el récord electrónico fue registrado o almacenado 
en el curso ordinario de los negocios por una perso- 
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persona que no es parte en el litigio y que no realizó el registro o almacenamiento del récord 
electrónico bajo el control de la parte que pretende introducirlo en evidencia. 
 
IX. Presunciones sugeridas para Puerto Rico 
 
La tendencia en las jurisdicciones que al presente han adoptado, o se encuentran en vías de 
adoptar, presunciones para facilitar la admisibilidad de evidencia electrónica, es a los efectos de 
reconocer que los sistemas electrónicos per se son confiables, a diferencia de la percepción 
jurídica en contrario. Día a día los avances tecnológicos nos permiten, como sociedad, realizar 
cada vez más transacciones de distinta naturaleza, dependientes todas del grado de confianza con 
que cuenten los sistemas desarrollados electrónicamente para permitir dichas transacciones. 
 
Al presente, la mayoría de los sistemas electrónicos producen los resultados esperados y para los 
cuales fueron diseñados, lo que les ofrece un alto grado de confiabilidad por las personas que los 
utilizan. En el campo de los negocios y servicios, cada día la dependencia en sistemas 
electrónicos es mayor. Asimismo, periódicamente surgen más y mejores mecanismos de 
seguridad para proteger la integridad de los sistemas electrónicos y ofrecer mayor confiabilidad 
en los resultados que producen. Mucho se ha hablado de la vulnerabilidad de los sistemas 
electrónicos pero, en términos del número de transacciones electrónicas que diariamente se 
llevan a cabo mundialmente, no contamos con evidencia que nos indique el por ciento de 
alteraciones o ataques a dichos sistemas. Es lógico inferir que, en la mayoría de los casos, el 
producto de los sistemas electrónicos no debe ser objeto de alteración o manipulación. 
 
Sin pretender ser exhaustivos, y a modo de ejemplo, podemos mencionar una serie de procesos y 
sistemas electrónicos que han ido ganando aceptación por parte de sus usuarios: 
 

• Presentación de planillas electrónicas (contribución sobre ingresos e Impuesto sobre las 
Ventas y Uso) a través del sitio en la Internet del Departamento de Hacienda; 
 

• Presentación de prórrogas para la presentación de informes anuales de corporaciones e 
información sobre corporaciones registradas, a través del sitio en la Internet del 
Departamento de Estado; 

 
• Presentación de los informes financieros a la Oficina de Ética Gubernamental a través de 

su sitio en la Internet y mediante la cual, el hecho de tramitar el informe de forma 
electrónica, constituye una firma y certificación de quien rinde el informe; 

 
• Obtención de formularios, folletos, leyes y reglamentos, a través de los sitios en la red de 

las dependencias del gobierno, estatal y federal; 
 

• Envío y recibo de correos electrónicos (e-mails); 



	  

 
• Información comercial (sobre garantías, ofrecimientos de venta, etc.) de organizaciones 

que publican las mismas en sus sitios particulares en el Internet; 
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• El producto de aplicaciones electrónicas de aceptación general (Peachtree, Quickbooks, 
TurboTax, PRSoft, etc.) utilizados ordinariamente por los negocios para la preparación de 
planillas contributivas, estados financieros y registros contables, entre otros; 
 

• Transacciones realizadas en los sitios de la Internet propiedad de los bancos comerciales 
y cooperativas, tales como pagos a acreedores, líneas de crédito y transferencias 
bancarias; y 
 

• Solicitudes de préstamos y becas de estudiantes universitarios a través de la Internet 
mediante la radicación electrónica del formulario FAFSA. 

 
Al presente, varias jurisdicciones ya sugieren modelos para la adopción, o de hecho han 
adoptando presunciones de integridad de los sistemas computadorizados, para la autenticación y 
admisibilidad de documentos electrónicos.{63}63 Las presunciones, como se establece en todas 
las jurisdicciones, tienen el propósito de facilitar el proceso de admisión de evidencia: 
 

A presumption that serves the purpose of saving time and expense in calling evidence is 
that mechanical instruments were in order when they were used. In the absence of evidence 
to the contrary, the courts will presume instruments were in order at the material time, but 
they must be of the kind as to which it is common knowledge that they are more often than 
not in working order.{64}64 
 

Varios comentaristas se han mostrado cautelosos sobre la adopción de reglas especiales para el 
descubrimiento de prueba electrónica. Como algunos exponen, hay que tener en cuenta que la 
adopción de reglas particularizadas y de aplicabilidad al descubrimiento de prueba electrónica no 
resulte en reglas que en poco tiempo resulten obsoletas, debido a los avances tecnológicos: 
 

A major danger in adopting rules on e-discovery is to base them on existing technology or 
discovery issues, which will inevitably limit their value and lead to obsolescence prior to 
adoption. Another danger is to adopt a generic rule that is only of value in a limited 
number of cases and may create problems in other ca- 
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ses. Any rule can be abused and the proper application and success of any rule depends 
upon the reasonableness of the courts and parties.{65}65 
 

Tras revisar las presunciones propuestas o adoptadas, tanto por Singapur, como por Canadá, nos 
llama la atención la neutralidad con que las mismas fueron adoptadas, de modo que no se 
conviertan en obsoletas con el mero pasar del tiempo o, inclusive, antes de su adopción. Entre los 



	  

comentarios a las respuestas generadas como consecuencia de la propuesta de Singapur, se 
señaló que: “[r]espondents. . . were in favour of the approach of technology-neutrality which 
‘allows for flexibility in the rules of evidence to embrace further changes due to advent in 
technology.’”{66}66 El Tribunal Supremo de Singapur, en su contestación al trabajo de 
investigación para la propuesta sobre la adopción de las presunciones,{67}67 expresó lo siguiente:  
 

[I]t is preferable to adopt a “technology-neutral non-computer specific” approach to admit 
electronic evidence. Among other reasons, computer output is no longer confined to 
computer printouts and scanned documents but extends to electronic records generated and 
stored by a wide range of data processing, storage and transmission devices such as 
electronic organizers, mobile phones and digital cameras.{68}68 
 

El consenso aparenta ser que el alcance neutral, respecto a la tecnología utilizada para la 
generación y almacenamiento de documentos o datos electrónicos, al momento de la adopción de 
presunciones sobre la integridad y confiabilidad de los sistemas, debe ser el que prevalezca. De 
este modo, se evita que las reglas que se adopten para el descubrimiento de prueba electrónica 
resulten en poco tiempo obsoletas, debido al avance en los desarrollos de la tecnología 
electrónica. 
 
Un mecanismo que permite el establecer un hecho como cierto, sin necesidad de presentar 
prueba formal, es el conocimiento judicial. Establece la Regla 11(A) de Evidencia: 
 

Los tribunales podrán tomar conocimiento judicial de hechos que no son razonablemente 
objeto de controversia por: 
 
1. Ser de conocimiento general dentro de la jurisdicción territorial del tribunal, o 
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2. Ser susceptibles de determinación inmediata y exacta recurriendo a fuentes cuya 
exactitud no puede ser razonablemente cuestionada.{69}69 
 

Comenta el Profesor Chiesa que “[e]l conocimiento judicial de hechos notorios o de 
conocimiento general puede darse en relación con hechos esenciales o elementos constitutivos de 
una causa de acción, reclamación o defensa”.{70}70 La parte que propone la toma de 
conocimiento judicial tiene la obligación de persuadir al tribunal de que se cumple con el criterio 
establecido en la regla.{71}71 Algunos autores entienden que la toma de conocimiento judicial, al 
igual que las presunciones, pueden resultar en que se agilicen los procedimientos de 
admisibilidad de evidencia.{72}72 Comenta el Profesor Rice, sobre la toma de conocimiento 
judicial como mecanismo para establecer la integridad de las tecnologías y las ciencias 
involucradas en la Internet, lo siguiente: 
 

Judicial notice of the sciences and technologies involved in the Internet only establishes 
(authenticates) the reliability of those sciences and technologies. It does not address an 
essential second level of authentication – the reliability of the evidence that was actually 
posted on and retrieved from a particular Web page.{73}73 



	  

 
De modo que, la toma de conocimiento judicial aplica perfectamente al campo de la evidencia 
electrónica, al menos limitada a la confiabilidad de las ciencias y tecnologías involucradas en los 
procesos electrónicos, como un mecanismo de autenticación de evidencia electrónica. 
Naturalmente, dependerá de los jueces reconocer el amplio grado de aceptación y confiabilidad 
que los procesos electrónicos tienen hoy día, mayormente en el área comercial.  
 
Es por eso que es importante la adopción de una presunción general de confiabilidad en los 
procesos electrónicos. La confiabilidad en estos procesos debe quedar establecida por regla, de 
manera que su reconocimiento no se encuentre al arbitrio del juzgador de hechos. 
 
Si intentamos realizar una traducción aplicada a nuestra jurisdicción de las presunciones 
adoptadas por Canadá, obtendríamos un resultado como el siguiente:{74}74 
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Salvo evidencia en contrario, se presume la integridad en cualquier procedimiento judicial, de los 
sistemas de información en el que un récord electrónico es registrado o almacenado: 
 

(a) mediante evidencia que apoye el hallazgo de que en todo momento material el sistema 
computadorizado u otro artefacto similar estuvo operando apropiadamente o, de no ser así, 
el hecho de que no estuviera operando apropiadamente no afectó la integridad del récord 
electrónico, y no existen bases razonables para dudar de la integridad de los sistemas de 
información; 

 
(1) si se establece que el récord electrónico fue registrado o almacenado por una parte 
en los procedimientos que es parte adversa en interés a la parte que presenta el récord 
electrónico; o 
 
(2) si se establece que el récord electrónico fue registrado o almacenado durante el 
curso ordinario de los negocios por una persona que no es parte en los procedimientos 
y que no registró o almacenó el récord bajo el control de la parte que pretende 
introducirlo en evidencia. 
 

(b) La evidencia requerida en el inciso (a) anterior puede ser presentada mediante 
declaraciones juradas, según la creencia y el mejor conocimiento del declarante. El 
declarante estará sujeto a ser contrainterrogado por cualquier parte adversa en los 
procedimientos. 
 

Una presunción de este tipo, de ser adoptada, permitiría agilizar el proceso de autenticación de 
evidencia electrónica, al admitirse prima facie la integridad del sistema que genera o almacena el 
récord electrónico. Correspondería a la parte que interese objetar dicha presunción el presentar 
prueba suficiente para refutar tal presunción. 
 
Además, el permitir que la evidencia base para que se aplique la presunción pueda ser presentada 
mediante declaración jurada, simplificaría sobremanera los procesos iniciales a la admisión de 



	  

evidencia. De todos modos, el declarante será objeto de ser contrainterrogado por cualquiera de 
las partes adversas en el litigio. 
 
Sobrepasando el primer obstáculo de admisibilidad de evidencia electrónica, o sea, que la misma 
fue generada por un sistema presuntamente confiable, es decir, cuya integridad se presume, 
corresponderá aún a la parte que presente la evidencia para su admisión el probar que, en efecto, 
la evidencia propuesta es lo que el proponente alega. Para propósitos de autenticación, establece 
el artículo 3 de la UEEA de Canadá,{75}75 que el proponente de la evidencia tiene la carga de 
probar que la evidencia presentada es lo que reclama que es, sin poderse atacar en ese momento 
la integridad del sistema. 
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Por otro lado, una regla como la anteriormente sugerida, considera como principio de 
aplicabilidad de la presunción que la evidencia propuesta, (i) haya sido registrada o almacenada 
por la parte adversa a la parte que propone la admisión de la evidencia o (ii) que haya sido 
registrada o almacenada por un tercero que no sea parte en el proceso. Estos dos elementos 
ofrecen mayor confiabilidad a la evidencia electrónica propuesta para efectos de su 
admisibilidad, al no haber sido ni generadas, ni almacenadas, por la parte proponente de la 
evidencia. 
 
La UEEA define los conceptos “datos” y “récord electrónico” de manera muy general, pero 
limitados a aquellos que se producen por computadoras o por artefactos similares.{76}76 Bajo esta 
definición, la impresión de un documento electrónico es un récord electrónico, sujeto a las 
disposiciones de la Ley, pero la copia fotostática de la misma impresión no lo es. 
 
La presunción sobre la integridad de los sistemas electrónicos ha sido adoptada en la UEEA con 
el propósito de satisfacer la regla de la mejor evidencia.{77}77 
 
X. Reglas de Derecho Probatorio de 2007 propuestas 
 
El 12 de marzo de 2007, el Comité Asesor Permanente de Reglas de Evidencia presentó al Juez 
Presidente del Tribunal Supremo de Puerto Rico, Honorable Federico Hernández Denton, el 
Informe de las Reglas de Derecho Probatorio de 2007 para su consideración.{78}78 Dicho 
informe constituye una abarcadora revisión de las Reglas de Evidencia de Puerto Rico de 1979, 
según enmendadas.{79}79 
 
En su introducción, el mencionado informe señala que: “[e]sta revisión nos permitirá armonizar 
su contenido con las tendencias modernas en el derecho probatorio y ajustar su aplicación al 
mundo cambiante de la informática y la tecnología”.{80}80 
 
La Regla 901{81}81 del informe, que combina las existentes Reglas 75 y 76 de Evidencia,{82}82 
incluye los requisitos de autenticación o identificación y dispone en sus incisos (B) (13) y (14) lo 
siguiente: 
 



	  

(13) Récord electrónico. Un récord electrónico podrá autenticarse mediante evidencia de la 
integridad del sistema en el cual o por el cual los datos fueron 
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grabados o almacenados. La integridad del sistema se demuestra a través de evidencia que 
sustente la determinación que en todo momento pertinente el sistema de computadoras o 
dispositivo similar estaba operando correctamente o en caso contrario, el hecho de que su 
no operación correcta no afectó la integridad del récord electrónico. 
 
(14) Correo electrónico. Un correo electrónico podrá autenticarse mediante evidencia de la 
integridad del sistema en el cual o por el cual fue creado, enviado o recibido.{83}83 

 
Como requisito de autenticación de la evidencia a ser presentada en el juicio, la regla propuesta 
dispone que sólo será necesario que se presente evidencia de la integridad del sistema que grabó 
o almacenó los datos. 
 
La Regla 902{84}84 del informe, que enmienda la actual Regla 79 de Evidencia,{85}85 dispone 
que se entenderá prima facie auténtica, sin necesidad de evidencia extrínseca para la 
autenticación, el siguiente tipo de evidencia: 
 

(L) Récord electrónico. Se presumirá la integridad del récord si: 
 
(1) se establece mediante declaración jurada que fue grabado o almacenado por una parte 
adversa a la que lo propone, o 
 
(2) se establece mediante declaración jurada que fue grabado o almacenado en el curso 
usual y ordinario de negocios por una persona que no es parte en los procedimientos y 
quien no lo ha grabado o almacenado bajo el control de la que lo propone.{86}86 
 

Como explica el referido informe, las dos presunciones incluidas bajo la propuesta Regla 902, 
fueron tomadas de Ley Uniforme de Evidencia Electrónica de Canadá.{87}87 Debemos señalar 
que las presunciones sobre la integridad de los sistemas electrónicos, según propuestas, 
consideran que el récord electrónico a presentarse en evidencia: (1) haya sido grabado o 
almacenado por una parte adversa o (2) haya sido grabado o almacenado en el curso usual y 
ordinario de los negocios de una persona que no sea parte en los procedimientos y cuya gestión 
no se haya realizado bajo el control de la parte que propone la admisión de la evidencia. En 
ambas circunstancias, es suficiente una declaración jurada para probar tales hechos. En esencia, 
las presunciones propuestas recogen la tendencia jurídica internacional de reconocer como 
íntegros, para efectos de admisibilidad, los sistemas electrónicos de grabación o almacenamiento 
de datos.{88}88 
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Finalmente	  debemos	  mencionar,	  para	  ilustrar	  el	  elemento	  de	  confiabilidad	  asociado	  con	  
las	  presunciones	  propuestas,	   las	  explicaciones	  que	  ofreció	  el	  comité	  para	  la	  adopción	  de	  
ambas	  presunciones	  bajo	  la	  propuesta	  Regla	  902:	  
	  

Como	   se	   refleja,	   esta	   presunción	   alude	   al	   récord	   electrónico	   que	   se	   obtiene	   de	   la	  
parte	   contraria	   durante	   una	   litigación.	   Dado	   que	   la	   parte	   contraria	   conoce	  mejor	  
que	  nadie	  su	  sistema	  de	  guardar	  documentos,	  está	  en	  mejor	  posición	  para	  impugnar	  
su	   autenticación.	   Por	   ello,	   se	   le	   confiere	   a	   dicho	   documento,	   siempre	   que	   se	  
acompañe	  de	  una	  declaración	  jurada	  donde	  se	  especifique	  que	  se	  obtuvo	  de	  la	  parte	  
contraria,	  la	  presunción	  de	  autenticación.	  
.	  .	  .	  .	  
Cuando	   se	   acompañe	   una	   declaración	   jurada	   en	   donde	   se	   asevere	   que	   el	   récord	  
electrónico	  fue	  grabado	  o	  almacenado	  en	  el	  curso	  usual	  y	  ordinario	  del	  negocio	  por	  
una	   persona	   que	   no	   es	   parte	   en	   los	   procedimientos,	   y	   quien	   no	   lo	   ha	   grabado	   o	  
almacenado	  bajo	  el	  control	  de	  la	  parte	  que	  procura	  presentar	  el	  récord,	  se	  presumirá	  
la	  autenticación	  de	  dicho	  récord.	  Dado	  que	  la	  parte	  que	  lo	  graba	  o	  almacena	  lo	  hace	  
en	   el	   curso	   ordinario	   de	   su	   negocio,	   y	   ésta	   no	   tiene	   ningún	   interés	   en	   los	  
procedimientos,	  se	  le	  otorga	  un	  grado	  de	  confiabilidad	  al	  documento	  de	  manera	  que	  
se	  considera	  autenticado	  prima	  facie.	  Es	  importante	  reiterar	  que	  se	  requiere	  que	  el	  
tercero	   no	   lo	   haya	   grabado	   o	   almacenado	   bajo	   el	   control	   de	   la	   parte	   que	   procura	  
presentar	  el	  récord.{89}89	  

	  
XI.	  Conclusión	  
	  
En	  nuestra	  jurisdicción	  es	  impostergable	  el	  adoptar	  presunciones	  sobre	  la	  confiabilidad	  e	  
integridad	  de	  los	  sistemas	  computadorizados.	  Proponemos	  que	  se	  adopten	  presunciones	  
cuyo	   propósito	   sea	   facilitar	   la	   admisibilidad	   de	   documentos	   electrónicos.	   Estas	  
presunciones	  serían	  controvertibles	  para	  permitir	  que	  la	  parte	  opositora	  presente	  prueba	  
en	   contrario	   para	   refutar	   la	   presunción	   de	   integridad	   del	   sistema.	   De	   no	   presentarse	  
prueba	   en	   contrario,	   la	   integridad	   de	   los	   sistemas	   computadorizados	   se	   debe	   presumir	  
para	   evitar	   dilaciones	   innecesarias	   en	   los	   procesos	   de	   autenticación	   de	   evidencia	   y	  
redirigir	  los	  esfuerzos	  jurídicos	  a	  la	  búsqueda	  de	  la	  verdad.	  	  
	  
Luego	   de	   la	   investigación	   realizada	   como	   parte	   del	   presente	   trabajo	   y	   de	   revisar	   las	  
presunciones	   adoptadas	   o	   recomendadas	   por	   distintas	   jurisdicciones	   internacionales,	  
opinamos	   que	   las	   presunciones	   incluidas	   bajo	   la	   propuesta	   Regla	   902	   contribuirán	   a	  
facilitar	   los	   procesos	   de	   admisibilidad	   de	   la	   evidencia	   electrónica.	   Dichas	   presunciones	  
propuestas	   son	   neutrales	   tecnológicamente,	   sencillas	   en	   su	   redacción	   y	   permiten	   que	  
mediante	  una	  declaración	  jurada	  se	  logre	  presentar	  evidencia	  de	  que	  el	  récord	  electrónico	  
no	   fue	   ni	   generado	   o	   almacenado	   por	   el	   proponente	   de	   la	   evidencia	   para	   lograr	   su	  
admisibilidad.	  
	  
Los	  medios	  electrónicos	  de	  información	  continuarán	  reclamando	  su	  lugar	  en	  los	  procesos	  
gubernamentales,	  sociales,	  políticos	  y	  comerciales.	  Cada	  día	  serán	  
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mayores las transacciones electrónicas, los correos electrónicos enviados y recibidos, los datos 
comunicados por la Internet y el acceso a información gubernamental desde las páginas oficiales 
en la Internet. Nuestras reglas de evidencia deben adaptarse a estos cambios para que, de manera 
totalmente inclusiva, reconozcan estas señales de progreso electrónico y permitan que los 
procesos judiciales de admisión y autenticación de evidencia electrónica gocen de una 
presunción ampliamente generalizada de que los sistemas electrónicos son, salvo algunas 
excepciones, confiables. La confianza en los sistemas electrónicos y por ende, la presunción de 
su integridad, debe ser la regla general y no la excepción a la misma. 
 
En varios casos judiciales la producción de documentos electrónicos ha sido tan extensa que el 
requerir autenticar cada pieza de evidencia individualmente sin contar con una presunción sobre 
la integridad del sistema que generó la evidencia resultaría en un proceso innecesariamente 
dilatorio y costoso para la parte que pretenda que se admita la evidencia, además de no contribuir 
a la búsqueda de la verdad.{90}90 
 
El volumen extraordinario de información electrónica generada por las organizaciones 
comerciales y profesionales, incluyendo la cantidad sustancial de correos electrónicos que se 
envían, reciben al presente y se espera se continúen generando en el futuro, reclama un proceso 
ágil de autenticación de evidencia para la consecución del fin último, la búsqueda de la verdad en 
los procesos judiciales. En la introducción a su publicación, el Sr. Kaplan expresa lo siguiente: 
 

Electronic discovery is no longer the trend of the future; it is the reality of the present. The 
statistics are compelling: more than 90% of all corporate information is electronic; North 
American businesses exchange over 2.5 trillion e-mails per year; today, less than 1% of all 
communication will ever appear in paper form; and, on average, a 1000-person corporation 
will generate nearly 2 million e-mails annually. As a result, electronic information has 
become the new discovery battleground, particularly in the mass tort context.{91}91 
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La información electrónica, particularmente los datos computadorizados, se ha convertido en 
parte integrante de los litigios judiciales. El alcance de los medios de almacenamiento de datos 
electrónicos y el volumen que los mismos suponen evidencian la necesidad de simplificar los 
procesos de admisibilidad de la prueba generada o almacenada en medios electrónicos.{92}92 A 
manera de ilustración, expresa un reconocido magistrado de los Estados Unidos lo siguiente: 
 

Computerized data have become commonplace in litigation. The sheer volume of such 
data, when compared to conventional paper documentation, can be staggering. A floppy 
disk, with 1.44 megabytes, is the equivalent of 720 typewritten pages of plain text. A CD-
ROM, with 650 megabytes, can hold up to 325,000 typewritten pages. One gigabyte is the 
equivalent of 500,000 typewritten pages. Large corporate computer networks create 
backup data measures in terabytes, or 1,000,000 megabytes; each terabyte represents the 
equivalent of 500 billion typewritten pages of plain text. 



	  

 
Digital or electronic information can be stored in any of the following: mainframe 
computers, network servers, personal computers, hand-held devices, automobiles, or 
household appliances; or it can be accessible via the Internet, from private networks, or 
from third parties. Any discovery plan must address issues relating to such information, 
including the search for it and its location, retrieval, form of production, inspection, 
preservation, and use at trial.{93}93 
 

En los comentarios al trabajo de investigación del Technology Law Development Group, se 
incluyó una contestación que expresa la necesidad de adoptar las presunciones propuestas para 
Singapur, con el propósito de simplificar las cuestiones relacionadas con la admisibilidad, de una 
profesora de una escuela de derecho en Australia:{94}94 
 

[T]here is existing bodies of law in jurisdictions such as Canada and Australia from which 
guidance can be drawn. Indeed, as you correctly pointed out. . . the Canadian UEEA is an 
expanded version of the Australian Commonwealth Evidence Act, the Canadians having 
embarked on their law reform processes several years after Australia. The suggested 
presumptions. . . without a doubt do simplify the admissibility issues, as they have done so 
in Canada and the reasons for their adoption in Singapore are extremely cogent.{95}95 
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Las presunciones adoptadas por Canadá{96}96 han servido de modelo para otras jurisdicciones 
del mundo{97}97 y aunque para algunos las reglas de evidencia vigentes resulten suficientes, la 
realidad es que debemos reconocer que la información electrónica abarca todas las esferas 
sociales del comportamiento humano y que, necesariamente, su admisibilidad en los procesos 
judiciales futuros no debiera ser un factor limitante en la búsqueda de la verdad. 
 
Tampoco debemos descansar en la toma de conocimiento judicial, ni en las admisiones sobre la 
autenticidad de documentos por la parte opositora como base para el reconocimiento sobre la 
integridad de los sistemas electrónicos. Las partes no estarán siempre de acuerdo ni admitirán 
como auténtica la evidencia que se les presente y no siempre los tribunales estarán en posición de 
tomar conocimiento judicial sobre la integridad de los sistemas electrónicos. 
 
Es momento de adaptar nuestras reglas de evidencia a esta nueva realidad, sin menoscabar los 
derechos de las partes opositoras a presentar prueba en contrario, para controvertir lo que deberá 
ser una presunción reglamentada sobre la integridad de los sistemas de información, de los que 
se generen o en los que se almacenen datos o récords electrónicos. 
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INTRODUCCIÓN 
 
Los desarrollos tecnológicos han transformado el tipo de evidencia que se presenta en los 
tribunales. El cambio del papel a documentos virtuales o electrónicos, o de notas de mensajes a 
correos electrónicos, ha tenido un impacto directo en el tipo de evidencia que se solicita en el 
descubrimiento de prueba y la que posteriormente es utilizada en los procedimientos ante los 
tribunales de Puerto Rico y de Estados Unidos. En el presente artículo discutiremos las áreas 
principalmente afectadas por los cambios tecnológicos y cómo los tribunales federales y estatales 
han lidiado con los retos intrínsecos a la presentación de la evidencia electrónica. Luego 
revisaremos algunos desarrollos en el Derecho comparado, específicamente los avances 
realizados en Canadá y en Singapur. Por último, presentaremos nuestras recomendaciones de 



	  

	  

cambio para nuestras reglas procesales locales en aras de facilitar la admisibilidad de la 
evidencia electrónica o virtual. 
 
I. LA EVIDENCIA ELECTRÓNICA 
 
Los cambios tecnológicos en la creación, conservación y distribución de la información por 
medios electrónicos han tenido un impacto directo en el tipo de prueba que las partes en litigios 
potenciales o reales solicitan, producen y utilizan 
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en los procesos judiciales. Del papel y la escritura manual, el mundo de negocios y la vida 
individual de la mayoría de las personas ha evolucionado y se desarrolla en la actualidad con un 
intercambio constante de correos electrónicos, documentos virtuales, simulaciones y mensajes de 
voz digitales, entre otros. 
 
El acceso y uso de Internet ha aumentado dramáticamente, por lo que con mayor frecuencia las 
personas crean, generan y comparten documentos o escritos electrónicos ya sea para uso personal 
o de negocios. Al 19 de marzo de 2007, el número de usuarios de Internet en el mundo era de 
1114 274 426 usuarios o el 16.9% de la población mundial.1 A junio de 2005, en Puerto Rico el 
número de usuarios de Internet era de 1 millón o el 25% de la población total.2 Estas cifran dan 
una idea del volumen de documentos y archivos electrónicos que se crean, envían, guardan e 
intercambian en Puerto Rico y en el mundo. 
 
La información creada o guardada electrónicamente puede incluir: mensajes de voz (voice 
mails), correos electrónicos, documentos digitales, archivos de documentos electrónicos, 
archivos borrados, documentos digitalizados, hojas de cálculo, archivos de programas,backup 
tapes, archivos del historial de un sistema, información de una página de la red de Internet 
(website information) o navegadores (browsers) de Internet y registros de archivos en Internet, 
como los cache files o cookies, entre otros.3 
 
Desde el punto de vista evidenciario, en los Estados Unidos se han continuado usando las reglas 
de evidencia federal y de procedimiento civil federal, diseñadas primordialmente para la 
producción de documentos en papel, para la producción y presentación en procesos judiciales de 
documentos electrónicos. Sin embargo, el uso de reglas no específicas y que en ocasiones no 
reconocen la complejidad intrínseca de los documentos virtuales movió en el año 2002 a un 
grupo de académicos e intelectuales a convocarse para atender esta área de interés. A esos fines 
se llevó a cabo el Sedona Conference en Arizona, enmarcada en una organización sin fines de 
lucro dedicada a la investigación y el estudio de los avances en el Derecho y el desarrollo de la 
política pública en áreas de litigación compleja, el Derecho de propiedad intelectual y las leyes 
anti-monopolio. El fin de la conferencia fue propiciar la discusión entre líderes de la profesión 
jurídica en cada área de estudio.4 
 
Como parte de los trabaios llevados a cabo en octubre de 2002, se aprobaron los Sedona 
Principles addressing Electronic Document Production (The Sedona Principles). El grupo 
reconoció la necesidad de estudiar la producción de documentos  
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 electrónicos en la etapa del descubrimiento de prueba y de evaluar si para esto eran adecuadas 
las reglas y conceptos evidenciarios creados para atender el descubrimiento de evidencia 
documental. Luego de un intenso debate, se aprobaron unos principios básicos sobre la 
producción de evidencia electrónica. Los principios fueron publicados y circulados a la 
comunidad legal para su revisión, criticas y comentarios. Éstos fueron publicados finalmente el 
15 de marzo de 2005, pero han sido editados y actualizados posteriormente; la versión más 
reciente es la de julio de 2005. 
 
El Grupo de Trabajo (Working Group) de la Conferencia de Sedona determinó lo siguiente: 
 
(1) Los documentos electrónicos son distintos a los documentos en papel. Existen diferencias en 
cuanto su volumen y duplicidad. 
 
(2) Los documentos electrónicos son dificiles de eliminar (persistencia). 
 
(3) Los documentos electrónicos son de contenido dinámico y pueden ser cambiados en 
cualquier momento. 
 
(4) Los documentos electrónicos contienen metadata; es decir, información sobre el archivo que 
es guardada por la computadora para poder archivar y localizar los archivos. Ésta puede incluir 
información sobre la persona que creó el archivo; los usuarios que lo revisaron, editaron o 
copiaron; comentarios e historia de edición, entre otros. 
 
(5) Los documentos electrónicos dependen de su ambiente, aplicaciones y sistemas para ser 
entendidos y con el paso del tiempo esa tecnología puede tornarse obsoleta. Existe el riesgo de 
no poder obtener la herramienta para acceder a la información originalmente creada o guardada 
por no existir la tecnología para su interpretación. 
 
(6) Dispersión y capacidad para ser localizados. En otras palabras, un archivo puede estar 
guardado en diversos lugares como el disco duro de una computadora, la red interna de la 
empresa, un jump drive o en backup tapes (cintas de resguardo). Sin embargo, existen 
herramientas que pueden ayudar a localizarlos.5 
 
A su vez, el grupo concluyó que era necesario y apropiado desarrollar un estándar para lidiar con 
los documentos electrónicos. A estos fines, el Grupo de Trabajo adoptó catorce principios de 
descubrimiento electrónico, los cuales fueron revisados en julio de 2005: 
 
(1) La evidencia y documentos electrónicos son potencialmente descubribles bajo la Regla de 
Procedimiento Civil federal 34 o su equivalente estatal, y las organizaciones tienen que preservar 
la evidencia electrónica que razonablemente pueden anticipar sea relevante a un litigio. 
 
(2) Al hacer un balance entre el costo, la carga y la necesidad de utilizar evidencia y documentos 
electrónicos, los tribunales y las partes deben realizar el balance de intereses establecido en la 
Regla de Procedimiento Civil federal 26(b)2. 
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 (3) Las partes deben discutir en etapas tempranas del descubrimiento de prueba la conservación 
y producción de documentos y datos electrónicos. 
 
(4) Las solicitudes de descubrimiento deben ser claras en torno a si solicitan documentos o datos 
electrónicos, y las objeciones y respuestas deben especificar el alcance y límite de lo que se 
produce. 
 
(5) La obligación de conservar datos y documentos electrónicos requiere un esfuerzo razonable 
de buena fe para retener la información que pueda ser relevante a un litigio pendiente o 
potencial. 
 
(6) La parte que produce la evidencia solicitada está en mejor posición para evaluar los procesos, 
metodologías y tecnologías apropiadas para preservar y producir evidencia electrónica. 
 
(7) La parte que solicita la evidencia tiene el peso de la prueba de demostrar que los medios de 
conservación y producción utilizados por la parte que produce la evidencia relevante fueron 
inadecuados. 
 
(8) La fuente primaria de documentos y datos electrónicos para producción debe ser los datos 
activos e información guardada en el curso normal de los negocios y que permita una búsqueda 
eficiente. Se debe recurrir a las herramientas de rescate como disaster recovery backup tapes si el 
solicitante demuestra la necesidad y relevancia de tal solicitud, y si ese interés supera el costo y 
la carga de recuperar y procesar los datos de esas fuentes. 
 
(9) Ausente una demostración de necesidad especial y relevancia, a una parte que produce 
evidencia no debe requerírsele preservar, revisar o producir evidencia borrada, sombreada, 
fragmentada o residual. 
 
(10) Una parte que responde a un requerimiento de producción de evidencia debe tomar medidas 
razonables para proteger sus privilegios y objeciones al producir los documentos y datos 
electrónicos. 
 
(11) Una parte que responde a un requerimiento de prueba puede demostrar que cumplió de 
buena fe con su obligación de conservar y producir evidencia electrónica, mediante el uso de 
herramientas electrónicas como muestras o mecanismos de búsqueda, y que utilizó criterios de 
selección razonables para identificar los datos que respondan al requerimiento cursado. 
 
(12) Excepto si es relevante para resolver una disputa, no existe obligación de guardar y producir 
metadata, a menos que exista un acuerdo entre las partes o una orden del tribunal. 
 
(13) En ausencia de una objeción especifica, acuerdo de las partes u orden del tribunal, los costos 
razonables de recuperar y revisar evidencia electrónica a producirse debe ser asumida por la 
parte que produce, a menos que la información no esté razonablemente accesible a dicha parte en 
el curso ordinario de los negocios. Si no está razonablemente disponible, en ausencia de 



	  

	  

circunstancias especiales, el costo de recuperarla y revisarla será de la parte que solicita la 
evidencia. 
 
(14) La imposición de sanciones, incluida la determinación de expoliación, sólo será considerada 
si, ante un deber claro de conservar, el tribunal determina que hubo actos intencionales o actos 
temerarios en la conservación o producción de evidencia electrónica y que es razonablemente 
probable que la pérdida de la evidencia perjudica materialmente a la parte adversa.6 
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1 Los Sedona Principles han sido citados extensamente por jueces y abogados en los Estados 
Unidos, tanto a nivel federal como estatal.7 Ha sido en la práctica que se han desarrollado unos 
principios para el manejo de la evidencia electrónica. Los tribunales federales y estatales no han 
sido consistentes en el trato dado a este tipo de evidencia. En Puerto Rico no existe 
jurisprudencia del Tribunal Supremo sobre la producción, conservación y uso en juicios 
plenarios de evidencia electrónica. 
 
II. DEBER DE CONSERVAR Y PRODUCIR EVIDENCIA ELECTRÓNICA 
 
Los principios de Sedona establecen que la obligación de conservar la evidencia electrónica 
surge cuando una persona razonable ha sido notificada que dicha evidencia es pertinente en una 
reclamación judicial inminente. Sin embargo, determinar cuándo un litigio es inminente y la 
pertinencia de cierta evidencia es una determinación subjetiva que los tribunales en los Estados 
Unidos han llevado a cabo caso a caso.8 
 
Existe consenso de que hay un deber de conservar cuando la parte adversa ha sido notificada de 
una demanda, en los casos civiles, mediante el emplazamiento.9 Por otra parte, de las 
circunstancias particulares del caso puede concluirse que la parte adversa fue notificada y tenía 
un deber de conservar evidencia electrónica si hubo conversaciones pre-litigio en las cuales se 
aludía directamente a la evidencia que posteriormente resultó ser el centro de la reclamación.10 
Es en la etapa de descubrimiento de prueba que con mayor frecuencia los practicantes del 
Derecho se enfrentan a una solicitud de producción de evidencia electrónica. La solicitud de 
presentación de correos electrónicos, archivos digitales y discos duros de computadoras, son sólo 
algunos de los ejemplos más frecuentes. En el caso de los archivos electrónicos, algunos 
litigantes optan por imprimirlos y producirlos. Pero realmente, ¿se está produciendo el 
documento solicitado? ¿Existen garantías de confiabilidad sobre su contenido y alcance? ¿Cómo 
sabemos si fue modificado o alterado? 
 
Ante los problemas que surgen por la no-conservación de la evidencia electrónica y por su 
destrucción, antes o durante la existencia de un litigio, se ha aplicado a este tipo de evidencia el 
concepto de spoliation o expoliación. Según el profesor Paul Rice, se entiende por spoliation el 
acto de obstruir o perjudicar  
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 la búsqueda de la verdad.11Incluye destruir, hacer falsas declaraciones, fabricar o esconder 
evidencia, intentar influenciar los jurados impropiamente, sobornar a testigos y destruir o alterar 
evidencia pertinente.12 Indica el profesor Rice que el concepto de sancionar al que obstruye u 
obstaculiza la búsqueda de la verdad se origina en la doctrina del common law “contra 
spoliatorem omnia praesumuntur”, que significa: “todas las cosas se presumen en contra del 
destructor”.13 
 
La doctrina se basa en no permitir que la parte que ha ocasionado la pérdida de evidencia u 
obstrucción de la búsqueda de la verdad se beneficie de sus actos. En este sentido aplica tanto a 
evidencia real y documental como a evidencia electrónica o virtual. Por esta razón los tribunales 
federales y estatales han aplicado el concepto de spoliation al descubrimiento de evidencia 
electrónica. Los tribunales han impuesto sanciones en los casos en que se ha demostrado que 
evidencia electrónica fue destruida, lo que acarrea un costo mayor a la parte que desea 
reproducirla, como hacer una revisión de los discos duros o cintas de seguridad de las 
grabaciones. 
 
El deber de conservar la evidencia surge cuando razonablemente la persona ha sido notificada 
por cualquier medio de que el litigio es inminente y que dicha evidencia puede ser relevante a 
éste.14 Indica el profesor Rice que si la parte tiene control sobre determinada evidencia 
electrónica y no toma las medidas debidas para conservarla, una vez comenzado el litigio puede 
estar sujeto a una decisión adversa sobre spoliation.15 En este sentido, se desalienta el borrar 
archivos ya que continuarán existiendo en el disco duro y con toda probabilidad la parte que los 
borró tendrá que asumir los costos de rescatarlos, más aún cuando los intentos  
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 fallidos de destruir evidencia pueden dar base a una determinación de expoliación.16 
 
Los tribunales tienen poder para imponer sanciones desde el pago de costas y honorarios de 
abogados, hasta dictar sentencia sumaria en contra de la parte que ocasionó la obstrucción bajo la 
Regla 37(b) de Procedimiento Civil federal. El poder inherente del tribunal de mantener la 
integridad del proceso judicial para garantizar la justicia permite que se impongan sanciones por 
obstrucción anterior al descubrimiento y a las órdenes emitidas por el tribunal. A base de lo 
anterior, bajo la Regla 16 de Procedimiento Civil federal se puede solicitar una orden para la 
conservación de evidencia.17 
 
Ahora bien, para solicitar protección del tribunal ante el temor de que se destruyan documentos, 
datos o archivos, es necesario que: (1) la parte haya destruido evidencia,18(2) con conocimiento 
de que era relevante a las controversias;19 3) en litigación pendiente o razonablemente 
predecible. Si se descarta evidencia de buena fe sin que existiera un litigio pendiente no se podrá 
solicitar un remedio. La mera especulación de que la evidencia pudo haber existido y fue 
destruida no es suficiente.20 
 
El profesor Rice indica que los tribunales se han dividido en torno a si se requiere que la 
destrucción sea intencional o de mala fe, o si está puede estar basada en la negligencia.21 En la 
mayoría de las jurisdicciones, indica Rice, se ha adoptado lo delineado en State v. Hartsfield: (1) 



	  

	  

la evidencia existe; (2) está en posesión y bajo el control de la otra parte; (3) sería admisible en el 
tribunal; (4) la parte la destruyó intencionalmente.22 Cuando se cumplen estos requisitos se ha 
concluido que procede imponer sanciones.23 
 
Los archivos electrónicos existen en muchos formatos. Algunas computadoras son parte de una 
red y todo lo que se trabaja en ellas puede ser archivado en el disco duro de cada terminal, así 
como en el disco duro del sistema central.24 Los datos entrados en una computadora pueden ser 
impresos y tenerse una copia fisica de ellos (hard copy). Toda información que pueda 
almacenarse en un terminal de computadora puede guardarse en diskettes, Zip drives o jump 
drives y  
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 memory cards. A su vez, muchas computadoras guardan sus archivos en cintas de seguridad 
(backup tapes).25 
 
Archivos o documentos creados en computadora o en Internet pueden existir en distintos 
formatos, pero no son tan fáciles de destruir. Los archivos borrados de una computadora no 
desaparecen realmente ya que permanecen en el disco duro. La función de borrar meramente 
indica que el espacio en donde el archivo ha sido guardado está disponible. El archivo borrado 
puede localizarse mediante una revisión profesional del disco duro.26Igual ocurre con las 
páginas de Internet, las cuales son modificadas o editadas continuamente. Los dueños de las 
páginas de Internet y los Internet Service Providers,pueden tener la responsabilidad de presentar 
todas las versiones anteriores para efectos de descubrimiento en los casos de litigios pendiente.27 
En la determinación de buena o mala fe respecto a la conservación y producción de evidencia, 
los tribunales federales y estatales han analizado las políticas de retención de documentos de las 
partes implicadas. A su vez, las sanciones han variado desde la anotación de rebeldía, las 
sanciones económicas, la desestimación, la eliminación de alegaciones, la inferencia negativa, el 
reconocimiento de una causa de acción independiente por expoliación y el default judgment por 
destrucción de mala fe.28 
 
Cabe destacar que las Reglas de Procedimiento Civil federal fueron enmendadas --con 
efectividad a partir del 1 de diciembre de 2006-- para atender el problema del descubrimiento de 
evidencia electrónica y proveer unas guías a las partes y los tribunales para el manejo de esta 
información. Se enmendó especificamente la Regla 26(f) de Procedimiento Civil federal para 
requerirle a las partes discutir cualquier asunto relacionado con la conservación y producción de 
información almacenada en formato electrónico. Éstas, además, establecen un deber de reunión 
para discutir el alcance del descubrimiento y la delimitación del plan de acción correspondiente. 
A su vez, la regla requiere que las partes le  
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 presenten al tribunal en su plan de descubrimiento una propuesta sobre el manejo de evidencia 
electrónica.29 
 



	  

	  

Por otra parte, las reglas limitan el alcance del descubrimiento de prueba electrónico a datos que 
sean razonablemente accesibles, a menos que la otra parte demuestre al tribunal justa causa para 
obtener evidencia que no sea accesible fácilmente.30 En el contexto del descubrimiento 
accidental de materia privilegiada, las nuevas reglas permiten a la parte que produce invocar el 
privilegio luego de la producción inadvertida y requerir a la parte contraria que devuelva o 
destruya la información provista, así como todas sus copias.31 Asimismo, se enmendó la Regla 
34 de Procedimiento Civil federal para autorizar específicamente el descubrimiento de 
información almacenada electrónicamente, permitir a la parte solicitante especificar la forma en 
la cual desea sea producida la información y darle una oportunidad a la parte que produce de 
oponerse.32 La Regla 45 reconoce también que el descubrimiento de prueba electrónica puede 
ser obtenido de un tercero.33 Por último, se establece que no se impondrán sanciones por no 
producir datos electrónicos si esto se debe a una pérdida de información ocasionada por una 
operación rutinaria de buena fe del sistema de información electrónica de la otra parte.34 
En Puerto Rico, las Reglas 23.1 y 31.1 de Procedimiento Civil fueron enmendadas mediante la 
Ley Núm. 297 de 26 de diciembre de 2006, para incluir la frase “información almacenada 
electrónicamente” en el contexto del alcance del descubrimiento de prueba35y de la producción 
para permitir inspeccionar o copiar documentos.36 Sin embargo, más allá de incluir esta frase no 
se incluyeron guías para el descubrimiento y producción de la información almacenada 
electrónicamente, no se atendieron los problemas de obstrucción en el descubrimiento ni se 
contempló la renuncia accidental de materia privilegiada. Tampoco se crearon obligaciones de 
conferencia y diseño de plan de descubrimiento para detallar las instancias referentes a evidencia 
electrónica. 
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 III. COSTOS DE PRODUCCIÓN DE LA EVIDENCIA ELECTRÓNICA 
 
Bajo las Reglas de Procedimiento Civil federal se presume que la parte que produce la evidencia 
asume el costo de la producción.37 Sin embargo, la parte que produce puede invocar la Regla 
26(c) para que el tribunal, en el uso de su discreción, prevenga una carga o costo oneroso.38 
En el caso de Rowe Entertainment, Inc. v. The William Morris Agency,39 el tribunal basó su 
análisis en ocho puntos que le permitirían determinar a quién le correspondía cubrir el costo de la 
producción de evidencia electrónica. Se estimaba que el costo de producir los archivos 
solicitados sería de entre $200,000.00 a $300,000.00.40 El análisis esbozado fue el siguiente: (1) 
especificidad de la solicitud de descubrimiento; (2) probabilidad de una búsqueda exitosa; (3) 
disponibilidad mediante otras fuentes; (4) razón por la cual los documentos electrónicos eran 
conservados; (5) el beneficio para las partes; (6) la totalidad de los costos; (7) la capacidad e 
incentivos para controlar los costos; y (8) los medios y recursos de las partes.41 
Posteriormente, en el caso de Zubulake v. UBS Warburg, LLC,42 el Tribunal de Distrito de los 
Estados Unidos para el Distrito de Nueva York modificó la serie de factores del análisis 
establecido en Rowe, al eliminar algunos y añadir otros. De esta manera, el nuevo análisis 
requiere la consideración de siete factores: (1) si la solicitud es específica para descubrir 
evidencia relevante; (2) la disponibilidad de la información por otras fuentes; (3) el costo total de 
la producción comparado con la cantidad en controversia; (4) el costo total de la producción 
comparado con los recursos disponibles para cada parte; (5) la capacidad relativa de cada parte 



	  

	  

para controlar los costos y su incentivo para hacerlo; (6) la importancia de las controversias en 
juego para la litigación; y (7) los beneficios relativos a las partes en obtener la información.43 
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 IV. AUTENTICACIÓN 
 
Concluida la etapa de descubrimiento de prueba, las partes que pretenden utilizar evidencia 
electrónica en un juicio en su fondo confrontan el problema de la autenticación. Bajo la Regla 
901(a) de Evidencia federal la autenticación se logra con evidencia suficiente que sostenga que la 
evidencia es lo que se alega es. En Puerto Rico, la Regla 75 de Evidencia establece el requisito 
de autenticación o identificación como condición previa a la admisibilidad, al exigir presentar 
evidencia suficiente para sostener una determinación de que la materia en cuestión es lo que el 
proponente sostiene. Bajo ambas reglas el proponente tiene el peso de la prueba para autenticar o 
identificar la evidencia. La autenticación es una cuestión de hecho de la cual depende la 
pertinencia de la evidencia, por lo que el requisito de autenticar se rige por la Regla 9(b) de 
Evidencia.44 
 
En el caso de evidencia creada, generada o almacenada en medios electrónicos o en 
computadora, se ha establecido que la Regla 901 de Evidencia federal aplica tanto a evidencia 
electrónica como a cualquier otro tipo de evidencia.45 A nivel federal, tres de los métodos de 
autenticación de evidencia bajo la Regla 901(b) se refieren a evidencia electrónica: Regla 
901(b)(7) sobre public records and reports; Regla 901(b)(8) sobreancient documents; y la Regla 
901(b)(9) sobre process or systems.46 
 
De igual forma, a nivel federal se ha permitido la autenticación de archivos electrónicos, 
incluidos los correos electrónicos, bajo las siguientes reglas: Regla 901(b)(1) (testimonio de 
persona con conocimiento; conocimiento personal sobre el autor del correo electrónico o del 
contexto en el cual se generó y envió); Regla 901(b)(4) (características distintivas o “distinctive 
characteristics and the like”, aunque ésta no alude directamente a la evidencia electrónica).47 
En Puerto Rico, nuestra Regla 76 de Evidencia no incluye las instancias enumeradas en la Regla 
901 federal que aluden a la evidencia electrónica. En nuestra Regla 76 no existe un equivalente a 
los archivos o informes públicos. Por su parte, en la Regla 76(d) sobre escritos antiguos no se 
alude a la compilación de datos como sucede en la Regla 901(b)(8), ni existe un equivalente a la 
autenticación de procesos y sistemas como lo dispuesto en la Regla 901(b)(9). Surge que aunque 
el alcance de la Regla 75 sobre la autenticación alude a que las instancias específicas indicadas 
en la Regla 76 como medios de autenticación no son taxativas, existe un vacío en nuestras reglas 
en torno al manejo de la evidencia  
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electrónica. A su vez, nuestra Regla 76 no incluye un inciso similar al de la Regla 901(b)(1) 
sobre el testimonio de un testigo con conocimiento, el cual se ha usado a nivel federal para 
autenticar evidencia electrónica.48 Por otra parte, como excepción a la regla sobre prueba de 
referencia, el expediente de negocio ha sido utilizado a nivel federal para admitir en evidencia 
información impresa contenida en una computadora.49 



	  

	  

De hecho, algunos tribunales --tanto federales como estatales-- se han negado a establecer una 
diferencia en el estándar para admitir documentos en papel y documentos electrónicos.50 Sin 
embargo, como indica Weinstein, la aplicación de estas reglas puede crear situaciones especiales 
de autenticación ya que existen particularidades de los documentos electrónicos que requieren 
una adaptación especial de las reglas antes descritas.51 
 
La evidencia electrónica que se pretenda utilizar en un juicio en su fondo puede incluir modelos 
generados en computadora, datos digitales, compilación de datos, correos electrónicos, entre 
otros. En ocasiones son utilizados como evidencia real o ilustrativa. En muchos negocios se usan 
rutinariamente los medios computadorizados para llevar a cabo las transacciones y se han 
eliminado o reducido los archivos en papel. Documentos en papel son escaneados en algunas 
industrias y en otras sencillamente no existen los documentos en papel, ya que todo se genera y 
archiva en formato digital y se utilizan constantemente los correos electrónicos y los archivos 
electrónicos de documentos.52 
 
En los casos en que la computadora meramente archiva información, no existen problemas 
mayores de autenticación ya que en el archivo digital o en la copia impresa se obtiene el 
contenido del documento. Sin embargo, en los casos en que los sistemas generan datos luego de 
procesar la información introducida, surgen problemas de autenticación ya que es necesario 
explicar el proceso mediante el cual la computadora generó su resultado. Estos problemas de 
autenticación surgen con mayor frecuencia en los casos de simulaciones o modelos complejos en 
los cuales es necesario sentar las bases para demostrar su confiabilidad, sobre todo cuando se 
trata de la reproducción de evidencia científica. Por otra parte, existen otros procesos que gozan 
de aceptación general en cuanto a su confiabilidad por lo que no plantean problemas de 
autenticación.53 
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 Somos de la opinión de que en Puerto Rico se puede autenticar la evidencia electrónica de las 
maneras siguientes: evidencia directa o circunstancial; una admisión de autoría; autenticación 
mediante admisión (Regla 76(g)); características distintivas como contenido, sustancia, patrón 
interno u otras características que tomadas en conjunto pueden ser suficientes para autenticar 
(este inciso no ha sido adoptado en Puerto Rico, pero la Regla 76 no es taxativa); procesos o 
sistemas (no ha sido adoptado en Puerto Rico); escritos en contestación (Regla 76(e)); y el 
contenido de escritos (Regla 76(f)). Además, si el documento electrónico incluye una 
identificación del negocio del cual es enviado, se ha resuelto que puede operar una autenticación 
prima facie bajo la Regla 902(7) de Evidencia federal, que versa sobre “trade inscriptions and the 
like”. Igual ocurre en Puerto Rico bajo la regla 79(h) sobre la autenticación prima facie de 
etiquetas comerciales, inscripciones, marbetes y etiquetas presuntamente fijadas en el curso de 
los negocios y que indican propiedad, control y origen. 
 
A su vez, la cadena de custodia ha sido utilizada para autenticar correos electrónicos, pues se ha 
reconocido su vulnerabilidad para ser alterados o modificados. Se requiere evidencia de que la 
comunicación electrónica no ha sido alterada, la cual puede proveerse a través de la cadena de 
custodia de la comunicación creada o almacenada en medios electrónicos. 
 



	  

	  

V. PRUEBA DE REFERENCIA 
 
La mayoría de los records electrónicos, ya sean archivos o correos electrónicos, confrontan el 
problema de ser prueba de referencia ya que en la mayoría de los casos contienen declaraciones 
realizadas fuera del tribunal. Si la intención es reproducirlas en el tribunal para probar su 
veracidad, aplicaría la regla de exclusión codificada en nuestra Regla 61 de Evidencia. Bajo las 
reglas federales de evidencia estarían excluidas bajo la Regla 802. 
 
Se ha interpretado que los archivos electrónicos creados en una computadora serán prueba de 
referencia si son almacenados, generados o creados por la computadora.54 Se ha realizado una 
distinción entre los registros de negocio que son creados por una computadora por la información 
que se entra en ésta: registros de contabilidad, hojas de trabajo (spreadsheets), facturas, entre 
otras. En este sentido, toda la información que se entra en la computadora es una expresión 
similar a una declaración.55 Para que se admita en evidencia debe estar cobijada bajo una 
excepción a la regla de exclusión de prueba de referencia. 
 
Sin embargo, en el caso de los cajeros automáticos de banco o de los números discados 
directamente, éstos no son prueba de referencia. No hay una declaración hecha por un declarante 
ya que la computadora está haciendo la transacción. 56 
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Con la mera autenticación sería admisible la evidencia bajo el inciso de process or systems de la 
Regla 901(b)(9). Según indica Paul Rice: 
 
The problems of hearsay (perception, memory, sincerity, and ambiguity) arise only when there is 
direct human influence over the recorded statement's existence. When statements are produced 
mechanically, through any type of recording device or computerized data translation and 
manipulation, admissibility turns on the proper authentication of the technology and on the logic 
of the computer program that directed the work of the computing device.57 
 
La mayoría de los casos de autenticación de documentos electrónicos se relaciona a 
documentación sometida bajo la excepción de registros de negocio de la regla de exclusión de 
prueba de referencia, en la cual se reconoce la confiabilidad de los registros generados en el 
curso regular del negocio. Se ha resuelto que la evidencia es admisible si cumple con el criterio 
de la Regla 803(6) federal.58 De esta manera, si se cumple con los requisitos de la Regla 803(6), 
también se cumple con la Regla 901 y no es necesario sentar las bases para la admisión en 
evidencia.59 
 
VI. PRIVILEGIO ABOGADO-CLIENTE 
Cuando se produce una cantidad sustancial de evidencia electrónica, ya sea en el formato digital 
o que haya sido impresa y luego producida, surgen problemas sobre el privilegio abogado-
cliente, dada la imposibilidad fisica de revisar cada uno de los documentos o archivos 
solicitados. En ocasiones se trata de miles de archivos, correos electrónicos o documentos. En 
este contexto, el Comité Asesor Permanente del Tribunal Supremo federal redactó y circuló una 
propuesta de relevo a la renuncia accidental del privilegio abogado-cliente. El objetivo de la 



	  

	  

propuesta Regla 502 de Evidencia federal es limitar el costo que representa para las partes en un 
litigio la revisión de documentos e información para determinar si deben invocar el privilegio 
abogado-cliente y aumentar la cooperación de las personas naturales y jurídicas con las 
investigaciones gubernamentales. Una de las preocupaciones del Advisory Committee era el 
problema de los altos costos de producción de evidencia electrónica, por el gran volumen de 
archivos y documentos electrónicos que es necesario producir y que en ocasiones puede tratarse 
de miles de documentos.60 
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La Regla 502 propuesta establece lo siguiente: 
(1) La mera divulgación voluntaria de información privilegiada no conlleva una renuncia a la 
protección de los privilegios en relación con una comunicación o información no divulgada, pero 
relacionada con la misma materia. 
 
(2) La divulgación involuntaria por inadvertencia no se considerará una renuncia a dicho 
privilegio si: 
 
(a) fue realizada por inadvertencia, 
(b) como parte del procedimiento judicial o administrativo en el cual se invoca la renuncia, 
(c) el poseedor del privilegio tomó medidas de precaución razonables para evitar la divulgación; 
y 
(d) una vez el poseedor del privilegio conoció o debió conocer de la divulgación, con razonable 
prontitud tomó medidas para rectificar el error. 
(3) La divulgación voluntaria a una agencia gubernamental como parte de un procedimiento 
investigativo o de otra naturaleza, no constituye una renuncia frente a terceras personas o 
entidades no gubernamentales o entidades gubernamentales de otras jurisdicciones. 
(4) La estipulación de las partes en un litigio en relación con la divulgación de información 
privilegiada es vinculante para las partes y puede tener efectos frente a terceros si ha sido 
aprobada por el tribunal.61 
La Regla 502 de Evidencia federal no tiene efecto alguno respecto a si una comunicación o 
información es privilegiada o producto del trabajo del abogado o abogada, ya que sólo establece 
algunas excepciones a la doctrina de renuncia de privilegios y sólo cubre ciertas renuncias que 
surgen como resultado de la divulgación de la información.62 
 
VII. REGLA DE LA MEJOR EVIDENCIA 
En ocasiones la evidencia electrónica consta de archivos creados en una computadora, datos 
generados por la computadora o resúmenes de documentos (statistical runs). Si se presentan estos 
archivos para probar el contenido, estarían sujetos a la regla de la mejor evidencia la cual 
generalmente requiere la presentación del original, excepto que un duplicado es admisible si no 
hay controversia genuina sobre su autenticidad.63 El duplicado incluye su contraparte o copia, o 
una imagen producida por la misma impresión que el original, por la misma matriz, por medio de 
fotografía, por grabaciones mecánicas o electrónicas, por reproducciones químicas o por otras 
técnicas equivalentes que reproduzcan adecuadamente el original.64 Los impresos que genera la 
computadora pueden ser admitidos como registros de negocios originales bajo la Regla 69 de  
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Evidencia y la Regla 1002 de Evidencia federal: “a computer printout of a writing originally 
created on a computer is an original under [Rule] 1001 (3). Any printout that accurately reflects 
data stored in a computer is an original”.65 A su vez, se ha establecido que el registro de negocio 
creado simultáneamente o dentro de un tiempo razonable, y que contiene la misma información, 
es un original. En varias ocasiones los tribunales han admitido los archivos de computadora sin 
distinguir entre originales y duplicados.66 
 
 
VIII. LA EXPERIENCIA EN CANADÁ 
En Canadá se han realizado estudios encaminados a evaluar y proponer nuevas reglas de 
evidencia que atiendan los problemas intrínsecos de la evidencia electrónica. En 1998 el Uniform 
Law Conference of Canada, aprobó el Uniform Electronic Evidence Act.67 El fin de estas reglas 
uniformes es facilitar la admisión de archivos electrónicos en los procedimientos judiciales en 
Canadá. Posteriormente, en el año 2002, Nueva Escocia incorporó las reglas uniformes a sus 
reglas de evidencia.68 
 
En la Ley Uniforme sobre Evidencia Electrónica se definen los conceptos de data, electronic 
record y electronic records system. En ésta se definen los datos y registros electrónicos como 
aquellos datos grabados o almacenados en cualquier medio, en o por un sistema de computadora 
u otros dispositivos similares.69 A su vez, se establece que la parte que desea presentar en 
evidencia el registro electrónico tiene el peso de la prueba en cuanto a demostrar su autenticidad. 
En los casos en que se aplique la regla de la mejor evidencia, ésta se satisface con prueba de la 
integridad del sistema de registro electrónico en el cual, o por el cual, los datos fueron guardados 
o grabados. 
 
En la ley se crean tres presunciones para la admisibilidad de evidencia electrónica: 
(1) In the absence of evidence to the contrary, the integrity of the electronic records system in 
which an electronic record is recorded or stored is presumed: 
(a) by evidence that supports a finding that at all material times the computer system or other 
similar device was operating properly or, if it was not, the fact of its not operating properly did 
not affect the integrity of the electronic  
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record, and there are no other reasonable grounds to doubt the integrity of the electronic records 
system; 
(b) if it is established that the electronic record was recorded or stored by a party to the 
proceedings who is adverse in interest to the party seeking to introduce it; or 
(c) if it is established that the electronic record was recorded or stored in the usual and ordinary 
course of business by a person who is not a party to the proceedings and who did not record or 
store it under the control of the party seeking to introduce the record.70 
Por otra parte, en el séptimo inciso de la ley se indica que las tres presunciones antes indicadas 
pueden establecerse mediante el uso de un afidávit. Por último, en el octavo inciso se establece 



	  

	  

que la parte que hace la declaración bajo juramento estará sujeta a ser contrainterrogada por la 
parte contraria. 
 
Queda de manifiesto que el modelo en Canadá favorece un acercamiento tecnológicamente 
neutral a la admisión de registros electrónicos. De esta manera, no se limita ni establece el 
formato o la tecnología bajo la cual deben crearse o guardarse los archivos, sino que se preserva 
la libertad de las partes para generar, guardar y compartir sus registros de negocio en el medio 
que estimen pertinente.71 Estas Reglas Uniformes han sido implementadas en siete provincias de 
Canadá y en el gobierno federal.72 En el modelo propuesto se reconoce que la aplicación de la 
exigencia de prueba de la integridad del sistema puede ser aplicable, tanto en la etapa de 
autenticación como para satisfacer la regla de la mejor evidencia. 
 
 
IX. LA EXPERIENCIA EN SINGAPUR 
 
En Singapur se creó el Technology Law Development Group (T.L.D.G.), un think 
tankestablecido por el Singapore Academy of Law para estudiar e investigar el impacto de la 
tecnología en el Derecho y reformar las leyes existentes para formular soluciones a los 
problemas emergentes en esta materia. El fin primordial del grupo de trabajo era que la 
legislación se mantuviera al día e incorporase los desarrollos e innovaciones tecnológicas más 
recientes.73 
 
El resultado de las consultas, evaluaciones y estudios del TLDG produjo un escrito que fue 
publicado en septiembre de 2003. En éste se revisaron las disposiciones existentes de las reglas 
de evidencia de Singapur y se proveyeron recomendaciones provisionales relacionadas con la 
admisibilidad en evidencia del producto generado por las computadoras. El grupo de trabajo 
generó cuatro propuestas: 
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 (1) Adoptar un acercamiento neutral a la admisión de registros electrónicos (non computer-
specific). 
 
(2) Adoptar un acercamiento neutral a la admisión de registros electrónicos y proveer 
presunciones para facilitar la admisión de la evidencia electrónica. 
 
(3) Adoptar un acercamiento a los registros de negocio para admitir los registros en formato 
electrónico. 
 
(4) Mantener el acercamiento existente en las reglas de Singapur basado en tecnología específica 
(computer-specific), pero flexibilizar las reglas de admisibilidad.74 
 
En el escrito generado se favoreció la segunda opción: un acercamiento tecnológicamente 
neutral, no específico, pero con la creación de presunciones específicas para facilitar la admisión 
de evidencia electrónica. El escrito fue circulado entre académicos y expertos y, posteriormente, 



	  

	  

se hizo un proceso de consulta pública mediante seminarios a la profesión legal, policías y al 
público en general.75 
 
Las respuestas en su mayoría adoptaron la segunda opción, según la recomendación del grupo de 
trabajo. Se favoreció principalmente un lenguaje neutral que permitiría flexibilidad en las reglas 
de evidencia y permitiría acoger cambios futuros en la tecnología sin hacer obsoletas las reglas. 
Esta opción se basa en la flexibilidad y capacidad para predecir el resultado. 
 
Producto de este esfuerzo conjunto se redactó una propuesta de enmienda a las reglas de 
evidencia de Singapur denominado como el Evidence (Amendment) Act 2005. En la propuesta 
se añade una definición de registro electrónico: “a record generated, communicated, received or 
stored by electronic, magnetic, optical or other means in an information system or for 
transmission from one information system to another”.76 
 
Por otra parte, las presunciones establecidas fueron las siguientes: 
 
(1) Unless evidence sufficient to raise doubt about the presumption is adduced, where a device or 
process is one that, or is of a kind that, if properly used, ordinarily produces or accurately 
communicates an electronic record, the court shall presume that in producing or communicating 
that electronic record on the occasion in question, the device or process produced or accurately 
communicated the electronic record. 
 
(2) Unless evidence to the contrary is adduced, the court shall presume that any electronic record 
generated, recorded or stored is authentic if it is established that the electronic record was 
generated, recorded or stored in the usual and ordinary course of business by a person who was 
not a party to the proceedings on the occasion in question and who did not generate, record or 
store it under the control of the party seeking to introduce the record. 
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 (3) Unless evidence to the contrary is adduced, where an electronic record was generated, 
recorded or stored by the opponent of the evidence, but adduced by the proponent against that 
opponent, the court shall presume that the electronic record is authentic in relation to the 
authentication issues arising from the generation, recording or storage of the record by the 
opponent.77 
 
Cabe destacar que la presunción contenida en el primer inciso fue tomada del Australian 
Commonwealth Evidence Act de 1995.78 Las presunciones contenidas en los dos restantes 
incisos surgen del Canadian Uniform Electronic Evidence Act.79 
 
Tanto en Canadá como en Singapur existe una preocupación sobre el manejo de la evidencia 
electrónica y se ha reflexionado sobre si las reglas de evidencia existentes atienden las 
particularidades generadas por este tipo de prueba. Favorecemos el modelo Canadiense y el de 
Singapur en la medida que promueven un lenguaje tecnológicamente neutral, pero proveen unas 
presunciones necesarias para flexibilizar la admisión de este tipo de evidencia. 
 



	  

	  

CONCLUSIÓN Y RECOMENDACIONES 
 
En los Estados Unidos el sistema judicial se está enfrentando a los retos que presenta el uso de 
evidencia electrónica aplicando las reglas de evidencia diseñadas para la evidencia documental. 
De esta manera, caso a caso se han elaborado unos principios generales que parecen haber 
obtenido el consenso, en ocasiones de los jueces y juezas estatales y federales que se enfrentan a 
estas controversias. Sin embargo, las complejidades propias de la evidencia electrónica hacen 
necesario que se plantee si procede formular una propuesta de reglas para atender la 
admisibilidad en evidencia de este tipo de prueba. 
 
En Puerto Rico no contamos con jurisprudencia local sobre estos temas. Sin embargo, en la 
medida que los negocios y las relaciones interpersonales continúen siendo mediadas por la 
tecnología, con mayor probabilidad la mayoría de  
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 los casos judiciales requerirá determinaciones sobre la autenticación y admisión en evidencia de 
documentos electrónicos o virtuales. Entendemos que es necesario que nuestras reglas de 
evidencia incorporen los elementos necesarios para una evaluación cabal de la evidencia 
electrónica. A esos efectos, luego de revisar las reglas de evidencia bajo las cuales se están 
admitiendo los documentos y archivos electrónicos, recomendamos adoptar en Puerto Rico las 
siguientes reglas de evidencia federal: la Regla 901(b)(1) sobre testimonio de persona con 
conocimiento; la Regla 901(b)(7) sobre registros públicos; la Regla 901(b)(8) de documentos 
antiguos para añadir la alusión a compilación de datos; la Regla 901(b)(9) sobre procesos y 
sistemas; la Regla 901(b)(4) sobre características distintivas. 
 
A su vez, estimamos se debe adoptar el modelo de Canadá, el cual fue acogido por la propuesta 
de Singapur, e incorporar en las instancias de autenticación de la Regla 76 las definiciones de 
registro electrónico y correo electrónico, así como las presunciones necesarias para flexibilizar la 
admisión de este tipo de evidencia. En la medida que se demuestre la integridad del sistema en el 
cual o por el cual los datos fueron creados se debe presumir su autenticidad. La parte que alegue 
un error en el sistema o en el artefacto utilizado para la creación de los archivos electrónicos 
deberá tener el peso de la prueba para rebatir dicha presunción. 
 
De esta manera se proveen unas reglas tecnológicamente neutrales, pero con la suficiente 
flexibilidad para admitir la evidencia electrónica. Los retos de la producción y presentación en 
evidencia de prueba virtual o electrónica son muchos. En Puerto Rico ha llegado el momento de 
discutir esos retos y comenzar el intercambio necesario para que nuestras reglas de evidencia se 
atemperen al cambio tecnológico y recojan, en su lenguaje, la neutralidad necesaria para dejar 
espacio a las nuevas innovaciones tecnológicas.80 
 
Notas al Calce 
___________________ 
* Catedrática auxiliar, Escuela de Derecho de la Universidad de Puerto Rico; BA, J.D., Universidad de Puerto Rico; 
LL.M., Escuela de Derecho de la Universidad de Columbia 
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I. INTRODUCTION

Many Americans, as well as others throughout the world, have grown increasingly dependent on computers - an unsurprising
result, as computers pervade nearly every aspect of life, from fueling million dollar deals to providing an avenue to waste a few
hours via the Internet or some obsessive video game. Indeed, the effects of computers have especially been felt in the business
world, where the dependency on computers is so high that many people feel worldwide meltdown would be inevitable without

them. 1  As computer dependency grows, an increasing amount of information that would otherwise be memorialized on paper is
now being stored or transmitted in electronic form. As one commentator has recognized, “technological advances have created
a new type of ‘virtual office’ where paper records have disappeared, and documents once stored in filing cabinets are now stored

electronically.” 2  Unfortunately, most advances and new practices cause the emergence of new problems. Indeed, as one court
has accurately noted, “computer technology has led to new forms of records, and problems relating to the evidentiary use of

these records will increase as the use of this technology expands.” 3  As this technology expands, so do questions regarding the
admissibility of electronically stored or produced items into evidence at trail.

*96  This Comment examines the current practices and procedures regarding the admissibility of electronic evidence at trial. 4

Part II describes some of the major differences between electronic and traditional paper evidence, while demonstrating the
importance of knowing how to deal with that media change. Part III outlines the different methods by which a proponent might
introduce computer printouts of electronic evidence, as well as the different methods available to challenge such evidence. Part

IV then considers how the Best Evidence Rule 5  affects the admissibility of electronic evidence. Finally, Part V offers practical
advice for lawyers who are using or planning to use electronic evidence at trial and suggests helpful practices for clients who
regularly deal with electronic data.

II. ELECTRONIC VS. PAPER EVIDENCE - WHAT IS THE DIFFERENCE AND WHY IS IT IMPORTANT?

A. Introduction

Electronic evidence has been broadly defined as “any information created or stored in digital form whenever a computer is

used to accomplish a task.” 6  As this definition implies, electronic evidence may be found in several situations: when someone
enters data into a computer; when a computer generates an output in response to an operator's request; or when a computer

uses or processes information. 7  Therefore, “[e]lectronic evidence . . . may include information databases, operating systems,
applications programs, ‘computer-generated models', electronic and voice mail messages and records, and other information or

‘instructions residing in computer memory.”’ 8  With this change in media, naturally come changes in evidentiary procedures.
In order to understand these procedures, however, it is first necessary to explore the major differences between electronic and
traditional paper evidence.
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B. Obtainability

One primary difference between electronic and paper evidence is that electronic data, because of the convenience and ease of
*97  electronically transferring and storing information, is often easier to obtain than traditional paper evidence. To illustrate

this point, imagine a situation involving two different employees faced with relaying information to a co-worker. Assume
that employee A chooses to send his communication via e-mail and employee B chooses to send his communication through
traditional mail. One major difference that can be noted right away between the two modes of communication is that employee B
might not word his written letter in the same manner employee A would word his e-mail. To explain, while e-mail transmissions
are virtually instantaneous, sending a letter is a good deal slower in process and delivery; as a result, the extra time involved
in writing a letter and mailing it leaves employee B more time for thought and reconsideration of the content. Consequently,

e-mails may contain “uncensored” or “off-the-cuff” remarks that a writer may not include in a written letter. 9  In all actuality,
the extra effort required to write a letter often means that employee B might not even take the time to send his correspondence.
This means that if not for e-mail, many communications would simply never happen and would not be available for evidentiary
purposes at all.

C. Availability

A second major difference between paper and electronic evidence lies in the availability of the evidence. For example, assume
that an employee needs to transmit an important communication to his supervisor. If the employee chooses to put his thoughts
down on paper and that transmission is needed at a later time for use at trial, several problems immediately arise. First, the
supervisor would have had to keep the letter. Second, if the supervisor did keep the letter, he would then have to remember
having received the letter. Third, the supervisor would have to remember where he stored the letter. If all of this occurs, an
additional problem arises in that the supervisor would then have the liberty to decide whether he wanted the letter to be found,
or whether the shredder was the more appropriate place for the document. As can be seen, sometimes several obstacles lie in
the way of the party wishing to discover paper records.

On the other hand, the destruction or misplacement of an electronic file is much more difficult, making electronic evidence
more readily available for trial. In most cases, the durability of electronic evidence even stands in the way of the “book burner”
or other spoliation rogue. For example, communications sent via e-mail are ordinarily routed through a third party computer

system or a *98  centralized back-up system. 10  Consequently, a third party computer system or back-up system could store

and save all e-mails passing through it. 11  This means that a simple search of the third party system could turn up several

“deleted” or otherwise misplaced files. 12

Further, deleting an electronically stored file is not equivalent to throwing out or shredding paper documents. 13  Instead, when
an electronic file is “deleted,” the computer actually earmarks the unwanted file to be overwritten with other information at

a later time. 14  The “deleted” file may not be overwritten with new data for “seconds, days, or even months.” 15  Moreover,

even when new data has overwritten the unwanted file, the old file still may not be completely wiped out. 16  Fragments of a

“deleted” file sometimes survive because software programs usually allocate more space than is necessary to a given file. 17

In other words, the computer assigns a certain block of space on the hard drive to each file; therefore, if the old “deleted” file
is larger than the file assigned to overwrite it, then fragments of the old file will not be overwritten and may be recovered by

a “competent computer forensics technician.” 18

D. Content

Still another difference between paper and electronic evidence lies in the content of each type of medium. Even though a
handwritten letter (or a computer printout of electronically stored or transmitted data) and the actual electronic file may contain
the same visible words and thoughts, electronically stored data can potentially contain “hidden” information. The United States
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District Court for the District of Columbia recognized the presence of this “hidden” information when questioned about the
differences between printouts of e-mails and e-mails in their electronic state:

Both the recipient and the author of a note can print out a “hard copy” of the electronic message containing
essentially all the information displayed on the computer screen. That paper rendering will not, however,
necessarily include all the information held in the computer memory as part of the electronic document.
Directories, distribution lists, acknowledgements of receipts and similar materials do not appear on the
computer screen - and thus are not reproduced when users print out the information that appears on the
screen. Without *99  this “non-screen” information, a later reader may not be able to glean from the hard

copy such basic facts as who sent or received a particular message or when it was received. 19  Electronic
data in its original form, therefore, often contains vital information that is not present in paper records or

even computer printouts of the same electronic evidence. 20

III. ADMITTING ELECTRONIC EVIDENCE AT TRIAL

A. United States v. Ferber: A Practical Introduction 21

Perhaps the most efficient way to illustrate the importance of electronic evidence, while at the same time introducing the various
methods by which electronic data printouts might be admissible at trial, is through an actual case regarding a pivotal e-mail
transmission. In United States v. Ferber, Mark Ferber worked as a financial advisor and investment banker who concentrated

his practice principally in the area of public finance. 22  At various times, several government and public agencies, including
the Massachusetts Water Resource Authority and the United States Postal Service (collectively the “Public Entity Clients”),

retained Ferber and the firms for which he worked as financial advisors. 23  Prosecutors alleged that Ferber used his special
relationship with these Public Entity Clients to obtain kickbacks from the investment firm of Merrill, Lynch, Pierce, Fenner &

Smith (“Merrill Lynch”). 24  Specifically, the government attempted to show that Ferber told employees of Merrill Lynch that

“if they wanted to get business with the [Public Entity Clients], they would have to do favors for him.” 25

During the trial, the prosecution attempted to introduce an e- *100  mail 26  written by a Merrill Lynch employee to his

supervisor shortly after the employee had spoken with Ferber. 27  The e-mail message was printed out as a multi-paragraph
document recounting a telephone conversation between the employee and Ferber, “wherein Ferber inculpated himself”

regarding his wrongdoings. 28  The employee's e-mail suggested ways in which Merrill Lynch might deal with Ferber's

improprieties and ended with the observation that “my mind is mush!” 29

Of course, Ferber contested the admission of this potentially damaging e-mail into evidence as inadmissible hearsay. 30  In

rebuttal, the government initially sought to introduce the printout under the business records exception to the hearsay rule 31  by
showing that the message was “authentic and accurate, and that it was [the employee's] routine practice to send such [e]-mail

messages to co-workers [in] the relevant ‘loop’ immediately following an important telephone conversation with a client.” 32

The Ferber court, however, concluded that this foundation was lacking because the prosecution offered insufficient evidence

that “Merrill Lynch required such records to be maintained.” 33  In other words, the Ferber court recognized that “in order for a
document to be admitted as a business record, there must be some evidence of a business duty to make and regularly maintain

records of this type.” 34

*101  The government next attempted to admit the e-mail printout through the excited utterance exception to the hearsay

rule. 35  The government based its argument on the immediacy with which the employee wrote the e-mail after his conversation

with Ferber. 36  Indeed, the employee testified that he had written the e-mail “very shortly” after his conversation and that while
he was writing the e-mail he was “very upset” and “panicked,” as evidenced by the startling content of the e-mail and his

statement at the end that his “mind was mush!” 37  The Ferber court, however, once again refused to admit the e-mail, stating
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that it could not be an excited utterance because the employee had ample time to reflect and fabricate in the time between talking

to Ferber and actually composing the e-mail. 38

Ever diligent, the government once again attempted to admit the e-mail, this time under the present sense impression exception

to the hearsay rule. 39  The Ferber court ultimately decided that the e-mail was admissible under the present sense impression
exception because, through the e-mail, the employee was explaining the conversation he had with Ferber immediately after it

happened. 40  The Ferber court explained that, in this instance, the short passage of time that elapsed between the employee's
talking to Ferber and the employee's composing the e-mail did not render the e-mail inadmissible because other “[c]ourts have
recognized that the passage of a short amount of time will not preclude evidence otherwise admissible under [the present sense

impression exception].” 41

Naturally, the entry of the destructive e-mail greatly weakened Ferber's defense. In fact, based primarily on this evidence, a
jury ultimately convicted Ferber on fifty-seven counts consisting of mail fraud, wire fraud, and using interstate travel to commit

bribery and extortion. 42  As a result, the court sentenced Ferber to thirty-three months in prison, two years of supervised release,

and a one million *102  dollar fine. 43  The significance of the e-mail's admission into evidence is painfully obvious.

As Ferber demonstrates, proponents of electronic evidence often come up with diverse means by which to admit electronic
evidence. For the most part, however, courts use the same standards for admitting electronic evidence that they use for paper

evidence. 44  This means that, just like paper evidence, two main obstacles stand in the way of a proponent attempting to

admit electronic evidence: hearsay 45  and authentication 46  objections. To overcome these objections, proponents of electronic

evidence often employ exceptions to the hearsay rule, such as the business records exception, 47  public records exception, 48

present sense impression exception, 49  and the residual or “catch-all” exception. 50

B. Authentication of Electronic Evidence

1. Generally

Strict authentication requirements have caused problems in the admission of electronic evidence. Practically every code of

evidence in the United States requires as a base element of admissibility the authentication of proffered evidence. 51  Many
authentication requirements are modeled after Article IX of the Federal Rules of Evidence, which as a precursor notes that “the
requirement of authentication or identification as a condition precedent to admissibility is satisfied by evidence sufficient to

support a finding that the matter in question is what its proponent claims.” 52  This seemingly simple requirement, to show that
the evidence offered is what it claims to be, is quite often an obstacle to overcome, especially where electronic evidence is
concerned. In fact, as one commentator has noted, “a court that is skeptical of computer-based or other electronic evidence may

present the proponent of such evidence with a high hurdle for proving the evidence's authenticity.” 53

*103  As early as the mid-1960's, issues of admissibility and authentication requirements regarding electronic evidence 54

became a question in American courts. For example, in King v. ex rel Murdock Acceptance Corp., 55  the Mississippi Supreme

Court considered the admissibility of several electronic data processing printouts. 56  The plaintiff argued that because the

electronic printouts were not original recordings, they should not be admitted into evidence as business records. 57  The
Mississippi Supreme Court disagreed, however, upholding the admission of the evidence, stating that “print-out sheets of
business records stored on electronic computing equipment are admissible in evidence if relevant and material, without the
necessity of identifying, locating, and producing as witnesses the individuals who made the entries in the regular course of

business . . .” if certain authentication requirements are met. 58  To meet the authentication requirements set forth by the
Mississippi Supreme Court, the proponent of electronic evidence must show that:

(1) the electronic computing equipment is recognized as standard equipment,
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(2) the entries are made in the regular course of business at or reasonably near the time of the happening of the event recorded,
and

(3) the foundation testimony satisfies the court that the sources of information, method and time of preparation were such as

to indicate its trustworthiness and justify its admission. 59  Even though the King case was decided in the 1960's, at a time
when computer use was not as widespread, these authentication requirements do not seem too demanding. Other jurisdictions,
however, have not been so lenient.

For example, the Chancery Division of the Supreme Court of New Jersey, in Monarch Federal Savings & Loan Association

v. Genser, 60  denied admissibility of computer printouts because of improper authentication. 61  Reluctant to trust electronic
technology, the court detailed the following authentication requirements for the admission of electronic evidence:

(1) the competency of the computer operators;

(2) the type of computer used and its acceptance in the field as *104  standard and efficient equipment;

(3) the procedure for the input and output of information, including controls, tests, and checks for accuracy and reliability;

(4) the mechanical operations of the machine; and

(5) the meaning and identity of the records themselves. 62  These requirements are clearly more stringent than those set forth
in King.

Similarly, the Nebraska Supreme Court, in Transport Indemnity Co. v. Seib, 63  admitted electronic evidence only after an
authentication foundation was laid that amounted to 141 pages of transcript and included evidence that the calculations on

which the computer record was based were manually checked and found to be accurate. 64  These authentication requirements
serve as a greater barrier to the proponent of electronic evidence than those in King.

The American Law Reports' early advice on what constitutes proper authentication when proposing electronic evidence at trial,

specifically when introducing computerized business records, is even more demanding. 65  The ALR suggests that a proper
foundation should include proof of:

(1) the reliability of the computer equipment used to keep the records and produce the printout;

(2) the manner in which the basic data was initially entered into the computerized record-keeping system;

(3) the entrance of the data in the regular course of business;

(4) the entrance of the data within a reasonable time after the events recorded by persons having personal knowledge of the
events;

(5) the measures taken to insure the accuracy of the data as entered;

(6) the method of storing the data and the precautions taken to prevent its loss while in storage;

(7) the reliability of the computer programs used to process the data;

(8) the measures taken to verify the accuracy of the programs; and

*105  (9) the time and mode of preparation of the printout. 66  Despite these factors, modern courts generally employ more
liberal standards when considering the authenticity of electronic evidence.
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For example, in United States v. Vela, 67  the government indicted the defendant on several counts of distributing cocaine. 68

To support its claims, the government offered into evidence certain telephone bills that were stored on a computer system and

printed out for trial. 69  On appeal, the defendant argued that the district court erred in admitting copies of the telephone bills

because “a proper foundation was not laid to support the reliability of [the telephone company's] computer-billing process.” 70

Specifically, the defendant contended that the custodian of the records failed to establish that the computers were in proper

working order. 71  The Fifth Circuit stated, however, that the prosecution had indeed laid a proper authenticating foundation

for the electronic evidence, despite the lack of testimony on the reliability or working order of the computer system. 72  The
court noted that a telephone company employee had properly explained the manner in which the billing data were compiled
and that the prosecution's “failure to certify the brand or proper operating condition of the machinery involved [did] not betray

a circumstance of preparation indicating any lack of trustworthiness.” 73  The court flatly concluded, “Computer evidence is

not intrinsically unreliable.” 74

Additionally, some jurisdictions have held that even when an opponent of electronic evidence demonstrates that a computer
printout offered by opposing counsel is defective or inaccurate, the evidence will not necessarily be excluded. For example, in

United States v. Catrabran, 75  the defendant appealed his conviction for concealing assets during a bankruptcy proceeding. 76

The defendant contended that incriminating computer printouts offered against him and accepted into evidence under the

business records exception to the rule against hearsay were inaccurate and should have been excluded. 77  The Ninth Circuit
disagreed, holding that even though *106  “the defense had brought out inaccuracies in the computer printouts . . . these

inaccuracies went to the weight of the evidence, not to admissibility.” 78

Ultimately, many modern courts are essentially bypassing authentication requirements altogether, asking only that the

foundation requirements of the applicable hearsay exception be proven. 79  Indeed, at least one court has recently adopted the

position that computer printouts of electronic evidence “have a prima facie aura of reliability.” 80  Similarly, another court has
noted that “while presentation of scientific evidence usually requires proof of the validity of the underlying theory and the
reliability of the instrument, ‘computers are so widely accepted and used that the proponent of computer evidence need not

prove those two elements of the foundation.”’ 81

In accordance with this idea, Judge Weinstein, in his treatise on evidence, notes that extensive demonstrations of the authenticity

of electronic evidence are no longer necessary considering the widespread acceptance of electronic evidence. 82  Judge
Weinstein contends:

A computer system with a print-out is no more obscure than a manual computation . . . . The data is simply
stored electronically rather than manually. If the computer has been properly programmed and operated
there is less likelihood of error by machine computations than there is by human figuring . . . . Since there is
a chance that the computer output is inaccurate, the person offering computer print-outs in evidence should,
in addition to explaining the programming methods used, give a description of the controls used to detect
both human and machine errors. This precaution is not required as a foundation for admissibility but as a

tactical precaution to forestall any doubt in the trier's mind. 83

Offering further support, evidentiary scholar Dean McCormick comments that when authenticating electronic evidence, the
witness need only show that the printout is a “correct reflection of what is in the machine, rather than . . . what is in the machine

is correct.” 84

*107  This modern trend of leaning toward limited authentication requirements for electronic evidence has received heavy
criticism. Some commentators reason that bypassing base authentication requirements treats parties unfairly because computer
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printouts are not as reliable as other business records. 85  Furthermore, the reliance on the applicable hearsay foundation alone

unfairly places the burden on the opponent of the evidence to establish that the computer did not produce an accurate result. 86

Consequently, because the opponent is usually not in the best position to produce proof about his adversary's computer system,

the authentication requirements of Federal Rule of Evidence 901(b)(9), 87  and those like it, should first be required of the

electronic evidence. 88  After the electronic evidence clears this hurdle, then it should have to meet other hearsay foundational

requirements. 89  Supporters of this method claim it produces a fairer result by resting the burden of proving the computer

system's accuracy on the proponent, who is the party in the best position to supply that information. 90

Despite resistance from these commentators, it seems that courts are becoming increasingly reliant on the trustworthiness of
electronic evidence. Original concerns about the authenticity of computer printouts of electronic evidence seem to be waning
as courts repeatedly rely solely on the applicable hearsay exception as the foundational requirement to test the admission of
electronic evidence. Consequently, it is generally the burden of the opponents of electronic evidence to offer proof that the
proponent's computer system is fallible in some way.

Although this result may seem unfair, it seems to be the most reasonable method of authentication because forcing the proponent
to prove authenticity would be incredibly difficult and time consuming. Indeed, the proponent would have to haul into court
practically every person who had a hand in creating the evidence--from the writer of the program that stored the information to
the person who actually entered it. Because most stored information, especially information *108  that is business-related, is a
compilation of records entered by possibly hundreds of people, this would be too time consuming and costly for the proponent.
Ultimately, because of these costs and burdens, the proponent may simply choose not to enter important evidence. On the other
hand, as many courts have recognized, it is comparatively much easier for the opponent to point out flaws in the electronic
evidence.

2. Authentication Requirements for Electronically Produced or Stored Public Records and Reports

The above authentication requirements apply generally to all electronic evidence, regardless of which hearsay exception the
evidence is entered under. Electronic evidence offered under the public records hearsay exception, however, enjoys a slightly
different treatment. Federal Rule of Evidence 902(4) lists “[c]ertified copies of public records” as self-authenticating evidence,

meaning that documents of this type do not require extrinsic proof of authenticity to be admissible at trial. 91  This rule includes

“data compilations in any form,” which encompasses electronic evidence. 92  Although there are those who argue for stricter
authentication requirements, compliance with Rule 902(4), and rules like it, means that once the proponent shows that the record

is indeed a certified public record, the document is properly authenticated in the eyes of the court. 93  Thus, the court does not

typically require any further proof that the computer system on which the information was stored or processed is trustworthy. 94

As a result, the only authentication requirements for electronic evidence offered as a public record are found in the public record

exception to the hearsay rule. 95

*109  C. Admissibility of Electronic Evidence Under the Business Records Exception to Hearsay

1. Generally

Proponents of electronic evidence frequently attempt to admit their exhibits under the business records exception to the hearsay
rule. Most jurisdictions agree that electronic evidence, or computer printouts of electronically stored information, may constitute
business records, as defined under the business records exception to hearsay, and is admissible into evidence at trial as long as

a proper foundation is laid. 96  Under the business records exception to hearsay, as long as the proper foundation requirements

are met, a court may admit “[a] memorandum, report, record, or data compilation, in any form.” 97  The Advisory Committee's
notes go further in defining “data compilation” as “descriptive of any means of storing information other than the conventional

words and figures in written or documentary form. It includes, but is by no means limited to, electronic computer storage.” 98
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By including this “data compilation” language in the Advisory notes, the authors of the business records exception, even in
1975 when the Federal Rules of Evidence were adopted, recognized an increase in the use of electronic evidence at trial.

The foundation requirements for the admission of electronic evidence under the business records exception to the hearsay rule
closely mirror those proscribed by Federal Rule of Evidence 803(6). Further, most jurisdictions generally agree on substantially
the same foundation requirements for electronic evidence offered under the business records exception.

For example, in People v. Huehn, 99  the defendant appealed a judgment finding him guilty of theft. 100  The defendant, an
automatic teller machine (“ATM”) technician, allegedly had opened a particular ATM machine's safe on his route and had

stolen its contents. 101  The ATM in question was equipped with an electronic monitoring system, which recorded certain events,

such as when the ATM machine opened. 102  The prosecution offered a computer printout of this *110  information under the
business records exception to hearsay in order to show that the ATM machine had been opened at a time when the defendant

would have been in close proximity to it. 103

The defendant appealed his conviction, noting that the computer printout was erroneously admitted into evidence because the

prosecution did not properly prove it to be a business record. 104  In considering the matter, the Colorado Appeals Court outlined
the special foundation requirements that had to be met before electronic evidence of this type could be admitted into evidence
as a business record, stating that such evidence would be admissible if:

(1) The computer entries are made in the regular course of business;

(2) Those participating in the record making were acting in the routine course of business;

(3) The input procedures were accurate;

(4) The entries were made within a reasonable time after the transaction involved; and

(5) The information was transmitted by a reliable person with knowledge of the event reported. 105  Because the prosecution
presented the testimony of a bank employee who was able to verify each of these elements, the court found that the electronic

evidence was properly admitted, even though the records were actually maintained and prepared by an outside source. 106

Other jurisdictions offer more flexibility in the foundational requirements for the proponent of electronic business records. For

example, in In re Newman, 107  the Missouri Court of Appeals set out only three foundational requirements for the admission

of electronic evidence under the business records exception. 108  The court stated that electronic evidence would be admitted as
a business record if “(1) the custodian or other qualified witness testifies to its identity and the mode of its preparation; (2) . . .
it was made in the regular course of business, at or near the time of the act, condition or event; and (3) . . . the sources of

information, method and time of preparation justified its admission.” 109  The Missouri Court of Appeals noted that in addition
to these three foundational requirements, for the evidence to be properly admissible, the party *111  offering the evidence had

to regularly employ computer equipment to enter and store information. 110

Most jurisdictions also include the caveat that electronic evidence created for purposes of litigation, or evidence that is merely an

accumulation of hearsay, is not properly admissible into evidence under the business records exception. 111  On the same note,
however, other courts have held that only the entries comprising the computer printouts have to be made in the regular course of

business for the evidence to qualify under the business records exception. 112  This means that a printout of electronically stored
evidence that has been created specifically for trial is not considered to have been “prepared for litigation” if the underlying

information was stored in the regular course of business. 113

2. The Treatment of Electronic Mail Under the Business Records Exception
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Experts estimate that there are currently over 40 million e-mail users worldwide, sending over 60 billion messages annually. 114

With this great volume of e-mail communications, it is no wonder that litigants increasingly rely on e-mail for evidentiary

support. 115  Despite the pleas of supportive commentators 116  and the widespread use of this electronic communication
medium, courts have been reluctant to accept e-mails into evidence under the business records exception.

For example, in Monotype Corp. v. International Typeface Corp., 117  International Typeface Corporation (“ITC”) charged

Monotype Corporation (“Monotype”) with illegally copying printing fonts owned by ITC. 118  ITC alleged that Monotype

planned to sell the fonts to Microsoft for use in Microsoft's software. 119  As proof of this allegation, ITC offered an internal

e-mail into evidence under the *112  business records exception. 120  Indeed, ITC offered testimony showing that the author
of the e-mail was “knowledgeable about the Microsoft / Monotype transaction, was writing the e-mail to his superior, and the

record was kept in the course of regularly conducted business.” 121  Despite ITC's seemingly proper foundational showing,

the trial court excluded the e-mail from evidence. 122  On appeal, the Ninth Circuit upheld the exclusion, reasoning that e-
mails were not “regular, systematic function[s]” and therefore not as reliable as other records that were actually prepared in the

regular course of business. 123  Although courts have been reluctant to admit e-mails into evidence under the business records
exception, not all hope is lost for the e-mail proponent--many courts have accepted e-mails through other hearsay exceptions,

such as the present sense impression exception. 124

3. Cases Where Electronic Evidence has Been Held Inadmissible Under the Business Records Exception

In order to understand the requirements for the admissibility of electronic evidence, it is necessary to examine cases finding
electronic evidence to be inadmissible. These cases, discussed below, are organized according to the foundational elements of
the general business records exception.

i. The custodian or other qualified witness must testify to the electronic evidence's identity and the mode of its preparation

In Specialty Linings, Inc. v. B.F. Goodrich Co., 125  the defendant filed a cross-claim against the plaintiff, claiming that the

plaintiff owed the defendant several thousand dollars for products the defendant sold to the plaintiff. 126  In order to prove this
cross-claim, the defendant offered into evidence a computer printout of a monthly billing statement through the testimony of

one of the defendant's general managers. 127  At trial, the general manager testified that statements like the one offered were

printed regularly and sent to various customers who had purchased products from the defendant. 128  On cross-examination,
however, the general manager admitted that *113  his department was not involved producing the monthly billing statements

and that, outside of simply knowing what the document was, he was not familiar with how the document was created. 129

Nevertheless, the trial court allowed the monthly billing statement into evidence. 130

On appeal to the Court of Appeals of Florida, the plaintiff contended that the trial court had wrongly admitted the electronically

produced monthly billing statement. 131  The appeals court agreed that the billing statement should have been excluded, stating
that the testifying general manager was neither the custodian of records, nor a qualified witness as required by the business

records exception, because “he was not familiar with any of the transactions represented by the computerized statement.” 132

Because the general manager was not a qualified witness, the court held that “his testimony did not lay a proper predicate for

admission of the computerized statement,” rendering the evidence inadmissible. 133

ii. The electronic evidence was made in the regular course of business, at or near the time of the act, condition or event

In Ozark Appraisal Service, Inc. v. Neale, 134  the plaintiff appealed from an adverse judgment it received on a non-compete

claim against its former employee, the defendant. 135  The plaintiff brought its appeal partly because the trial court allegedly
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had incorrectly calculated the damages that the plaintiff was ordered to pay the defendant. 136  Specifically, the plaintiff cited

as error the admission into evidence of a computerized summary of the defendant's billing records. 137  The Court of Appeals of
Missouri noted that the “exhibit was compiled by [the defendant] for use at trial and includes a summary of appraisals performed

by her after she left [the plaintiff's] employment.” 138  The court also noted that, although the evidence was a summary of the
defendant's business records, the defendant conceded that the summary was not made in the regular course of business and, in

fact, was specifically prepared for trial *114  purposes. 139  In light of those facts, the court found that the plaintiff's hearsay

objection to the admission of this electronic evidence was proper and the evidence should have been excluded. 140

Similarly, in Potamkin Cadillac Corp. v. B.R.I. Coverage Corp., 141  to bolster its counter-claim against the plaintiff, the

defendant offered computer-prepared accounting histories into evidence. 142  The district court excluded these documents

from evidence. 143  Consequently, the defendant appealed the judgment entered against it, citing error in the exclusion of the

electronically produced histories. 144  In considering the matter, the Second Circuit noted that the proponent's witness testified
that the histories “‘represent[ed] all business transacted between [the defendant] and [the plaintiff] over the course of the
entirety of the[ir] relationship,’ and had been prepared ‘several years ago’ by the company's computer department ‘by extracting

information concerning the transactions from [the defendant's] computer history tapes.”’ 145  Through this testimony, the Second
Circuit ultimately found that the computer-produced histories “required significant selection and interpretation of data, not

simply a downloading of information previously computerized in the regular course of business.” 146  For that reason, the court
concluded that the computer-produced histories were not prepared in the ordinary course of business, but were prepared for

litigation purposes and, therefore, were inadmissible under the business records exception to hearsay. 147

iii. The source of information or the methods or circumstances of the preparation of the electronic evidence must be trustworthy

In Illinois v. Friedland, 148  the defendant was convicted of theft at the trial level. 149  The defendant worked as a store manager

and was responsible for the store's nightly deposits. 150  When making a deposit, the company required the defandant to write

down the amount of the deposit on a company-provided deposit sheet and *115  deposit the money at the bank each night. 151

Eventually, the storeowners noticed discrepancies totaling over $25,000 between the amounts written on the deposit sheets and

the amounts on the actual bank account statements. 152  Consequently, the State charged the defendant with embezzlement. 153

In order to secure the defendant's conviction, the prosecution entered computer-generated bank statements into evidence that

showed the deficiencies. 154  After receiving a guilty verdict, the defendant argued on appeal that the court improperly admitted

the computer-generated bank records into evidence because the prosecution did not lay the proper foundation for their entry. 155

The Appellate Court of Illinois noted that the bank employee's testimony, which the trial court had found sufficient to lay a

foundation for the bank statements, “only established that the records were kept in the ordinary course of business.” 156  The
witness did not testify as to “what type of computer system was used by the bank and whether that system was recognized

as standard.” 157  Further, there was no testimony offered that established that the “sources of information, method, and time

of preparation” were trustworthy. 158  The court ultimately held that the witness's testimony did not satisfy the foundation
requirements of the business records exception and, therefore, the trial court had improperly admitted the electronically produced

bank account statements. 159

D. Admissibility of Electronic Evidence Under the Public Records Exception to Hearsay

Although occurring less frequently than under the business records exception, some proponents offer their electronic evidence

under the public records exception to the rule against hearsay. 160  According to Federal Rule of Evidence 803(8), “records,
reports, statements, or data compilations, in any form, of public offices or agencies, setting forth (A) the activities of the office
or agency, or (B) *116  matters observed pursuant to duty imposed by law as to which matters there was a duty to report” are
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considered public records and properly admitted into evidence over hearsay objections. 161  Further, as a reciprocal to that rule,
Federal Rule of Evidence 803(10) notes that “the absence of a record, report, statement, or data compilation, in any form, or the
nonoccurrence or nonexistence of a matter of which a record, report, statement or data compilation, in any form, was regularly

made and preserved by a public office or agency” is also properly admitted into evidence over hearsay objections. 162

Just as with the business records exception, in earlier cases courts were suspicious of electronically stored and produced public

records. For example, in Department of Mental Health v. Beil, 163  the Appellate Court of Illinois overturned the trial court's
admission of certain computer print-outs from various state-operated mental institutions, not because improper foundations
had been laid regarding their status as public records, but because there was no testimony offered as to the reliability and

trustworthiness of the computing system that produced the documents. 164  In particular, the court noted that “before such
records can be introduced into evidence, it must be shown that the electronic computing equipment [i]s standard” and that the

“method and time of preparation were such as to indicate its trustworthiness.” 165

More recently, the public records exception has been applied to the admission of electronic evidence with little to no deference
given to the fact that the records are electronically produced. Indeed, it seems that now the admission or exclusion of electronic

evidence hinges mainly on whether it meets the specific public records requirements. 166  In other words, a proponent of
electronic evidence using the public records exception needs only to certify through the proper witness's testimony that the

evidence is a public record. 167  This approach seems slightly too lenient on the proponent of electronically stored public records.
It seems more reasonable that an offering party should at least have to produce a witness who is familiar with electronic entry
procedures and can attest to the computer system's accuracy.

*117  In Norton v. Alabama, 168  the defendant appealed to the Court of Criminal Appeals of Alabama citing as error the

admission of certain computer-produced driving records under the public records exception. 169  Although recognizing, over
hearsay objections, that “computer-made evidence of public records is admissible,” the court agreed that the electronically

produced documents were improperly admitted because they were not certified by the appropriate police officer. 170  The court
reasoned that “without the proper certification, the printout is merely a written statement made by an individual who was

unavailable to testify and, therefore, unavailable for cross-examination.” 171  The court made no mention or question of the
computer's accuracy or trustworthiness.

Where computer accuracy or trustworthiness has been put into question, proponents have satisfied the issue by offering
certification testimony from individuals who have worked with the computer system in question and are familiar with the proper

data input procedures. For example, in Brown v. J.C. Penny Co., 172  defendants appealed an adverse judgment to the Court of
Appeals of Oregon partly on the contention that certain police-provided computerized print-outs were wrongly admitted into

evidence under the public records exception. 173  The court disagreed, however, noting that “transcripts of entries in official
records stored within either a data processing device or computer are, if properly certified, admissible as primary evidence

of the facts stated.” 174  Because the plaintiff had offered the testimony of a “computer section supervisor,” who was able to
confirm the accuracy of the report, as well as recount the procedures used in entering data into the computer to create that type

of report, the court ultimately held that the computer print-out was properly certified and therefore admissible. 175

E. Admissibility of Electronic Evidence under the Present Sense Impression and the Exited Utterance Exceptions to
Hearsay

In United States v. Ferber, 176  the court considered admitting electronic evidence under the exited utterance exception and

actually admitted electronic evidence under the present sense impression *118  exception. 177  As discussed in Section I of
this Comment, during the trial, the prosecution offered a potentially damaging internal e-mail, written by an employee to his
supervisor shortly after Mark Ferber, the defendant, had allegedly confessed his wrongdoings via a telephone conversation to
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the employee. 178  The prosecution tried to admit the e-mail under several different hearsay exceptions, including the business

records exception, the excited utterance exception, and the present sense impression exception. 179  While not ruling out the
possibility that an e-mail could constitute an exited utterance, the court chose to accept the e-mail into evidence under the

present sense impression exception. 180

1. The Exited Utterance Exception to Hearsay

According to Federal Rule of Evidence 803(2), an otherwise inadmissible hearsay statement is admissible into evidence if
it relates to a “startling event or condition made while the declarant was under the stress of excitement caused by the event

or condition.” 181  In Ferber, the prosecution offered the e-mail under this exception, noting the immediacy with which the

employee composed the e-mail after his conversation with Ferber. 182  Indeed, the prosecution contended that the employee's

excited state was evidenced by the closing line of the e-mail, which read, “my mind is mush!” 183  The Massachusetts Federal
District Court, however, refused to admit the e-mail under this exception, reasoning that “the detail, the length, [and] the
possibility [the employee] spoke to [his supervisor] before he wrote it” suggest that the employee had “ample time” to “reflect”

or “fabricate.” 184

Although the court excluded the e-mail from evidence under the exited utterance exception, it did not rule out the possibility
that other e-mails, more in conformity with the requirements of the excited utterance exception, could be admissible. The Ferber
decision suggests that if a proponent introduced a short e-mail containing little detail and using excited language, the nature
of the communication could qualify the e-mail as an exited utterance. With the rise of instant messaging, a form of electronic
communication faster than e-mail that allows for more rapid exchanges, the excited utterance *119  exception may become

a useful hearsay exception for the admission of electronic communication. 185  Of course, because of temporal considerations,
this avenue is probably only open for e-mail and other electronically transmitted forms of communication.

2. The Present Sense Impression Exception

Under the present sense impression exception, an otherwise inadmissible hearsay statement is admissible if the statement is
offered to “describ[e] or explain [] an event or condition made while the declarant was perceiving the event or condition,

or immediately thereafter.” 186  As noted, the e-mail in Ferber was finally accepted into evidence under this exception. 187

However, it seems counterintuitive that the court excluded the e-mail under the excited utterance exception because too much
time elapsed between the conversation and the actual writing of the e-mail, but admitted it under the present sense impression
exception, which requires contemporaneity between the act and the relaying of the act.

The court recognized this problem, but explained that with the excited utterance exception, the declarant must make the

statement while under the “stress of excitement.” 188  With the Ferber e-mail, the court believed that enough time had passed

to erode away the initial excitement the employee had experienced while speaking to Ferber. 189  This barred the e-mail from

being admissible under the excited utterance exception. 190  On the other hand, while the present sense impression exception
requires there to be a sense of contemporaneity between the statement and the happening of the event, there is no excitement

requirement. 191

Under the present sense impression exception, the issue of contemporaneity between the act and the relaying of the act must be
addressed. The Ferber court cited to several cases holding that a slight lapse of time, potentially lasting up to several minutes,

could occur between the event and the statement and not remove the statement from the present sense impression exception. 192

In Ferber, *120  although enough time had apparently lapsed to dull the excitement of the employee's conversation and remove
the e-mail from the reach of the excited utterance hearsay exception, not enough time had lapsed to destroy contemporaneity,

and, as a result, the e-mail qualified for the present sense impression exception. 193
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F. Admissibility of Electronic Evidence Under the Residual or “Catch-All” Exception to Hearsay

Under Federal Rule of Evidence 807, even if a statement is outside the bounds of any other hearsay exception, the court may
still admit the statement into evidence if “(A) the statement is offered as evidence of a material fact; (B) the statement is more
probative on the point for which it is offered than any other evidence which the proponent can procure through reasonable

efforts; and (C) . . . the interests of justice will best be served by admission of the statement.” 194  This exception occasionally
has been used to admit otherwise inadmissible electronic evidence.

For example, in Palmer v. A.H. Robins Co., 195  the plaintiff became pregnant while using a doctor-prescribed contraceptive

called “The Shield.” 196  Following the doctor's recommendation, she did not remove the contraceptive after becoming pregnant,

which resulted in a miscarriage and permanent injury. 197

In her suit against the manufacturer of the contraceptive, the plaintiff offered into evidence several computer reports, compiled

previously by the defendant, of other “Shield” users who had suffered miscarriages. 198  The court admitted this evidence

under the business records exception to hearsay. 199  The defendant appealed the judgment entered against it, citing as error

the admission of the computer reports. 200

The Colorado Supreme Court held that the lower court properly admitted the electronic evidence, whether or not it was a

business *121  record, because it fell under that state's “general hearsay exception.” 201  The court explained that, under the
requisites of the general exception, the “exhibit contain[ed] sufficient guarantees of trustworthiness, having been prepared under
[the defendant's] direction” and that the “admission of the information . . . was the only practical way to present this evidence

to the jury.” 202

Perhaps the use of “catch-all” exceptions, such as Colorodo' general exception, shows the court's increasing willingness to rely
on electronic evidence. Indeed, as judges grow more familiar and trusting of computers, the “catch-all” exception may offer
beneficial results to the proponents of electronic evidence when other hearsay exceptions will not.

III. BEST EVIDENCE CONSIDERATIONS

At first glance, the Federal Rules of Evidence pose a significant problem to the proponent of electronic evidence by stating that

“[t]o prove the content of a writing, recording, or photograph, the original writing, recording, or photograph is required.” 203

This requirement creates a problem because most offers of electronic evidence are actually printouts of information stored on a
computer and are not technically the “original recording.” The definition of the term “original,” found in Rule 1001, however,
effectively eliminates most controversies in this area by stating that “if data are stored in a computer or similar device, any

printout or other output readable by sight, shown to reflect the data accurately, is an ‘original.”’ 204  Using this definition,

courts have been able to overrule “best evidence” objections to the admittance of electronic evidence. 205  There are, however,
important differences in electronic data in its original form and in its printed form that may warrant a closer look at the offered
electronic evidence.

The difference between evidence in its original electronic state and its printed form was recognized by the court in Armstrong

v. *122  Executive Office of the President. 206  During the transition between the presidencies of Ronald Reagan and George
Bush, the National Security Archive learned of a plan to purge certain electronic material contained in White House computers,

including all previous e-mail communications. 207  Realizing the possibility of losing important information, especially in light

of the recent Iran-Contra affair, the plaintiff brought an action to prevent the destruction of that electronic information. 208
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The court decided that many of the records concerned fell under the protection of the Federal Records Act (“FRA”) 209  and

ordered the preservation of the files. 210  As a result, the defendants began instructing their staff to print and store the protected

e-mails in paper form, while continuing the plans to eliminate the electronic material. 211

The District Court of the District of Columbia, however, did not feel that these preservation measures complied with the

FRA. 212  The court noted that the “electronic material on the [computer systems] are qualitatively different than a copy printed

out in paper form.” 213  Specifically, the court recognized that the electronic information in its original form possibly contained

much more information than it would in its printed form. 214  The court noted that pertinent information, such as who received
the transmission, who sent the transmission, and the time and date of the communication, would be contained in the electronic

data, but would not show up on the computer printout. 215  The court added that “such information can be of tremendous
historical value in demonstrating what agency personal [sic] were involved in making a particular policy decision and what

officials knew, and when they knew it.” 216  For those reasons, the court ordered that the protected data be stored in its original

electronic form. 217

*123  Despite the differences between evidence in an electronic form and in a printed form, the distinctions are often overlooked

in cases involving electronic evidence. For example, a major issue in the Ferber case 218  was the amount of time that had

elapsed between the employee's telephone conversation with Ferber and his composition of the e-mail to his supervisor. 219

Although neither side mentioned a “best evidence” problem, the e-mail in its original electronic form could have offered help
with this question. For example, the e-mail in its electronic form would show the time of transmission--a fact that may not
have been evident on the printed copy. This information could have been compared to telephone records indicating the time of
the telephone conversation to accurately estimate the time between the conversation and the e-mail. If the time difference was
substantial, for instance if the employee had composed the e-mail an hour after his conversation with Ferber, then the e-mail
probably would not have been admitted under the present sense impression exception, and Ferber may not have been found

guilty. 220  If, in the alternative, the time period between the conversation and the e-mail was minimal, the e-mail might have
been admitted under the excited utterance exception. This illustrates that the differences between information in its electronic
and printed forms may directly affect the admissibility of the evidence.

IV. RECOMMENDATIONS FOR THOSE USING OR PREPARING TO USE ELECTRONIC EVIDENCE.

Attorneys conducting discovery need to be mindful of electronic evidence, especially in its original electronic form. Considering
this, it is strongly recommended that attorneys develop specific plans for the discovery and use of electronic evidence at trial. One
commentator recommends that such plans “include discovery requests and depositions designed to unearth relevant electronic

data and a trial strategy that incorporates and capitalizes on the potential treasure trove of electronic information.” 221  Needless
to say, foregoing this important step could potentially result in a party missing out on crucial evidence.

*124  Regarding authentication concerns, because it is uncertain what sort of authentication foundation a particular court
is going to require regarding electronic evidence, the best advice is that given by the writers of the Manual for Complex

Litigation. 222  This publication recommends that “[i]ssues concerning accuracy and reliability of computerized evidence,

including any necessary discovery, should be addressed during pretrial proceedings and not raised for the first time at trial.” 223

Imagine, for example, being faced for the first time at trial with the obstacle of overcoming electronic evidence authenticity
requirements like those in Genser, where the proponent was required to prove the computer operator's competency, the computer

type and its general acceptance, and the controls, tests, and checks done on the computer for accuracy and reliability. 224

As an additional barrier to the admission of electronic evidence, the proponent of electronic evidence may not be permitted to
authenticate his exhibits at trial without making his intention to offer such evidence known prior to trial. Adequate pre-trial
notice of electronic evidence issues serves to decrease the admission of false or misleading evidence, increase the efficiency
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of trials, provide a fairer means to deal with evidentiary burdens, and assist the trier of fact in assessing whether the printout
contains what its proponent asserts.

As far as clients are concerned, attorneys may want to recommend an electronic records management policy, where clients
institute guidelines in their business and personal affairs for the preservation and periodic purging of electronically stored
computer data. One commentator suggests that “the employer should have a data retention policy which limits retained data to

only that information necessary to do business or comply with legal requirements.” 225  Spoliation concerns, however, should
always be considered when implementing a retention policy.

At least one court has outlined factors to be used in determining whether the destruction of documents according to a document
retention policy should gives rise to a negative evidentiary presumption: (1) whether “record retention policy is reasonable
considering the facts and circumstances surrounding the relevant documents;” (2) whether the policy was adopted in bad faith;
and (3) whether lawsuits have been filed or complaints have been made that suggest certain categories of documents should be

retained. 226  In *125  addition, the amount of time that electronic documents need to be retained prior to destruction depends
on what type of file is being considered for deletion. Generally, most electronic data “should be retained until the lapse of any

applicable statute of limitations for any cause of action as to which the data might be relevant.” 227  Companies should delete

e-mails, however, especially those that are un-official in nature, on a regular interval. 228  In fact, a company “would do well to
create a system which automatically deletes e-mails after a brief period of time, except for certain types of specifically-defined

‘official’ company communications which are maintained by the company for business purposes.” 229

Further, attorneys may want to advise their clients of the general characteristics of electronic records, especially e-mail. Indeed,
if employees were aware of the difficulty with which electronic records and transmissions are “deleted,” then perhaps they
would be more mindful of what they did on their computers. To further this end, attorneys may also want to advise their clients
to implement computer and e-mail policies that regulate how and what type of information is stored and transmitted through the
company's computers. One commentator suggests that employees should sign acknowledgment and consent forms stating that
they are aware that computers are “to be used only for business purposes and that the employer reserves the right to monitor,

inspect, or take other steps to determine that the usage is related to business purposes.” 230  Such policies might also include
educating employees on the ways electronic evidence can be retrieved and later used against the company in legal proceedings.

IV. CONCLUSION

As people are growing increasingly accustomed to communicating and storing information on computers, electronic evidence
admissibility standards are becoming more important. At the dawn of the computer revolution, courts were skeptical of the
reliability of electronic evidence and required complex authentication foundations. In recent times, however, the general
acceptance of computers has led to the admissibility standards for electronic evidence being essentially no different than if the
information originally had been recorded on paper. In fact, many courts do not require any authentication foundation regarding
the computer system used to store the information. Just as the earlier complex *126  authentication requirements may have been
too demanding, this wholesale acceptance of computer reliability may be too lenient on the proponent of electronic evidence.

Perhaps the best standard for the admissibility of electronic evidence lies between these two extremes. Proponents should at
least be required to present witness testimony to show the reliability of the computer system used to store or create the electronic
data being offered.. This testimony could originate from someone either familiar with entry procedures, or knowledgeable of
the computer and its functions. Additionally, opponents should be able to examine the computer system, without being given
access to the files within, so that they can formulate proper authenticity objections, if any.

Computer use, now more than ever, is definitely on the rise. Accompanying this rise is a steadily increasing amount of
information in electronic form. Attorneys should be aware of these changes and be prepared to adjust their discovery practices,
as well as their courtroom procedures for admitting evidence. Moreover, attorneys should advise their clients of the potential
dangers of electronically stored data so that preventative policies may be enacted.
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Footnotes
1 The reader is referenced to the “Y2K” scare at the close of the previous millennium, where the threat of worldwide computer

failure sent much of the world's population into a frenzy, causing many to stock up on water, canned goods and munitions in the

face of impending riot and anarchy. See, e.g., Robin Guenier, Y2K - What Really Happened, The Year 2000 Web Site, at http://

www.year2000.com/y2kcurrent2.html (Jan. 26, 2000).

2 Anthony J. Dreyer, Note, When the Postman Beeps Twice: The Admissibility of Electronic Mail Under the Business Records

Exception of the Federal Rules of Evidence, 64 Fordham L. Rev. 2285, 2289 (1996).

3 Norton v. State, 502 So. 2d 393, 394 (Ala. Crim. App. 1987).

4 This Comment will not discuss issues regarding the discoverability of electronic evidence. For an in depth treatment of that subject,

see Mark D. Robins, Article, Computers and the Discovery of Evidence - A New Dimension to Civil Procedure, 17 J. Marshall J.

Computer & Info. L. 411 (1999).

5 Fed. R. Evid. 1002.

6 Christine Sgarlata Chung & David J. Byer, The Electronic Paper Trail: Evidentiary Obstacles to Discovery and Admission of

Electronic Evidence, 4 B.U. J. Sci. & Tech. L. 5, 8 (1997).

7 Id. citing Manual for Complex Litigation § 21.446 (3d ed. 1995)).

8 Id.

9 See Dreyer, supra note 2, at 2289.

10 Id. at 2291.
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12 Id.

13 Robins, supra note 4, at 417.
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16 Id.

17 Id.

18 Id at 418.

19 Armstrong v. Executive Office of the President, 1 F.3d 1274, 1280 (D.C. Cir. 1993) (per curiam); See also Dreyer, supra note 2, at

2290 (“E-mail records usually store information regarding their transmission and receipt. This may include the names of the sender

and recipient(s), the date and time that the messages were sent and received, and an acknowledgment that the e-mail was retrieved”).

20 This difference brings up Best Evidence concerns that are considered, infra, at Section V.

21 Although for the sake of conformity the Federal Rules of Evidence will be used here, most state codes have the same or similar
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24 Id. at 93-95.

25 Id. at 93.

26 According to federal regulations, e-mail is a “document created or received on an electronic mail system including brief notes, more

formal or substantive narrative documents, and any attachments, such as word processing and other electronic documents, which

may be transmitted with the message.” 36 C.F.R. § 1234.2 (2002).

27 Ferber, 966 F. Supp. at 98.

28 Id.

29 Id.

30 Id. at 98-99. The Federal Rules of Evidence define hearsay as “a statement, other than one made by the declarant while testifying at the

trial or hearing, offered in evidence to prove the truth of the matter asserted.” Fed. R. Evid. 801. The e-mail, an out of court statement

offered for the truth contained within the statement, fit under this definition. See Ferber, 966 F. Supp. at 98. Consequently, is the email

was not admissible into evidence unless there was an appropriate exception to non-admissibility found within the Federal Rules of

Evidence. Fed R. Evid 802; See, e.g., Fed. R. Evid. 803, 804 (listing the exceptions to the non-admissibility of hearsay into evidence).

31 Ferber, 966 F. Supp. at 98. The business records exception to the hearsay rule states that otherwise inadmissible hearsay will be

accepted into evidence if the statement is “a memorandum, report, record, or data compilation, in any form, of acts, events, conditions,

opinions, or diagnoses, made at or near the time by or from information transmitted by, a person with knowledge, if kept in the

course of a regularly conducted business activity, and if it was the regular practice of that business activity to make the memorandum,

report, record or data compilation, all as shown by the testimony of the custodian or other qualified witness....” Fed. R. Evid. 803(6)

(emphasis added).

32 Ferber, 966 F. Supp. at 98.

33 Id.

34 Id. (citing Willco Kuwait (Trading) S.A.K. v. deSavary, 843 F.2d 618, 628 (1st Cir. 1988)).

35 Id. at 99. The excited utterance exception states that otherwise inadmissible hearsay is admissible into evidence if it consists of “a

statement relating to a startling event or condition made while the declarant was under the stress of excitement caused by the event

or condition.” Fed. R. Evid. 803(2).

36 Ferber, 966 F. Supp. at 99.

37 Id.

38 Id.

39 Id. The present sense impression exception to the hearsay rule states that otherwise inadmissible hearsay is admissible into evidence

if it consists of “a statement describing or explaining an event or condition made while the declarant was perceiving the event or

condition, or immediately thereafter.” Fed. R. Evid. 803(1).

40 Ferber, 966 F. Supp. at 99.

41 Id. (citing United States v. Blakey, 607 F.2d 779, 785-86 (7th Cir. 1979)) (“Statements made within 23 minutes of the event [are]

admissible under 803(1)”)).

42 Id. at 95.

43 Id.

44 Daniel R. Murray & Timothy J. Chorvat, Stepping up to the Next Level: From the UETA to the URE and Beyond, 37 Idaho L.

Rev. 415, 416 (2001).
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45 Fed. R. Evid. 801(c).

46 Fed. R. Evid. 901(a).

47 Fed. R. Evid. 803(6).

48 Fed. R. Evid. 803(8), 803(10).

49 Fed. R. Evid. 803(1).

50 Fed. R. Evid. 807.

51 See, e.g., Ala. R. Evid. 901, Pa. R. Evid. 901, Tex. R. Evid. 901 (all mirroring Fed. R. Evid. 901).

52 Fed. R. Evid. 901(a).

53 Chorvat, supra note 43, at 432.

54 The term “electronic evidence” as used throughout this Comment, unless noted otherwise, refers to the computer printout of

electronically stored information.

55 222 So. 2d 393 (Miss. 1969).

56 Id. at 396.

57 Id. at 397.

58 Id. at 398.

59 Id.

60 383 A.2d 475 (N.J. Super. Ct. Ch. Div. 1977).

61 Id. at 489.

62 Id. at 487-88 (internal citations omitted). New Jersey has recently heavily criticized the authentication requirements laid out in

Monarch by noting that “[Monarch] sets forth an outdated six-prong test to be satisfied with respect to admission of computer

printouts. To the extent that Monarch suggests the application of special evidentiary requirements for computer-generated business

records, we specifically disprove it.” Hahnemann Univ. Hosp. v. Dudnick, 678 A.2d 266, 268 (N.J. Super. Ct. App. Div. 1996).

63 132 N.W.2d 871, 875 (Neb. 1965).

64 Sieb, 132 N.W.2d at 875.

65 See Donald M. Zupanec, Annotation, Admissibility of Computerized Private Business Records, 7 A.L.R.4th 8 (1981).

66 Id. at § 2b.

67 673 F.2d 86 (5th Cir. 1982).

68 Id. at 87.

69 Id. at 89.

70 Id.

71 Id. at 90.

72 Id.

73 Id.
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74 Id. (citing United States v. Fendley, 522 F.2d 181, 187 (5th Cir. 1975); Olympic Ins. Co. v. H.D. Harrison, Inc., 418 F.2d 669, 670

(5th Cir. 1969)).

75 836 F.2d 453 (9th Cir. 1988).

76 Id. at 455.

77 Id.

78 Id. at 458 (emphasis added).

79 See, e.g., United States v. Whitaker, 127 F.3d 595 (7th Cir. 1997); People v. Lugashi, 205 Cal. App. 3d 632 (1988).

80 Canadyne-Georgia Corp. v. Bank of Am., N.A., 174 F. Supp. 2d 1337, 1343 (M.D. Ga. 2001) (quoting Olympic Ins. Co. v. H.D.

Harrison, Inc., 418 F.2d 669, 670 (5th Cir. 1969)).

81 People v. Huehn, 53 P.3d 733, 736 (Colo. Ct. App. 2002) (emphasis added) (quoting R. Bailin et. al, Colorado Evidentiary

Foundations, ch. 4(C)(2), at 52 (Michie 1997)).

82 Jack B. Weinstein & Margaret A. Berger, Weinstein's Evidence, 901(b)(9) [02], 901-134 (1990).

83 Id. at 901-134-35 (citations omitted).

84 Dean McCormick, McCormick on Evidence, § 314 n.6 (Edward W. Cleary ed., 3d ed. 1984).

85 Rudolph J. Peritz, Article, Computer Data and Reliability: A Call for Authentication of Business Records Under the Federal Rules

of Evidence, 80 Nw. U. L. Rev. 956, 976-78 (1986).

86 Id. at 972.

87 By way of illustration, the Federal Rules of Evidence give examples of authentication or identification conforming to the requirements

of Rule 901, the authentication requirement rule. Among those examples is (b)(9), the example given for “process[es] or system[s].”

This rule states that authentication of results of a process or system needs to include evidence describing the process or system used

to produce the result and needs to show that the process or system produces an accurate result. Fed. R. Evid. 901(b)(9).

88 Peritz, supra note 84, at 972.

89 Id. at 983.

90 Id. at 972.

91 Fed. R. Evid. 902(4). This rule includes as self-authenticating “[a] copy of an official record or report or entry therein, or of a document

authorized by law to be recorded or filed and actually recorded or filed in a public office, including data compilations in any form,

certified as correct by the custodian or other person authorized to make the certification....” Fed. R. Evid. 902(4).

92 See United States v. Orozco, 590 F.2d 789 (9th Cir. 1979); United States v. Cepeda Penes, 577 F.2d 754 (1st Cir. 1978); Norton v.

State, 502 So. 2d 393 (Ala. Crim. App. 1987) (recognizing printouts of computer-stored public records as “data compilations”).

93 See Norton v. State, 502 So. 2d 393 (1987) (recognizing the authenticity of public records stored on electronic computing equipment

if they meet the public records foundational requirements).

94 Id.

95 See Fed. R. Evid. 803(8). The public records exception to hearsay as it applies to electronic evidence is covered infra at Section IV(D).

96 United States v. Hayes, 861 F.2d 1225, 1228 (10th Cir. 1988); United States v. Croft, 750 F.2d 1354, 1364 (7th Cir. 1984); United

States v. Young Bros., 728 F.2d 682, 694 (5th Cir. 1984).

97 Fed. R. Evid. 803(6).
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98 Fed. R. Evid. 803(6) advisory committee's note.

99 53 P.3d 733 (Colo. Ct. App. 2002).

100 Id. at 735.

101 Id.

102 Id.

103 Id.

104 Id.

105 Id. at 736.

106 Id. at 736-37.

107 58 S.W.3d 640 (Mo. Ct. App. 2001).

108 Id. at 646.

109 Id.

110 Id.

111 See Capital Marine Supply, Inc. v. M/V Roland Thomas, II, 719 F.2d 104 (5th Cir. 1983) (holding that computer business records are

admissible if they are kept pursuant to a routine procedure designed to assure their accuracy, if they are created from motives that tend

to assure accuracy (e.g., not including those prepared for litigation), and if they are not themselves mere accumulations of hearsay).

112 Newman, 58 S.W.3d at 647.

113 Id.

114 Chung, supra note 6, P10.

115 See, e.g., United States v. Ferber, 966 F. Supp. 90 (D. Mass. 1997) (describing an internal e-mail that provided pivotal evidence

against the defendant).

116 See, e.g., Dreyer, supra note 2, at 2285.

117 43 F.3d 443 (9th Cir. 1994).

118 Id. at 448.

119 Id. at 447.

120 Id. at 450.

121 Id.

122 Id.

123 Id.

124 See United States v. Ferber, 966 F. Supp. 90 (D. Mass. 1997).

125 Specialty Linings, Inc. v. B.F. Goodrich Co., 532 So. 2d 1121 (Fla. Dist. Ct. App. 1988).

126 Id. at 1122.
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127 Id.

128 Id.

129 Id.

130 Id. at 1121.

131 Id.

132 Id.

133 Id.

134 Ozark Appraisal Service, Inc. v. Neale, 67 S.W.3d 759 (Mo. Ct. App. 2002).

135 Id. at 761.

136 Id. at 765-66.

137 Id.

138 Id. at 766.

139 Id.

140 Id. at 766-67.

141 Potamkin Cadillac Corp. v. B.R.I. Coverage Corp., 38 F.3d 627, 629 (2d Cir. 1994).

142 Potamkin, 38 F.3d at 629.

143 Id.

144 Id.

145 Id. at 630.

146 Id. at 633.

147 Id.

148 People v. Friedland, 560 N.E.2d 1012, 1014 (Ill. App. Ct. 1990).

149 Friedland, 560 N.E.2d at 1014.

150 Id.

151 Id.

152 Id.

153 Id.

154 Id. at 1015.

155 Id. at 1016.

156 Id. at 1017.
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158 Id.

159 Id. But see People v. Lugashi, 205 Cal. App. 3d 632, 640 (1988) (holding that the testimony of a computer expert was not necessary

where the data involved were “retrieved automatic inputs” rather than manual entries).

160 For authentication considerations concerning electronic evidence offered under the public records exception at see supra Section

III (B)(2).

161 Fed. R. Evid. 803(8) (emphasis added).

162 Fed. R. Evid. 803(10) (emphasis added).

163 Department of Mental Health v. Beil, 357 N.E.2d 875 (Ill. Ct. App. 1976).

164 Id. at 880.

165 Id.

166 See, e.g., United States v. Smith, 973 F.2d 603, 605 (8th Cir. 1992); United States v. Funchess, 73 F. Supp. 2d 676, 679 (S.D. Miss.

1999) (both admitting electronically produced public records into evidence with no question as to the reliability of the computer

system used).

167 Id.

168 Norton v. State, 502 So. 2d 393 (Ala. Crim. App. 1987).

169 Id. at 394.

170 Id.

171 Id. at 395.

172 Brown v. J.C. Penney Co., 667 P.2d 1047 (Or. Ct. App. 1983), aff'd 688 P.2d 811 (Or. 1984).

173 Id. at 1049-50.

174 Id. at 1050 (quoting State v. Sherman, 618 P.2d 973 (Or. Ct. App. 1980)).

175 Id. at 1049-50.

176 United States v. Ferber, 966 F. Supp. 90 (D. Mass 1997).

177 Id. at 98-99.

178 Id. at 98.

179 Id. at 98-99.

180 Id. at 99.

181 Fed. R. Evid. 803(2).

182 Ferber at 99.

183 Id.

184 Id.
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185 Instant messaging is much like e-mail in that communications are transmitted electronically via the Internet from one user to the

next. With instant messaging, however, two Internet users can carry on an “electronic conversation,” exchanging messages instantly

back and forth between themselves.

186 Fed. R. Evid. 803(1).

187 Ferber, 966 F. Supp. at 99.

188 Id.

189 See id.

190 See id.

191 Id.

192 Id. (citing United States v. Blakey, 607 F.2d 779, 785 (7th Cir. 1979) (holding that statements made within 23 minutes of event are

admissible under 803[1]); Miller v. Crown Amusements, Inc., 821 F. Supp 703, 706-07 (S.D. Ga. 1993) (holding that statements made

within 10 minutes of event are admissible under Rule 803[1]); Fed. R. Evid. 803(1) advisory committee's note (noting that, under Rule

803(1), “in many, if not most, instances precise contemporaneity is not possible and hence a slight lapse [of time] is allowable.”)).

193 Ferber, 966 F. Supp. at 98-99.

194 Fed. R. Evid. 807. The Federal Rules of Evidence, as well as many state codes, also require that when this particular exception is

used notice should be given “to the adverse party sufficiently in advance of the trial or hearing to provide the adverse party with a

fair opportunity to prepare to meet it.” Id.

195 Palmer v. A.H. Robins Co., 684 P.2d 187 (Colo. 1984) (en banc).

196 Id. at 196.

197 Id. at 196-97.

198 Id. at 199.

199 Id at 200.

200 See id. at 199.

201 See id. at 202. The Colorado “General Hearsay Exception” is a common law exception very similar to the “Residual Exception.”

Under the Colorado exception, hearsay statements are admitted “where the proffered evidence is trustworthy ... and necessity compels

its admission.” Good v. A.B. Chance Co., 565 P.2d 217, 225 (Colo. App. 1977).

202 Palmer, 684 P.2d at 199.

203 Fed. R. Evid. 1002.

204 Fed. R. Evid. 1001(3).

205 See, e.g., Garden State Bank v. Graef, 775 A.2d 189, 190 (N.J. Super. 2001) (quoting N.J.R. Evid. 1001(c)) (“If data are stored by

means of a computer or similar device, any printout... is an original.”); Touche Ross & Co. v. Landskroner et al., 486 N.E.2d 850,

851 (Ohio Ct. App. 1984) (holding computer printouts detailing business services are admissible as originals).

206 Armstrong v. Executive Office of the President, 810 F. Supp 335 (D.D.C. 1993), rev'd, l90 F.3d 553 (D.C. Cir. 1996).

207 Id. at 337-38.

208 Id. at 338.
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209 The Appellate Court for the District of Columbia later held that these records were not under the control of the FRA, effectively

reversing this decision. The points made here, however, are not affected by that ruling. See Armstrong v. Executive Office of the

President, 90 F.3d 553 (D.C. Cir. 1996).

210 Armstrong, 810 F. Supp at 341.

211 Id.

212 Id.

213 Id.

214 Id.

215 Id.

216 Id.

217 Id. at 342.

218 See supra sections II(B) and III(E)(1).

219 United States v. Ferber, 966 F. Supp. 90, 98 (D. Mass. 1997).

220 Consequently, further problems exist in the discovery of electronic evidence in its original form. These problems arise because in

order to be sure that a party has the complete electronic information he or she needs, an entire search of the adverse party's computer

system is required. This type of wholesale invasion conflicts with several legal and moral principles, including privileges, work-

product problems, etc. For a full treatment of this subject, see Robins, supra note 4, at 411.

221 Chung, supra note 6, at P 44.

222 Manual for Complex Litigation (Third) §21.446 (1995).

223 Id.

224 Gesner, 383 A.2d at 487-88. See supra Section III(B)(1).

225 Paul F. Lewis, Managing Electronic Data in the Workplace, 6 Computer. & Internet Litig. J. 16, 19 (2002).

226 Id. at 19 (citing Lewy v. Remington Arms Co., 836 F.2d 1104, 1112 (8th Cir. 1987)).

227 Id.

228 Id.

229 Id.

230 Daniel J. Burnick, Policies & Procedures Manual for Everyday Use: What Should Be Included, The Counselor (Sirote & Permutt,

P.C., Birmingham, Ala.), Fall 2002, at 7.

34 CUMLR 95
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1This case has been referred to me for all proceedings with the consent of the parties. 28
U.S.C. § 636(c)(1)(2006); Local Rule 301.4.

1

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MARYLAND

JACK R. LORRAINE AND,        :
BEVERLY MACK     :
                                 Plaintiffs     :

    :
v.     :   CIVIL ACTION NO. PWG-06-1893

                                                                            :                                 
MARKEL AMERICAN     :
INSURANCE COMPANY     :

Defendants     :
          ...o0o...

MEMORANDUM OPINION

Plaintiffs/ Counter-Defendants Jack Lorraine and Beverly Mack bring this action to enforce

a private arbitrator’s award finding that certain damage to their yacht, Chessie, was caused by a

lightning strike that occurred on May 17, 2004, while Chessie was anchored in the Chesapeake Bay.1

Defendant/ Counter-Plaintiff Markel American Insurance Company (“Markel”) likewise has

counterclaimed to enforce the arbitrator’s award, which, in addition to concluding that certain

damage to Chessie’s hull was caused by lightning, also concluded that the damage incurred was

limited to an amount of $14,100, plus incidental costs. Following discovery, Plaintiffs moved for

summary judgment (Paper No. 16), and Defendants filed a response in opposition and cross motion

for summary judgment (Paper No. 19), to which Plaintiffs filed an opposition and reply (Paper No.

21), followed by Defendant’s reply (Paper No. 23). In a letter order dated February 7, 2007 (Paper

No. 26), I denied without prejudice both motions for the reasons discussed more fully below, and

informed the parties that I intended to file a more comprehensive opinion explaining my ruling,



2

which is found herein.

BACKGROUND

It is difficult for the Court to provide the appropriate background to the underlying

arbitration in this case because, as will be discussed in greater detail below, neither party has

proffered any admissible evidence to support the facts set forth in their respective motions. See FED.

R. CIV. P. 56(c). Based on the pleadings, however, it appears undisputed that Chessie was struck by

lightning on May 17, 2004, and that Plaintiffs filed a claim with Markel, their insurance carrier, for

certain damage incurred as a result of the strike. Compl.¶¶ 5, 6; Answer ¶¶ 2, 6. Markel issued

payment under the policy for some of the damage claimed, and the matter would have been

concluded had Plaintiffs not discovered damage to the hull when they pulled the boat out of the

water several months later. Compl. ¶ 7. Markel denied that the hull damage was caused by the

lightning strike and/or covered by Plaintiffs’ insurance policy, and initiated a declaratory judgment

action in the United States District Court for the Middle District of Pennsylvania to that effect.

Compl. ¶ 13, Answer ¶ 15. The parties subsequently negotiated a private arbitration agreement and

voluntarily dismissed the Pennsylvania claim. Compl. ¶ 15, Answer ¶ 17.

The scope of the arbitration agreement is the basis of this litigation. The final agreement

states, in relevant part, 

The parties to this dispute . . . have agreed that an arbitrator shall determine whether
certain bottom damage in the amount of $36,000, to the Yacht CHESSIE was caused
by the lightning strike occurring on May 17, 2004, or osmosis, as claimed by
[Markel].

Pl.’s Mot. Ex. A, Def.’s Mot. Ex. C. The agreement also contemplated that the arbitrator would issue

an “award” within 30 days of the final submission of evidence. Id. The arbitrator issued his award
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on June 12, 2006. In it, he held that some, but not all, of Chessie’s hull damage was caused by

lightning. Specifically, the arbitrator stated,

I find that there is a basis for an argument regarding loss related damage. Evidence
shows that the lightning strike on Mary 17, 2004 was discharged through the hull
below the water line . . . . The corruption of the surface laminate of the bottom is
basis for a loss related award . . . . The award amount must be kept in proportion to
the loss related damage only. I find that the repairs relating to that damage should
be based on a cost of $300.00 per foot ($14,000.00). Other expenses relating to
charges for hauling, mast un-stepping/re-stepping, blocking, storage, moving,
launching or environmental fees should be added to that amount. 

Def.’s Mot. Ex. D. This award forms the basis for the present litigation, in which both parties

ostensibly seek to confirm and enforce the arbitrator’s decision.

SUMMARY JUDGMENT STANDARD

     Summary judgment is appropriate when there exists no genuine issue as to any material fact and

a decision may be rendered as a matter of law. Fed. R. Civ. P. 56(c); Anderson v. Liberty Lobby,

Inc., 477 U.S. 242, 247 (1986). The party moving for summary judgment has the burden of

demonstrating that there are no genuine issues of material facts to resolve. Pulliam Inv. Co. v.

Cameo Properties, 810 F.2d 1282, 1286 (4th Cir. 1987). In determining whether summary judgment

should be granted, the court “must assess the documentary materials submitted by the parties in the

light most favorable to the nonmoving party.” Id. (citing Gill v. Rollins Protective Services Co., 773

F.2d 592, 598 (4th Cir. 1985)). 

If the party seeking summary judgment demonstrates that there is no evidence to support the

nonmoving party’s case, the burden shifts to the nonmoving party to identify specific facts showing

that there is a genuine issue for trial. The existence of only a “scintilla of evidence” is not enough

to defeat a motion for summary judgment. Instead, the evidentiary materials submitted must show
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facts from which the finder of fact reasonably could find for the party opposing summary judgment.

Anderson, 477 U.S. at 251. 

Moreover, to be entitled to consideration on summary judgment, the evidence supporting the

facts set forth by the parties must be such as would be admissible in evidence. See FED. R. CIV. P.

56(c); see also Sakaria v. Trans World Airlines, 8 F.3d 164, 171 (4th Cir. 1993) (finding that the

district court properly did not consider inadmissible hearsay in an affidavit filed with motion for

summary judgment); Mitchell v. Data General Corp., 12 F.3d 1310, 1315-16 (4th Cir. 1993) (“The

summary judgment inquiry thus scrutinizes the plaintiff’s case to determine whether the plaintiff has

proffered sufficient proof in the form of admissible evidence that could carry the burden of proof

in his claim at trial.”). With regard to documentary evidence, this Court previously has held that, 

[u]nsworn, unauthenticated documents cannot be considered on a motion for
summary judgment. To be admissible at the summary judgment stage, documents
must be authenticated by and attached to an affidavit that meets the requirements of
Rule 56(e)-that the documents be admissible in evidence. 

Miskin v. Baxter Healthcare Corp. et al., 107 F. Supp. 2d 669 (D. Md. 1999) (Grimm, J.) (citing

Orsi v. Kirkwood, 999 F.2d 86, 92 (4th Cir. 1993).

THE FEDERAL ARBITRATION ACT

As a preliminary matter, Plaintiffs have styled their complaint as one to enforce the

arbitrator’s award under § 9 of the Federal Arbitration Act, 9 U.S.C. § 1 et seq. (2006), when, in

reality, it is a complaint to modify the award under section 10 of that statute. This is so because,

although the arbitrator found that only $14,100 of Chessie’s hull damage was caused by lightning,

Plaintiffs nonetheless ask the Court to award a judgment in the amount of $36,000. Plaintiffs’

argument regarding the substance of the agreement between the parties further underscores this

conclusion. Specifically, Plaintiffs allege that the parties entered into an “all or nothing” agreement,
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whereby the arbitrator was to determine that the hull damage was caused by lightning, and if so,

award Plaintiffs the $36,000.00 in damages claimed. Pl.’s MSJ at 5. According to Plaintiffs, 

the Arbitrator’s sole function was to determine whether the hull damage, in the
agreed-upon amount of $36,000, was caused by the lightning strike occurring on
May 17, 2004. The Arbitration Agreement did not grant the Arbitrator the authority
to assess a damage amount.

Id. (emphasis added). This argument is consistent with a motion to modify under § 10(b)(4), which

permits a federal court to modify or vacate an arbitration award upon a showing that “the arbitrator[]

exceeded their powers.” Accordingly, the Court will evaluate Plaintiffs’ motion under § 10 of the

FAA.

In contrast, Markel’s complaint truly is one to enforce the arbitrator’s award. Markel denies

that it entered into an “all or nothing” arbitration agreement with regard to damages, and seeks to

enforce the arbitrator’s award of $14,100. Def.’s Mot. at 5.

The question before the Court, therefore, is whether the arbitrator exceeded his authority

under the arbitration agreement by assigning a value to the damages attributable to the lightning

strike that was less than the $36,000 claimed by Plaintiffs. If the answer is yes, then the court can

vacate, remand, or modify the award. 9 U.S.C. § 10, 11. If the answer is no, then the court must

grant Defendant’s motion to confirm the award under § 9 of the FAA. 

To resolve whether the arbitrator exceeded his authority, the Court first must determine the

scope of the arbitration agreement; specifically, whether the parties agreed to arbitrate the amount

of damages caused by the lightning strike. Because the parties did not agree to submit questions of

arbitrability to the arbitrator for resolution, determining the scope of the agreement is an issue for

the Court to decide. First Options of Chicago, Inc. v. Kaplan, 514 U.S. 938, 943 (1995). In this

regard, the Supreme Court has advised that, “[w]hen deciding whether the parties agreed to arbitrate



2The parties do not dispute that Maryland law applies.
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a certain matter . . . courts generally . . . should apply ordinary state-law principles of contract

interpretation.” Kaplan, 514 U.S. at 944, accord E.I. Dupont De Nemours & Co. v. Martinsville

Nylon Employees’ Council Corp., 78 F.3d 578 (4th Cir. 1996). In doing so, the Court must “give due

regard to the federal policy favoring arbitration and resolve ‘any doubts concerning the scope of

arbitrable issues in favor of arbitration.” Hill v. PeopleSoft USA, Inc., 412 F.3d 540, 543 (4th Cir.

2005) (quoting Moses H. Cone Mem’l Hosp. v. Mercury Constr. Corp., 460 U.S. 1, 24-25 (1983)).

Maryland law2 regarding contract interpretation requires the court first to “determine from the

language of the agreement itself what a reasonable person in the position of the parties would have

meant at the time it was effectuated.” GMAC v. Daniels, 303 Md. 254, 262, 492 A.2d 1306, 1310

(Md. 1985). If the language of the contract is clear and unambiguous, then the Court “must presume

that the parties meant what they expressed.” Id. If the language of the contract is ambiguous,

however, the court may consider parol evidence to determine the intent of the parties. E.g. Truck Ins.

Exch. v. Marks Rentals, Inc., 288 Md. 428, 433, 418 A.2d 1187, 1190 (Md. 1980). Contract

language is ambiguous if it could be read to have more than one meaning by a reasonably prudent

layperson. Clendenin Bros., Inc. v. United States Fire Ins. Co., 390 Md. 449, 459, 889 A.2d 387,

393-394 (Md. 2006), citing Truck Ins. Exch., 288 Md. at 433, 418 A.2d at 1190.

Here, I find that the language of the arbitration agreement is ambiguous; it could be read

either to permit the arbitrator to determine the amount of damage to Chessie, or to limit his authority

to determining only whether the claimed damages were caused by the lightning strike. Under normal

circumstances, the Court would look to the documentary evidence provided by the parties, which

in this case includes the arbitration agreement, award, and copies of e-mail correspondence between
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counsel, ostensibly supplied as extrinsic evidence of the parties’ intent with regard to the scope of

the arbitration agreement. In this case, however, the admissibility problems with the evidence

presented are manifest. First, none of the documentary evidence presented is authenticated by

affidavit or otherwise. Next, most of the facts relevant to the contract negotiations at issue have been

provided by counsel ipse dixit, without supporting affidavits or deposition testimony. The

evidentiary problems associated with the copies of e-mail offered as parol evidence likewise are

substantial because they were not authenticated, but instead were simply attached to the parties’

motions as exhibits. 

Because neither party to this dispute complied with the requirements of Rule 56 that they

support their motions with admissible evidence, I dismissed both motions without prejudice to allow

resubmission with proper evidentiary support. (Paper No. 26). I further observed that the

unauthenticated e-mails are a form of computer generated evidence that pose evidentiary issues that

are highlighted by their electronic medium. Given the pervasiveness today of electronically prepared

and stored records, as opposed to the manually prepared records of the past, counsel must be

prepared to recognize and appropriately deal with the evidentiary issues associated with the

admissibility of electronically generated and stored evidence. Although cases abound regarding the

discoverability of electronic records, research has failed to locate a comprehensive analysis of the

many interrelated evidentiary issues associated with electronic evidence. Because there is a need for

guidance to the bar regarding this subject, this opinion undertakes a broader and more detailed

analysis of these issues than would be required simply to resolve the specific issues presented in this

case. It is my hope that it will provide a helpful starting place for understanding the challenges

associated with the admissibility of electronic evidence. 



3 See, e.g. Orsi v. Kirkwood, 999 F.2d 86, 92 (4th Cir. 1993)(“It is well established that
unsworn, unauthenticated documents cannot be considered on a motion for summery
judgment”); Planmatics, Inc. v. Showers, 137 F. Supp.2d 616, 620 (D. Md. 2001) (“On a motion
for summary judgment, a district court may only consider evidence that would be admissible at
trial” (citations omitted)). See also Maryland Highway Contractors Assoc., Inc. v. State of
Maryland, 933 F.2d 1246, 1251 (4th Cir. 1991); Wilson v. Clancy, 747 F. Supp. 1154,1158 (D.
Md. 1990); JACK B. WEINSTEIN & MARGARET A. BERGER, WEINSTEIN’S FEDERAL EVIDENCE §
901.02[1] (Joseph M. McLaughlin ed., Matthew Bender 2d ed. 1997)(hereinafter “WEINSTEIN”).

4Examples of internet postings include; data posted by the site owner, data posted by
others with the consent of the site owner, and data posted by others without consent, such as
“hackers.” Examples of computer-generated documents and files include; electronically stored
records or data, computer simulation, and computer animation.  See 2 MCCORMICK ON
EVIDENCE § 227 (John William Strong, et al. eds., 6th ed. 2006); Gregory P. Joseph, Internet and
Email Evidence, 13 PRAC. LITIGATOR (Mar. 2002), reprinted in 5 STEPHEN A. SALTZBURG ET
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ADMISSIBILITY OF ELECTRONICALLY STORED INFORMATION

Be careful what you ask for, the saying goes, because you might actually get it. For the last

several years there has been seemingly endless discussion of the rules regarding the discovery of

electronically stored information (“ESI”). The adoption of a series of amendments to the Federal

Rules of Civil Procedure relating to the discovery of ESI in December of 2006 has only heightened,

not lessened, this discussion. Very little has been written, however, about what is required to insure

that ESI obtained during discovery is admissible into evidence at trial, or whether it constitutes

“such facts as would be admissible in evidence” for use in summary judgment practice. FED. R. CIV.

P. 56(e).3 This is unfortunate, because considering the significant costs associated with discovery

of ESI, it makes little sense to go to all the bother and expense to get electronic information only to

have it excluded from evidence or rejected from consideration during summary judgment because

the proponent cannot lay a sufficient foundation to get it admitted. The process is complicated by

the fact that ESI comes in multiple evidentiary “flavors,” including e-mail, website ESI, internet

postings, digital photographs, and computer-generated documents and data files.4



AL., FEDERAL RULES OF EVIDENCE MANUAL, Part 4 at 20 (9th ed. 2006)(hereinafter “Joseph”);
Hon. Paul W. Grimm and Claudia Diamond, Low-Tech Solutions to High-Tech Wizardry:
Computer Generated Evidence, 37 MD. B. J. 4 (July/August, 2004).

5 It has been noted that “[t]he Federal Rules of Evidence . . . do not separately address the
admissibility of electronic data.”ADAM COHEN AND DAVID LENDER, ELECTRONIC DISCOVERY:
LAW AND PRACTICE § 6.01 (Aspen Publishers 2007). However, “the Federal Rules of Evidence
apply to computerized data as they do to other types of evidence.” MANUAL FOR COMPLEX
LITIGATION § 11.447 (4th ed. 2004). Indeed, FED. R. EVID. 102 contemplates that the rules of
evidence are flexible enough to accommodate future “growth and development” to address
technical changes not in existence as of the codification of the rules themselves. Further, courts
have had little difficulty using the existing rules of evidence to determine the admissibility of
ESI, despite the technical challenges that sometimes must be overcome to do so. See, e.g., In Re
F.P., A Minor, 878 A.2d 91, 95 (Pa. Super. Ct. 2005) (“Essentially, appellant would have us
create a whole new body of law just to deal with e-mails or instant messages . . . . We believe
that e-mail messages and similar forms of electronic communications can be properly
authenticated within the existing framework of [the state rules of evidence].”).

9

Whether ESI is admissible into evidence is determined by a collection of evidence rules 5

that present themselves like a series of hurdles to be cleared by the proponent of the evidence.

Failure to clear any of these evidentiary hurdles means that the evidence will not be admissible.

Whenever ESI is offered as evidence, either at trial or in summary judgment, the following evidence

rules must be considered: (1) is the ESI relevant as determined by Rule 401  (does it have any

tendency to make some fact that is of consequence to the litigation more or less probable than it

otherwise would be); (2) if relevant under 401, is it authentic as required by Rule 901(a) (can the

proponent show that the ESI is what it purports to be); (3) if the ESI is offered for its substantive

truth, is it hearsay as defined by Rule 801, and if so, is it covered by an applicable exception (Rules

803, 804 and 807); (4) is the form of the ESI that is being offered as evidence an original or

duplicate under the original writing rule, of if not, is there admissible secondary evidence to prove

the content of the ESI (Rules 1001-1008); and (5) is the probative value of the ESI substantially

outweighed by the danger of unfair prejudice or one of the other factors identified by Rule 403,



6 Precision Piping and Instruments v. E.I. du Pont de Nemours and Co., 951 F.2d 613,
621 (4th Cir. 1991); 1 STEPHEN A. SALTZBURG ET AL., FEDERAL RULES OF EVIDENCE MANUAL,
104.03[1][b] (9th ed. 2006)(hereinafter “SALTZBURG”); WEINSTEIN at § 104.11[1][a]; Id. at §
901.06[1][c][iii] (“Rule 104(a) provides that inadmissible evidence may be considered in
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such that it should be excluded despite its relevance. Preliminarily, the process by which the

admissibility of ESI is determined is governed by Rule 104, which addresses the relationship

between the judge and the jury with regard to preliminary fact finding associated with the

admissibility of evidence. Because Rule 104 governs the very process of determining admissibility

of ESI, it must be considered first.

Preliminary Rulings on Admissibility(Rule 104)

The relationship between Rule 104(a) and (b) can complicate the process by which ESI is

admitted into evidence at trial, or may be considered at summary judgment. The rule states, in

relevant part:

 (a) Questions of admissibility generally. Preliminary questions concerning
the qualification of a person to be a witness, the existence of a privilege, or
the admissibility of evidence shall be determined by the court, subject to the
provisions of subdivision (b) . . . . In making its determination it is not bound
by the rules of evidence except those with respect to privileges.

(b) Relevancy conditioned on fact. When the relevancy of evidence depends
upon the fulfillment of a condition of fact, the court shall admit it upon, or
subject to, the introduction of evidence sufficient to support a finding of the
fulfillment of the condition.

FED. R. EVID. 104 (a) and (b).

When the judge makes a preliminary determination regarding the admissibility of evidence

under Rule 104(a), the Federal Rules of Evidence, except for privilege, do not apply. Rule 104(a),

1101(d)(1). Therefore, the court may consider hearsay or other evidence that would not be

admissible if offered to the jury,6 and “hearings on preliminary matters need not be conducted with



determining preliminary questions of admissibility under Rule 104(a). However, that provision
does not extend to determinations under Rule 104(b), so the court may not consider inadmissible
evidence in determinations governed by Rule 104(b). In determining the preliminary question of
authenticity under Rule 104(b), therefore, a judge may only consider evidence that is itself
admissible.”).

7 WEINSTEIN at § 104.11[3].

8 Id.; United States v. Branch, 970 F.2d 1368 (4th Cir. 1992).

9 WEINSTEIN at §104.02[2].

10 Branch, 970 F.2d at 1370 (citing United States v. Sliker, 751 F.2d 477, 497-99 (2d Cir.
1984)).

11 Id.(citation omitted). See also, FED. R. EVID. 901(a) advisory committee’s notes
(“Authentication and identification represent a special aspect of relevancy . . . . This requirement
of showing authenticity or identity falls in the category of relevancy dependent upon fulfillment

11

all the formalities and requirements of a trial.”7 Accordingly, the trial judge may make preliminary

determinations in chambers or at a sidebar conference in court.8 

The following types of preliminary matters typically are determined by the judge under Rule

104(a): whether an expert is qualified, and if so, whether his or her opinions are admissible;

existence of a privilege; and whether evidence is hearsay, and if so, if any recognized exception

applies.9 

The interplay between Rule 104(a) and 104(b) can be a bit tricky, which is illustrated by the

manner in which evidence, whether ESI or “hard copy,” must be authenticated under Rule 901(a).

Authentication under Rule 901 is viewed as a subset of relevancy, because “evidence cannot have

a tendency to make the existence of a disputed fact more or less likely if the evidence is not that

which its proponent claims.”10 Accordingly, “[r]esolution of whether evidence is authentic calls for

a factual determination by the jury and admissibility, therefore, is governed by the procedure set

forth in Federal Rule of Evidence 104(b) ‘relating to matters of conditional relevance generally.’”11



of a condition of fact and is governed by the procedure set forth in Rule 104(b)”).

12 Branch, 970 F.2d at 1370 (citing FED. R. EVID. 104(b) advisory committee’s note).

13 Id. at 1370-71.

14 Id.(citation omitted)

15 Id. 
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In essence, determining whether ESI is authentic, and therefore relevant, is a two step process. First,

“[b]efore admitting evidence for consideration by the jury, the district court must determine whether

its proponent has offered a satisfactory foundation from which the jury could reasonably find that

the evidence is authentic.”12 Then, “because authentication is essentially a question of conditional

relevancy, the jury ultimately resolves whether evidence admitted for its consideration is that which

the proponent claims.”13 As the Fourth Circuit summarized this process:

Although the district court is charged with making this preliminary determination,
because authentication is essentially a question of conditional relevancy, the jury
ultimately resolves whether evidence admitted for its consideration is that which the
proponent claims. Because the ultimate resolution of authenticity is a question for
the jury, in rendering its preliminary decision on whether the proponent of evidence
has laid a sufficient foundation for admission the district court must necessarily
assess the adequacy of the showing made before the jury.14

With respect to this two step process, the Fourth Circuit went on to state:

[a]n in camera hearing addressing authenticity does not replace the presentation of
authenticating evidence before the jury; the district court must revisit this issue at
trial. Thus, even though the district court may have ruled during an in camera
proceeding that the proponent had presented sufficient evidence to support a finding
that [the evidence] was authentic, evidence that would support the same ruling must
be presented again, to the jury, before the [evidence] may be admitted.15 

In short, there is a significant difference between the way that Rule 104(a) and 104(b)

operate. Because, under Rule 104(b), the jury, not the court, makes the factual findings that



16 See, e.g., United States v. Safavian, 435 F. Supp. 2d 36, 41-42 (D.D.C. 2006) (trial
judge relied on proffers of government lawyers about facts learned by FBI agents during their
investigation to make preliminary determination that e-mails were admissible, but cautioned that
at trial the government would have to call witnesses with personal knowledge of facts and not
rely on FBI agents’ testimony about what others had told them regarding the origin of the e-
mails); SALTZBURG at § 901.02[5] ( “In order for the trier of fact to make a rational decision as
to authenticity [under Rule 104(b)], the foundation evidence must be admissible and it must
actually be placed before the jury if the Judge admits the evidence”).
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determine admissibility, the facts introduced must be admissible under the rules of evidence.16 It is

important to understand this relationship when seeking to admit ESI. For example, if an e-mail is

offered into evidence, the determination of whether it is authentic would be for the jury to decide

under Rule 104(b), and the facts that they consider in making this determination must be admissible

into evidence. In contrast, if the ruling on whether the e-mail is an admission by a party opponent

or a business record turns on contested facts, the admissibility of those  facts will be determined by

the judge under 104(a), and the Federal Rules of Evidence, except for privilege, are inapplicable.

Relevance ( Rules 401, 402, and 105)

The first evidentiary hurdle to overcome in establishing the admissibility of ESI is to

demonstrate that it is relevant, as defined by Federal Rule of Evidence 401, which states:

"Relevant evidence" means evidence having any tendency to make the existence of
any fact that is of consequence to the determination of the action more probable or
less probable than it would be without the evidence.

Clearly, facts that tend to prove essential elements of the causes of action and affirmative defenses

asserted in the pleadings are “of consequence to the litigation,” as are facts that tend to undermine

or rehabilitate the credibility of the witnesses who will testify. SALTZBURG at § 401.02[8]. So too,

however, are background facts that, although they may not prove elements of the claims and

defenses, and may not even be disputed, nonetheless routinely are admitted to help the fact finder



17 FED R. EVID. 105 states: “When evidence which is admissible as to one party or for one
purpose but not admissible as to another party or for another purpose is admitted, the court, upon
request, shall restrict the evidence to its proper scope and instruct the jury accordingly.”

18 FED. R. EVID. 104(e) states: “[Rule 104] does not limit the right of a party to introduce
before the jury evidence relevant to weight or credibility [of evidence that has been admitted by
an adverse party].” 
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understand the issues in the case and the evidence introduced to prove or disprove them. FED. R.

EVID. 401 advisory committee’s note. It is important to recognize that relevance is not a static

concept; evidence is not relevant or irrelevant, occupying some rigid state of all or nothing.

SALTZBURG at §401.02[11]. Instead, “[r]elevancy is not an inherent characteristic of any item of

evidence but exists only as a relation between an item of evidence and a matter properly provable

in the case.” FED. R. EVID. 401 advisory committee’s note. As recognized by Federal Rule of

Evidence 105, evidence may be admissible for one purpose, but not another, or against one party,

but not another.17 Therefore, it is important for the proponent of the evidence to have considered all

of the potential purposes for which it is offered, and to be prepared to articulate them to the court

if the evidence is challenged. This point is particularly significant, as discussed below, when

considering hearsay objections, where disputed evidence may be inadmissible hearsay if offered for

its substantive truth, but admissible if offered for a reason other than its literal truth. 

In assessing whether evidence is relevant under Rule 401, it also is important to remember

that there is a distinction between the admissibility of evidence, and the weight to which it is entitled

in the eyes of the fact finder, as Rule 104(e)18 instructs. To be relevant, evidence does not have to

carry any particular weight — it is sufficient if it has “any tendency” to prove or disprove a

consequential fact in the litigation. Whether evidence tends to make a consequential fact more



19 Id. (stating that “[a]ll relevant evidence is admissible, except as otherwise provided by
the Constitution of the United States, by Act of Congress, by these rules, or by other rules
prescribed by the Supreme Court pursuant to statutory authority. Evidence which is not relevant
is not admissible.”); SALTZBURG at § 401.02[1]; WEINSTEIN at § 402.02[1].
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probable than it would be without the evidence is not a difficult showing to make. FED. R. EVID. 401

advisory committee’s note; SALTZBURG at §401.02[1] (“To be relevant it is enough that the evidence

has a tendency to make a consequential fact even the least bit more probable or less probable than

it would be without the evidence. The question of relevance is thus different from whether evidence

is sufficient to prove a point.”) See also WEINSTEIN at § 401.05-06. 

The Federal Rules of Evidence are clear: evidence that is not relevant is never admissible.

FED. R. EVID. 402. Once evidence has been shown to meet the low threshold of relevance, however,

it presumptively is admissible unless the constitution, a statute, rule of evidence or procedure, or

case law requires that it be excluded.19 Thus, the function of all the rules of evidence other than Rule

401 is to help determine whether evidence which in fact is relevant should nonetheless be excluded.

FED. R. EVID. 402 advisory committee’s note (“Succeeding rules [in Article IV of the rules of

evidence] . . . in response to the demands of particular policies, require the exclusion of evidence

despite its relevancy.”). See also SALTZBURG § 402.02[1]-[2].

Establishing that ESI has some relevance generally is not hard for counsel. Articulating all

of what may be multiple grounds of relevance is something that is important, though not as

frequently done as it should be. Accordingly, evidence that might otherwise be admitted may be

excluded because the proponent put all his or her eggs in a single evidentiary basket, which the trial

judge views as inapplicable, instead of carefully identifying each potential basis for admissibility.

That was not the problem in this case, however, because the e-mail and other documentary evidence



20 See, e.g., In Re Vee Vinhnee, 336 B.R. 437, 444 (B.A.P. 9th 2005) (In considering
admissibility of electronically stored business records, the court noted “[o]rdinarily, because the
business record foundation commonly covers the ground, the authenticity analysis [under Rule
902(11)] is merged into the business record analysis without formal focus on the question.”
(citation omitted)).
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attached as exhibits to the summary judgment motions are relevant to determining the scope of the

arbitration agreement between the parties, and therefore this evidence meets the requirements of

Rule 401. Assuming, as is the case here, the proponent of ESI establishes its relevance and

concomitant presumptive admissibility, the next step is to demonstrate that it is authentic. It is this

latter step that the parties in this case omitted completely.

Authenticity (Rules 901-902)

In order for ESI to be admissible, it also must be shown to be authentic. Rule 901(a) defines

what this entails: “[t]he requirement of authentication or identification as a condition precedent to

admissibility is satisfied by evidence sufficient to support a finding that the matter in question is

what its proponent claims.” As already noted, “[a]uthentication and identification represent a special

aspect of relevancy . . . . This requirement of showing authenticity or identity falls into the category

of relevancy dependent upon fulfillment of a condition of fact and is governed by the procedure set

forth in Rule 104(b).” FED. R. EVID. 901 advisory committee’s note. The requirement of

authentication and identification also insures that evidence is trustworthy, which is especially

important in analyzing hearsay issues. Indeed, these two evidentiary concepts often are considered

together when determining the admissibility of exhibits or documents.20 WEINSTEIN at § 901.02[2].

A party seeking to admit an exhibit need only make a prima facie showing that it is what he

or she claims it to be. Id. at § 901.02[3].  This is not a particularly high barrier to overcome.  For
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example, in United States v. Safavian, the court analyzed the admissibility of e-mail, noting,

[t]he question for the court under Rule 901 is whether the proponent of the evidence
has ‘offered a foundation from which the jury could reasonably find that the evidence
is what the proponent says it is . . . .’ The Court need not find that the evidence is
necessarily what the proponent claims, but only that there is sufficient evidence that
the jury ultimately might do so.

435 F. Supp. 2d at 38 (citations omitted)). See also United States v. Meienberg, 263 F.3d 1177, 1180

(10th Cir. 2001) (analyzing admissibility of printouts of computerized records); United States v.

Tank, 200 F.3d 627, 630 (9th Cir. 2000) (analyzing admissibility of exhibits reflecting chat room

conversations); United States v. Reilly, 33 F.3d 1396, 1404 (3d Cir. 1994)(discussing admissibility

of radiotelegrams); United States v. Howard-Arias, 679 F.2d 363, 366 (4th Cir. 1982)(addressing

chain of authenticity); Telewizja Polska USA, Inc. v. Echostar Satellite Corp., 2004 WL 2367740,

at *16 (N.D. Ill. Oct. 15, 2004) (analyzing admissibility of the content of a website).

Ironically, however, counsel often fail to meet even this minimal showing when attempting

to introduce ESI, which underscores the need to pay careful attention to this requirement. Indeed,

the inability to get evidence admitted because of a failure to authenticate it almost always is a self-

inflicted injury which can be avoided by thoughtful advance preparation. See, e.g., In Re Vee

Vinhnee, 336 B.R. 437 (proponent failed properly to authenticate exhibits of electronically stored

business records); United States v. Jackson, 208 F.3d 633, 638 (7th Cir. 2000) (proponent failed to

authenticate exhibits taken from an organization’s website); St. Luke’s Cataract and Laser Institute

PA v. Sanderson, 2006 WL 1320242, at *3-4 (M.D. Fla. May 12, 2006) (excluding exhibits because

affidavits used to authenticate exhibits showing content of web pages were factually inaccurate and

affiants lacked personal knowledge of facts); Rambus v. Infineon Tech. A.G., 348 F. Supp. 2d 698

(E.D. Va. 2004) (proponent failed to authenticate computer generated business records); Wady v.



21 In In Re Vee Vinhnee, the court addressed the authentication of electronically stored
business records. It observed “[a]uthenticating a paperless electronic record, in principle, poses
the same issue as for a paper record, the only difference being the format in which the record is
maintained . . . . .” However, it quickly noted “[t]he paperless electronic record involves a
difference in the format of the record that presents more complicated variations on the
authentication problem than for paper records. Ultimately, however, it all boils down to the same
question of assurance that the record is what it purports to be.” The court did conclude, however,
that “it is becoming recognized that early versions of computer foundations were too cursory,
even though the basic elements covered the ground,” before exercising a demanding analysis of
the foundation needed to authenticate a paperless business record and lay the foundation for the
business record exception to the hearsay rule, ultimately ruling that a proper foundation had not
been established, and excluding the evidence. 336 B.R. at 444-45. See also MANUAL FOR
COMPLEX LITIGATION at § 11.447 (“In general, the Federal Rules of Evidence apply to
computerized data as they do to other types of evidence. Computerized data, however, raise
unique issues concerning accuracy and authenticity. Accuracy may be impaired by incomplete
data entry, mistakes in output instructions, programming errors, damage and contamination of
storage media, power outages, and equipment malfunctions. The integrity of data may also be
compromised in the course of discovery by improper search and retrieval techniques, data
conversion, or mishandling. The proponent of computerized evidence has the burden of laying a
proper foundation by establishing its accuracy. The judge should therefore consider the accuracy
and reliability of computerized evidence, including any necessary discovery during pretrial
proceedings, so that challenges to the evidence are not made for the first time at trial.”).
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Provident Life and Accident Ins. Co. of Am., 216 F. Supp. 2d 1060 (C.D. Cal. 2002) (sustaining an

objection to affidavit of witness offered to authenticate exhibit that contained documents taken from

defendant’s website because affiant lacked personal knowledge); Indianapolis Minority Contractors

Assoc. Inc. v. Wiley, 1998 WL 1988826, at *7 (S.D. Ind. May 13, 1998) (proponent of computer

records failed to show that they were from a system capable of producing reliable and accurate

results, and therefore, failed to authenticate them).

Although courts have recognized that authentication of ESI may require greater scrutiny than

that required for the authentication of “hard copy” documents,21 they have been quick to reject calls

to abandon the existing rules of evidence when doing so. For example, in In Re F.P. , A Minor the

court addressed the authentication required to introduce transcripts of instant message conversations.
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In rejecting the defendant’s challenge to this evidence, it stated:

Essentially, appellant would have us create a whole new body of law just to deal with
e-mails or instant messages. The argument is that e-mails or text messages are
inherently unreliable because of their relative anonymity and the fact that while an
electronic message can be traced to a particular computer, it can rarely be connected
to a specific author with any certainty. Unless the purported author is actually
witnessed sending the e-mail, there is always the possibility it is not from whom it
claims. As appellant correctly points out, anybody with the right password can gain
access to another's e-mail account and send a message ostensibly from that person.
However, the same uncertainties exist with traditional written documents. A
signature can be forged; a letter can be typed on another's typewriter; distinct
letterhead stationary can be copied or stolen. We believe that e-mail messages and
similar forms of electronic communication can be properly authenticated within the
existing framework of PaR.E. 901 and Pennsylvania case law . . . We see no
justification for constructing unique rules of admissibility of electronic
communications such as instant messages; they are to be evaluated on a case-by-case
basis as any other document to determine whether or not there has been an adequate
foundational showing of their relevance and authenticity.

878 A.2d at 95-96. Indeed, courts increasingly are demanding that proponents of evidence obtained

from electronically stored information pay more attention to the foundational requirements than has

been customary for introducing evidence not produced from electronic sources. As one respected

commentator on the Federal Rules of Evidence has noted:

In general, electronic documents or records that are merely stored in a computer raise
no computer-specific authentication issues. If a computer processes data rather than
merely storing it, authentication issues may arise. The need for authentication and
an explanation of the computer’s processing will depend on the complexity and
novelty of the computer processing. There are many states in the development of
computer data where error can be introduced, which can adversely affect the
accuracy and reliability of the output. Inaccurate results occur most often because of
bad or incomplete data inputting, but can also happen when defective software
programs are used or stored-data media become corrupted or damaged. 

The authentication requirements of Rule 901 are designed to set up a threshold
preliminary standard to test the reliability of evidence, subject to later review by an
opponent’s cross-examination. Factors that should be considered in evaluating the
reliability of computer-based evidence include the error rate in data inputting, and
the security of the systems. The degree of foundation required to authenticate
computer-based evidence depends on the quality and completeness of the data input,
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the complexity of the computer processing, the routineness of the computer
operation, and the ability to test and verify results of the computer processing.

Determining what degree of foundation is appropriate in any given case is in the
judgment of the court. The required foundation will vary not only with the particular
circumstances but also with the individual judge. 

WEINSTEINat § 900.06[3]. Obviously, there is no “one size fits all” approach that can be taken when

authenticating electronic evidence, in part because technology changes so rapidly that it is often new

to many judges.

Although Rule 901(a) addresses the requirement to authenticate electronically generated or

electronically stored evidence, it is silent regarding how to do so. Rule 901(b), however, provides

examples of how authentication may be accomplished. It states:

(b) Illustrations.
By way of illustration only, and not by way of limitation, the following are examples
of authentication or identification conforming with the requirements of this rule:
(1) Testimony of witness with knowledge. Testimony that a matter is what it is
claimed to be.

(2) Nonexpert opinion on handwriting. Nonexpert opinion as to the genuineness of
handwriting, based upon familiarity not acquired for purposes of the litigation.

(3) Comparison by trier or expert witness. Comparison by the trier of fact or by
expert witnesses with specimens which have been authenticated.

(4) Distinctive characteristics and the like. Appearance, contents, substance, internal
patterns, or other distinctive characteristics, taken in conjunction with circumstances.

(5) Voice identification. Identification of a voice, whether heard firsthand or through
mechanical or electronic transmission or recording, by opinion based upon hearing
the voice at any time under circumstances connecting it with the alleged speaker.

(6) Telephone conversations. Telephone conversations, by evidence that a call was
made to the number assigned at the time by the telephone company to a particular
person or business, if (A) in the case of a person, circumstances, including self-
identification, show the person answering to be the one called, or (B) in the case of
a business, the call was made to a place of business and the conversation related to
business reasonably transacted over the telephone.
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(7) Public records or reports. Evidence that a writing authorized by law to be
recorded or filed and in fact recorded or filed in a public office, or a purported public
record, report, statement, or data compilation, in any form, is from the public office
where items of this nature are kept.

(8) Ancient documents or data compilation. Evidence that a document or data
compilation, in any form, (A) is in such condition as to create no suspicion
concerning its authenticity, (B) was in a place where it, if authentic, would likely be,
and (C) has been in existence 20 years or more at the time it is offered.

(9) Process or system. Evidence describing a process or system used to produce a
result and showing that the process or system produces an accurate result.

(10) Methods provided by statute or rule. Any method of authentication or
identification provided by Act of Congress or by other rules prescribed by the
Supreme Court pursuant to statutory authority.

The ten methods identified by Rule 901(b) are non-exclusive. FED. R. EVID. 901(b) advisory

committee’s note (“The examples are not intended as an exclusive enumeration of allowable

methods but are meant to guide and suggest, leaving room for growth and development in this area

of the law.”); WEINSTEIN at §901.03[1] (“Parties may use any of the methods listed in Rule 901(b),

any combination of them, or any other proof that may be available to carry their burden of showing

that the proffered exhibit is what they claim it to be.”); Telewizja Polska USA, 2004 WL 2367740

(authentication methods listed in Rule 901(b) are “non-exhaustive”). See also United States v.

Simpson, 152 F.3d 1241, 1249 (10th Cir. 1998) (evaluating methods of authenticating a printout of

the text of a chat room discussion between the defendant and an undercover detective in a child

pornography case).

Although the methods of authentication listed in Rule 901(b) “relate for the most part to

documents . . . some attention [has been] given to . . . computer print-outs,” particularly Rule

901(b)(9), which was drafted with “recent developments” in computer technology in mind. FED. R.



22

EVID. 901(b) advisory committee’s note. When faced with resolving authentication issues for

electronic evidence, courts have used a number of the methods discussed in Rule 901(b), as well as

approved some methods not included in that rule:

Rule 901(b)(1). 

This rule permits authentication by: “[t]estimony that a matter is what it is claimed to be.”

This rule “contemplates a broad spectrum” including “testimony of a witness who was present at the

signing of a document . . . .” FED. R. EVID. 901(a) advisory committee’s note. “[I]n recognition of

the proponent’s light burden of proof in authenticating an exhibit . . . the ‘knowledge’ requirement

of Rule 901(b)(1) is liberally construed. A witness may be appropriately knowledgeable through

having participated in or observed the event reflected by the exhibit.” WEINSTEIN at § 901.03[2]

(cross-reference omitted). Courts considering the admissibility of electronic evidence frequently

have acknowledged that it may be authenticated by a witness with personal knowledge. United

States v. Kassimu, 2006 WL 1880335 (5th Cir. May 12, 2006) (ruling that copies of a post office’s

computer records could be authenticated by a custodian or other qualified witness with personal

knowledge of the procedure that generated the records); St. Luke’s, 2006 WL 1320242 at *3-4 (“To

authenticate printouts from a website, the party proffering the evidence must produce ‘some

statement or affidavit from someone with knowledge [of the website] . . . for example [a] web master

or someone else with personal knowledge would be sufficient.’” (citation omitted)); Safavian, 435

F. Supp. 2d at 40 n.2 (D.D.C. 2006) (noting that e-mail may be authenticated by a witness with

knowledge that the exhibit is what it is claimed to be); Wady, 216 F. Supp 2d 1060 (sustaining

objection to affidavit of plaintiff’s witness attempting to authenticate documents taken from the

defendant’s website because the affiant lacked personal knowledge of who maintained the website
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“Oftentimes a witness need not be familiar with specific exhibits to be sufficiently
knowledgeable to authenticate or identify them. Business records and records of
government agencies, for example, are frequently authenticated by witnesses who
have never seen the specific records that comprise the exhibits and know nothing
about the specific information they contain. Their authentication is accomplished
when a witness identifies the exhibits as documents of a type that the organization
typically develops, and testifies about the procedures the organization follows in
generating, acquiring, and maintaining documents of that type, and explains the
method by which the specific exhibits were retrieved from the organization’s
files. Similarly, exhibits that are automatically produced upon the occurrence of
specified events may be authenticated by the testimony of persons with
knowledge of the system or process that results in the production of the exhibit.”
(footnote omitted)).
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or authored the documents). Although Rule 901(b)(1) certainly is met by the testimony of a witness

that actually drafted the exhibit, it is not required that the authenticating witness have personal

knowledge of the making of a particular exhibit if he or she has personal knowledge of how that type

of exhibit is routinely made. WEINSTEIN at § 901.03[2].22  It is necessary, however, that the

authenticating witness provide factual specificity about the process by which the electronically

stored information is created, acquired, maintained, and preserved without alteration or change, or

the process by which it is produced if the result of a system or process that does so, as opposed to

boilerplate, conclusory statements that simply parrot the elements of the business record exception

to the hearsay rule, Rule 803(6), or public record exception, Rule 803(8).

Rule 901(b)(3). 

This rule allows authentication or identification by “[c]omparison by the trier of fact or by

expert witnesses with specimens which have been authenticated.” Interestingly, the rule allows

either expert opinion testimony to authenticate a questioned document by comparing it to one known

to be authentic, or by permitting the factfinder to do so. Obviously, the specimen used for the

comparison with the document to be authenticated must be shown itself to be authentic. WEINSTEIN
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at §901.03[7][b]. This may be accomplished by any means allowable by Rule 901 or 902, as well

as by using other exhibits already admitted into evidence at trial, or admitted into evidence by

judicial notice under Rule 201. Id. Although the common law origin of Rule 901(b)(3) involved its

use for authenticating handwriting or signatures, FED. R. EVID. 901(b)(3) advisory committee’s note,

it now is commonly used to authenticate documents, WEINSTEIN at §901.03[7][b], and at least one

court has noted its appropriate use for authenticating e-mail.  Safavian, 435 F. Supp. 2d at  40 (E-

mail messages “that are not clearly identifiable on their own can be authenticated . . . by comparison

by the trier of fact (the jury) with ‘specimens which have been [otherwise] authenticated’—in this

case, those e-mails that already have been independently authenticated under Rule 901(b)(4).”).

Rule 901(b)(4). 

This rule is one of the most frequently used to authenticate e-mail and other electronic

records. It permits exhibits to be authenticated or identified by “[a]ppearance, contents, substance,

internal patterns, or other distinctive characteristics, taken in conjunction with circumstances.” The

commentary to Rule 901(b)(4) observes ‘[t]he characteristics of the offered item itself, considered

in the light of circumstances, afford authentication techniques in great variety,” including

authenticating an exhibit by showing that it came from a “particular person by virtue of its disclosing

knowledge of facts known peculiarly to him,” or authenticating “by content and circumstances

indicating it was in reply to a duly authenticated” document. FED. R. EVID. 901(b)(4) advisory

committee’s note. Use of this rule often is characterized as authentication solely by “circumstantial

evidence.” WEINSTEIN at §901.03[8]. Courts have recognized this rule as a means to authenticate

ESI, including e-mail, text messages and the content of websites. See United States v. Siddiqui, 235

F.3d 1318, 1322-23 (11th Cir. 2000) (allowing the authentication of an e-mail entirely by

circumstantial evidence, including the presence of the defendant’s work e-mail address, content of



23Federal Judicial Center, Managing Discovery of Electronic Information: A Pocket
Guide for Judges, Federal Judicial Center, 2007 at 24; see also Williams v. Sprint/United Mgmt.
Comp., 230 F.R.D. 640, 655 (D. Kan. 2005). 
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which the defendant was familiar with, use of the defendant’s nickname, and testimony by witnesses

that the defendant spoke to them about the subjects contained in the e-mail); Safavian, 435 F. Supp.

2d at 40 (same result regarding e-mail);  In Re F.P., a Minor, 878 A.2d at 94 (noting that

authentication could be accomplished by direct evidence, circumstantial evidence, or both, but

ultimately holding that transcripts of instant messaging conversation circumstantially were

authenticated based on presence of defendant’s screen name, use of defendant’s first name, and

content of threatening message, which other witnesses had corroborated); Perfect 10, Inc. v.

Cybernet Ventures, Inc., 213 F. Supp. 2d 1146, 1153-54 (C.D. Cal. 2002) (admitting website

postings as evidence due to circumstantial indicia of authenticity, including dates and presence of

identifying web addresses).

     One method of authenticating electronic evidence under Rule 901(b)(4) is the use of “hash

values” or “hash marks” when making documents. A hash value is :

A unique numerical identifier that can be assigned to a file, a group of files, or a
portion of a file, based on a standard mathematical algorithm applied to the
characteristics of the data set. The most commonly used algorithms, known as MD5
and SHA, will generate numerical values so distinctive that the chance that any two
data sets will have the same hash value, no matter how similar they appear, is less
than one in one billion. ‘Hashing’ is used to guarantee the authenticity of an original
data set and can be used as a digital equivalent of the Bates stamp used in paper
document production.23

Hash values can be inserted into original electronic documents when they are created to provide

them with distinctive characteristics that will permit their authentication under Rule 901(b)(4). Also,

they can be used during discovery of electronic records to create a form of electronic “Bates stamp”



24 See, e.g., United States District Court for the District of Maryland, Suggested Protocol
for Discovery of Electronically Stored Information 20,
http://www.mdd.uscourts.gov/news/news/ESIProtocol.pdf (last visited April 10, 2007)
(encouraging parties to discuss use of hash values or “hash marks” when producing electronic
records in discovery to facilitate their authentication). 
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that will help establish the document as electronic.24 This underscores a point that counsel often

overlook. A party that seeks to introduce its own electronic records may have just as much difficulty

authenticating them as one that attempts to introduce the electronic records of an adversary. Because

it is so common for multiple versions of electronic documents to exist, it sometimes is difficult to

establish that the version that is offered into evidence is the “final” or legally operative version. This

can plague a party seeking to introduce a favorable version of its own electronic records, when the

adverse party objects that it is not the legally operative version, given the production in discovery

of multiple versions. Use of hash values when creating the “final” or “legally operative” version of

an electronic record can insert distinctive characteristics into it that allow its authentication under

Rule 901(b)(4).

Another way in which electronic evidence may be authenticated under Rule 901(b)(4) is by

examining the metadata for the evidence. Metadata,

commonly described as "data about data," is defined as "information describing the
history, tracking, or management of an electronic document." Appendix F to The
Sedona Guidelines: Best Practice Guidelines & Commentary for Managing
Information & Records in the Electronic Age defines metadata as "information about
a particular data set which describes how, when and by whom it was collected,
created, accessed, or modified and how it is formatted (including data demographics
such as size, location, storage requirements and media information)." Technical
Appendix E to the Sedona Guidelines provides an extended description of metadata.
It further defines metadata to include "all of the contextual, processing, and use
information needed to identify and certify the scope, authenticity, and integrity of
active or archival electronic information or records." Some examples of metadata for
electronic documents include: a file's name, a file's location (e.g., directory structure
or pathname), file format or file type, file size, file dates (e.g., creation date, date of
last data modification, date of last data access, and date of last metadata



25 United States District Court for the District of Maryland, Suggested Protocol for
Discovery of Electronically Stored Information 17,
http://www.mdd.uscourts.gov/news/news/ESIProtocol.pdf (last visited April 10, 2007) (“When
parties have agreed or the Court has ordered the parties to exchange all or some documents as
electronic files in Native File format in connection with discovery, the parties should collect and
produce said relevant files in Native File formats in a manner that preserves the integrity of the
files, including, but not limited to the contents of the file, the Meta-Data (including System
Meta-Data, Substantive Meta-Data, and Embedded Meta-Data . . . .”).
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modification), and file permissions (e.g., who can read the data, who can write to it,
who can run it). Some metadata, such as file dates and sizes, can easily be seen by
users; other metadata can be hidden or embedded and unavailable to computer users
who are not technically adept.

Williams v. Sprint/United Mgmt. Co., 230 F.R.D. at 646 (footnote omitted); Federal Judicial Center,

Managing Discovery of Electronic Information: A Pocket Guide for Judges, Federal Judicial Center,

2007 at 24-25 (defining metadata as “[i]nformation about a particular data set or document which

describes how, when, and by whom the data set or document was collected, created, accessed, or

modified . . . ”). Recently revised Federal Rule of Civil Procedure 34 permits a party to discover

electronically stored information and to identify the form or forms in which it is to be produced. A

party therefore can request production of electronically stored information in its “native format”,

which includes the metadata for the electronic document.25 Because metadata shows the date, time

and identity of the creator of an electronic record, as well as all changes made to it, metadata is a

distinctive characteristic of all electronic evidence that can be used to authenticate it under Rule

901(b)(4). Although specific source code markers that constitute metadata can provide a useful

method of authenticating electronically stored evidence, this method is not foolproof because,

[a]n unauthorized person may be able to obtain access to an unattended computer.
Moreover, a document or database located on a networked-computer system can be
viewed by persons on the network who may modify it. In addition, many network
computer systems usually provide for a selected network administrators to override
an individual password identification number to gain access when necessary. 
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WEINSTEIN at § 900.01[4][a]; see also Fennell v. First Step Designs, Ltd., 83 F.3d 526, 530 (1st Cir.

1996) (discussing how metadata markers can reflect that a document was modified when in fact it

simply was saved to a different location). Despite its lack of conclusiveness, however, metadata

certainly is a useful tool for authenticating electronic records by use of distinctive characteristics.

Rule 901(b)(7): 

This Rule permits authentication by:

Public records or reports. Evidence that a writing authorized by law to be recorded
or filed and in fact recorded or filed in a public office, or a purported public record,
report, statement, or data compilation, in any form, is from the public office where
items of this nature are kept.

The commentary to Rule 901(b)(7) recognizes that it applies to computerized public records, noting

that “[p]ublic records are regularly authenticated by proof of custody, without more. [Rule

901(b)(7)] extends the principle to include data stored in computers and similar methods, of which

increasing use in the public records area may be expected.” FED. R. EVID. 901(b)(7) advisory

committee’s note (citation omitted). To use this rule the “proponent of the evidence need only show

that the office from which the records were taken is the legal custodian of the records.” WEINSTEIN

at § 901.10[2]. This may be done by “[a] certificate of authenticity from the public office; [t]he

testimony of an officer who is authorized to attest to custodianship, [or] the testimony of a witness

with knowledge that the evidence is in fact from a public office authorized to keep such a record.”

Id. (footnote omitted). Examples of the types of public records that may be authenticated by Rule

901(b)(7) include tax returns, weather bureau records, military records, social security records, INS

records, VA records, official records from federal, state and local agencies, judicial records,

correctional records, law enforcement records, and data compilations, which may include computer

stored records. Id. 
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Courts have recognized the appropriateness of authenticating computer stored  public records

under Rule 901(b)(7) as well, and observed that under this rule, unlike Rule 901(b)(9), there is no

need to show that the computer system producing the public records was reliable or the records

accurate. For example, in United States v. Meienberg, the court rejected defendant’s challenge to

the admissibility of a law enforcement agency’s computerized records.  Defendant argued that the

only way they could be authenticated was under Rule 901(b)(9), through proof that they were

produced by a system or process capable of producing a reliable result. Defendant further argued

that the records had not been shown to be accurate. The appellate court disagreed, holding that the

records properly had been authenticated under Rule 901(b)(7), which did not require a showing of

accuracy. The court noted that any question regarding the accuracy of the records went to weight

rather than admissibility. 263 F.3d at 1181. Thus, a decision to authenticate under Rule 901(b)(7),

as opposed to 901(b)(9) may mean that the required foundation is much easier to prove. This

underscores the importance of the point previously made, that there may be multiple ways to

authenticate a particular computerized record, and careful attention to all the possibilities may reveal

a method that significantly eases the burden of authentication.

Rule 901(b)(9): 

This Rule recognizes one method of authentication that is particularly useful in

authenticating electronic evidence stored in or generated by computers. It authorizes authentication

by “[e]vidence describing a process or system used to produce a result and showing that the process

or system produces an accurate result.” FED. R. EVID. 901(b)(9). This rule was “designed for

situations in which the accuracy of a result is dependent upon a process or system which produces
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“Computer output may be authenticated under Rule 901(b)(9) . . . . When the
proponent relies on the provisions of Rule 901(b)(9) instead of qualifying the
computer-generated information for a hearsay exception, it is common for the
proponent to provide evidence of the input procedures and their accuracy, and
evidence that the computer was regularly tested for programming errors. At a
minimum, the proponent should present evidence sufficient to warrant a finding that
the information is trustworthy and provide the opponent with an opportunity to
inquire into the accuracy of the computer and of the input procedures.”

27 In Vinhnee, the court cited with approval an eleven-step foundational authentication for
computer records advocated by one respected academic. Id. (citing EDWARD J. IMWINKELRIED,
EVIDENTIARY FOUNDATIONS 58-59 (LexisNexis 6th ed. 2005)). Although this foundation is
elaborate, and many courts might not be so demanding as to require that it be followed to
authenticate computer generated records, the fact that one court already has done so should put
prudent counsel on notice that they must pay attention to how they will authenticate computer
generated records, and that they should be prepared to do so in a manner that complies with the
Federal Rules of Evidence and any governing precedent. The price for failing to do so may be, as
in In re Vee Vinhnee, exclusion of the exhibit. See, e.g., Indianapolis Minority Contractors
Ass’n. Inc. v. Wiley, 1998 WL 1988826, at *7 (S.D. Ind. May 13, 1998) (“[A]s a condition
precedent to admissibility of computer records, the proponent must establish that the process or
system used produces an accurate result, FED. R. EVID. 901(b)(9), and that foundation has not
been established. In light of the above, the veracity and reliability of these reports are
questionable, and thus [the summary judgment exhibit] will be stricken”).
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it.” FED. R. EVID. 901(b)(9) advisory committee’s note. See also WEINSTEIN at § 901.12[3];26 In Re

Vee Vinhnee, 336 B.R. at 446 (“Rule 901(b)(9), which is designated as an example of a satisfactory

authentication, describes the appropriate authentication for results of a process or system and

contemplates evidence describing the process or system used to achieve a result and demonstration

that the result is accurate. The advisory committee note makes plain that Rule 901(b)(9) was

designed to encompass computer-generated evidence. . . ”).27

Rule 902:

In addition to the non-exclusive methods of authentication identified in Rule 901(b), Rule

902 identifies twelve methods by which documents, including electronic ones, may be authenticated

without extrinsic evidence. This is commonly referred to as “self-authentication.” The rule states:
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Extrinsic evidence of authenticity as a condition precedent to admissibility is not
required with respect to the following:
(1) Domestic public documents under seal. A document bearing a seal purporting to
be that of the United States, or of any State, district, Commonwealth, territory, or
insular possession thereof, or the Panama Canal Zone, or the Trust Territory of the
Pacific Islands, or of a political subdivision, department, officer, or agency thereof,
and a signature purporting to be an attestation or execution.

(2) Domestic public documents not under seal. A document purporting to bear the
signature in the official capacity of an officer or employee of any entity included in
paragraph (1) hereof, having no seal, if a public officer having a seal and having
official duties in the district or political subdivision of the officer or employee
certifies under seal that the signer has the official capacity and that the signature is
genuine.

(3) Foreign public documents. A document purporting to be executed or attested in
an official capacity by a person authorized by the laws of a foreign country to make
the execution or attestation, and accompanied by a final certification as to the
genuineness of the signature and official position (A) of the executing or attesting
person, or (B) of any foreign official whose certificate of genuineness of signature
and official position relates to the execution or attestation or is in a chain of
certificates of genuineness of signature and official position relating to the execution
or attestation. A final certification may be made by a secretary of an embassy or
legation, consul general, consul, vice consul, or consular agent of the United States,
or a diplomatic or consular official of the foreign country assigned or accredited to
the United States. If reasonable opportunity has been given to all parties to
investigate the authenticity and accuracy of official documents, the court may, for
good cause shown, order that they be treated as presumptively authentic without final
certification or permit them to be evidenced by an attested summary with or without
final certification.

(4) Certified copies of public records. A copy of an official record or report or entry
therein, or of a document authorized by law to be recorded or filed and actually
recorded or filed in a public office, including data compilations in any form, certified
as correct by the custodian or other person authorized to make the certification, by
certificate complying with paragraph (1), (2), or (3) of this rule or complying with
any Act of Congress or rule prescribed by the Supreme Court pursuant to statutory
authority.

(5) Official publications. Books, pamphlets, or other publications purporting to be
issued by public authority.

(6) Newspapers and periodicals. Printed materials purporting to be newspapers or
periodicals.

(7) Trade inscriptions and the like. Inscriptions, signs, tags, or labels purporting to
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have been affixed in the course of business and indicating ownership, control, or
origin.

(8) Acknowledged documents. Documents accompanied by a certificate of
acknowledgment executed in the manner provided by law by a notary public or other
officer authorized by law to take acknowledgments.

(9) Commercial paper and related documents. Commercial paper, signatures thereon,
and documents relating thereto to the extent provided by general commercial law.

(10) Presumptions under Acts of Congress. Any signature, document, or other matter
declared by Act of Congress to be presumptively or prima facie genuine or authentic.

(11) Certified domestic records of regularly conducted activity. The original or a
duplicate of a domestic record of regularly conducted activity that would be
admissible under Rule 803(6) if accompanied by a written declaration of its
custodian or other qualified person, in a manner complying with any Act of Congress
or rule prescribed by the Supreme Court pursuant to statutory authority, certifying
that the record:

(A) was made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters; 

(B) was kept in the course of the regularly conducted activity; and

(C) was made by the regularly conducted activity as a regular practice.

A party intending to offer a record into evidence under this paragraph must provide
written notice of that intention to all adverse parties, and must make the record and
declaration available for inspection sufficiently in advance of their offer into
evidence to provide an adverse party with a fair opportunity to challenge them.

(12) Certified foreign records of regularly conducted activity. In a civil case, the
original or a duplicate of a foreign record of regularly conducted activity that would
be admissible under Rule 803(6) if accompanied by a written declaration by its
custodian or other qualified person certifying that the record:

(A) was made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters;

(B) was kept in the course of the regularly conducted activity; and

(C) was made by the regularly conducted activity as a regular practice.

The declaration must be signed in a manner that, if falsely made, would subject the
maker to criminal penalty under the laws of the country where the declaration is
signed. A party intending to offer a record into evidence under this paragraph must
provide written notice of that intention to all adverse parties, and must make the
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record and declaration available for inspection sufficiently in advance of their offer
into evidence to provide an adverse party with a fair opportunity to challenge them.

The obvious advantage of Rule 902 is that it does not require the sponsoring testimony of any

witness to authenticate the exhibit — its admissibility is determined simply by examining the

evidence itself, along with any accompanying written declaration or certificate required by Rule 902.

The mere fact that the rule permits self-authentication, however, does not foreclose the opposing

party from challenging the authenticity. Because Rule 104(b) applies in such cases, the exhibit and

the evidence challenging its authenticity goes to the jury, which ultimately determines whether it

is authentic. FED. R. EVID. 902 advisory committee’s note. Some of the examples contained in Rule

902, such as Rule 902(3) (foreign public documents), 902(4) (certified copies of public records),

902(8) (acknowledged documents), 902(11) (certified copies of domestic records of a regularly

conducted activity), and 902(12) (certified foreign records of regularly conducted activity), do

require a certificate signed by a custodian or other qualified person to accomplish the self-

authentication. 

Although all of the examples contained in Rule 902 could be applicable to computerized

records, three in particular have been recognized by the courts to authenticate electronic evidence:

902(5) (official publications); 902(7) (trade inscriptions); and, 902(11) (certified domestic records

of regularly conducted activity). The first, Rule 902(5), provides:

(5) Official publications. Books, pamphlets, or other publications purporting to be
issued by public authority.

The rule “[dispenses] with preliminary proof of the genuineness of purportedly official publications

. . . . [but ] does not confer admissibility upon all official publications; it merely provides a means

whereby their authenticity may be taken as established for purposes of admissibility.” FED. R. EVID.
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902(5) advisory committee’s note. This means that, to be admissible, the proponent may also need

to establish that the official record qualifies as a public record hearsay exception under Rule 803(8).

WEINSTEIN at § 902.02[2]. Although the rule is silent regarding the level of government that must

authorize the publication, commentators suggest that the list includes the United States, any State,

district, commonwealth, territory or insular possession of the United States, the Panama Canal Zone,

the Trust Territory of the Pacific islands, or a political subdivision, department, officer, or agency

of any of the foregoing. Id. 

In Equal Employment Opportunity Commission  v. E. I. DuPont De Nemours and Co., the

court admitted into evidence printouts of postings on the website of the United States Census Bureau

as self-authenticating under Rule 902(5). 2004 WL 2347556 (E.D. La. Oct. 18, 2004). Given the

frequency with which official publications from government agencies are relevant to litigation and

the increasing tendency for such agencies to have their own websites, Rule 902(5) provides a very

useful method of authenticating these publications. When combined with the public records

exception to the hearsay rule, Rule 803(8), these official publications posted on government agency

websites should be admitted into evidence easily.

Rule 902(7) provides that exhibits may be self-authenticated by “[i]nscriptions, signs, tags,

or labels purporting to have been affixed in the course of business and indicating ownership, control,

or origin.” As one commentator has noted, “[u]nder Rule 902(7), labels or tags affixed in the course

of business require no authentication. Business e-mails often contain information showing the origin

of the transmission and identifying the employer-company. The identification marker alone may be

sufficient to authenticate an e-mail under Rule 902(7).” WEINSTEIN at § 900.07[3][c].

Rule 902(11) also is extremely useful because it affords a means of authenticating business

records under Rule 803(6), one of the most used hearsay exceptions, without the need for a witness



28Because the business record exception will be discussed at some length below, the
analysis of the requirements of Rule 902(11) will be deferred until that discussion.
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to testify in person at trial. It provides:

(11) Certified domestic records of regularly conducted activity. The original or a
duplicate of a domestic record of regularly conducted activity that would be
admissible under Rule 803(6) if accompanied by a written declaration of its
custodian or other qualified person, in a manner complying with any Act of Congress
or rule prescribed by the Supreme Court pursuant to statutory authority, certifying
that the record:
(A) was made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters; 

(B) was kept in the course of the regularly conducted activity; and

(C) was made by the regularly conducted activity as a regular practice.

A party intending to offer a record into evidence under this paragraph must provide
written notice of that intention to all adverse parties, and must make the record and
declaration available for inspection sufficiently in advance of their offer into
evidence to provide an adverse party with a fair opportunity to challenge them.

This rule was added in the 2000 amendments to the Federal Rules of Evidence, and it was intended

to “[set] forth a procedure by which parties can authenticate certain records of regularly conducted

activity, other than through the testimony of a foundation witness.” FED. R. EVID. 902(11) advisory

committee’s note. Unlike most of the other authentication rules, Rule 902(11) also contains a notice

provision, requiring the proponent to provide written notice of the intention to use the rule to all

adverse parties and to make available to them the records sufficiently in advance of litigation to

permit a fair opportunity to challenge them. WEINSTEIN at § 902.13[2]. Because compliance with

Rule 902(11) requires the proponent to establish all the elements of the business record exception

to the hearsay rule, Rule 803(6), courts usually analyze the authenticity issue under Rule 902(11)

concomitantly with the business record hearsay exception.28 Rambus, 348 F. Supp. 2d at 710 (“Thus,

the most appropriate way to view Rule 902(11) is as the functional equivalent of testimony offered
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to authenticate a business record tendered under Rule 803(6) because the declaration permitted by

Rule 902(11) serves the same purpose as authenticating testimony . . . [B]ecause Rule 902[11]

contains the same requirements, and almost the same wording, as Rule 803(6), decisions explaining

the parallel provisions of Rule 803(6) are helpful in resolving the issues here presented.”); In Re Vee

Vinhnee, 336 B.R. at 444  (stating that in deciding whether to admit business records, the

authenticity analysis is merged into the business record analysis).

Finally, as noted at the beginning of this discussion regarding the authenticating electronic

records, Rule 901(b) makes clear that the ten examples listed are illustrative only, not exhaustive.

In ruling on whether electronic evidence has been properly authenticated, courts have been willing

to think “outside of the box” to recognize new ways of authentication. For example, they have held

that documents provided to a party during discovery by an opposing party are presumed to be

authentic, shifting the burden to the producing party to demonstrate that the evidence that they

produced was not authentic. Indianapolis Minority Contractors Ass’n., 1998 WL 1988826, at *6

(“The act of production is an implicit authentication of documents produced . . . . Federal Rule of

Evidence 901 provides that ‘[t]he requirement of authentication or identification as a condition

precedent to admissibility is satisfied by evidence sufficient to support a finding that the matter in

question is what its proponent claims. Defendants admit that they did produce [the exhibits at issue]

. . . . Thus . . . the Defendants cannot have it both ways. They cannot voluntarily produce documents

and implicitly represent their authenticity and then contend they cannot be used by the Plaintiffs

because the authenticity is lacking.” (citation omitted)); Perfect 10,  213 F. Supp. 2d at 1153-54

(finding that exhibits of website postings had been properly authenticated for three reasons,

including that certain of them had been provided to the plaintiff by the defendant during discovery).



29 The “wayback machine” refers to the process used by the Internet Archive Company,
www.archive.org, to allow website visitors to search for archived web pages of organizations. St.
Luke’s, 2006 WL 1320242 at *1.
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In Telewizja Polska USA, the court embraced a non-traditional method of authentication

when  faced with determining whether exhibits depicting the content of the defendant’s website at

various dates several years in the past were admissible. 2004 WL 2367740. The plaintiff offered an

affidavit from a representative of the Internet Archive Company, which retrieved copies of the

defendant’s website as it appeared at relevant dates to the litigation though use of its “wayback

machine.”29 The defendant objected, contending that the Internet Archive was not a reliable source,

and thus the exhibits had not been authenticated. The court disagreed, stating: 

Federal Rule of Evidence 901 ‘requires only a prima facie showing of genuineness
and leaves it to the jury to decide the true authenticity and probative value of the
evidence.’ Admittedly, the Internet Archive does not fit neatly into any of the non-
exhaustive examples listed in Rule 901; the Internet Archive is a relatively new
source for archiving websites. Nevertheless, Plaintiff has presented no evidence that
the Internet Archive is unreliable or biased. And Plaintiff has neither denied that the
exhibit represents the contents of its website on the dates in question, nor come
forward with its own evidence challenging the veracity of the exhibit. Under these
circumstances, the Court is of the opinion that [the affidavit from the representative
of the Internet Archive Company] is sufficient to satisfy Rule 901's threshold
requirement for admissibility.

Id. at *6.

Additionally, authentication may be accomplished by the court taking judicial notice under

Rule 201 of certain foundational facts needed to authenticate an electronic record. Under this rule,

the parties may request the court to take judicial notice of adjudicative facts that are either (1)

generally known within the territorial jurisdiction of the trial court, or (2) capable of accurate and

ready determination by resort to sources whose accuracy cannot reasonably be questioned. FED. R.
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EVID. 201 (b); WEINSTEIN at § 201.12[1]. Judicial notice could be a helpful way to establish certain

well known characteristics of computers, how the internet works, scientific principles underlying

calculations performed within computer programs, and many similar facts that could facilitate

authenticating electronic evidence.

Authentication also can be accomplished in civil cases by taking advantage of FED. R. CIV.

P. 36, which permits a party to request that his or her opponent admit the “genuineness of

documents.” Also, at a pretrial conference, pursuant to FED. R. CIV. P. 16(c)(3), a party may request

that an opposing party agree to stipulate “regarding the authenticity of documents,” and the court

may take “appropriate action” regarding that request. Similarly, if a party properly makes his or her

FED. R. CIV. P. 26(a)(3) pretrial disclosures of documents and exhibits, then the other side has

fourteen days in which to file objections. Failure to do so waives all objections other than under

Rules 402 or 403, unless the court excuses the waiver for good cause. This means that if the

opposing party does not raise authenticity objections within the fourteen days, they are waived.

The above discussion underscores the need for counsel to be creative in identifying methods

of authenticating electronic evidence when the facts support a conclusion that the evidence is

reliable, accurate, and authentic, regardless of whether there is a particular example in Rules 901 and

902 that neatly fits. 

Finally, any serious consideration of the requirement to authenticate electronic evidence

needs to acknowledge that, given the wide diversity of such evidence, there is no single approach

to authentication that will work in all instances. It is possible, however, to identify certain

authentication issues that have been noted by courts and commentators with particular types of

electronic evidence and to be forearmed with this knowledge to develop authenticating facts that
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address these concerns.

E-mail

There is no form of ESI more ubiquitous than e-mail, and it is the category of ESI at issue

in this case. Although courts today have more or less resigned themselves to the fact that “[w]e live

in an age of technology and computer use where e-mail communication now is a normal and

frequent fact for the majority of this nation’s population, and is of particular importance in the

professional world,” Safavian, 435 F. Supp. 2d at 41, it was not very long ago that they took a

contrary view —“[e]-mail is far less of a systematic business activity than a monthly inventory

printout.” Monotype Corp. PLC v. Int’l Typeface, 43 F.3d 443, 450 (9th Cir. 2004) (affirming trial

court’s exclusion of e-mail as inadmissible as a business record). Perhaps because of the spontaneity

and informality of e-mail, people tend to reveal more of themselves, for better or worse, than in other

more deliberative forms of written communication. For that reason, e-mail evidence often figures

prominently in cases where state of mind, motive and intent must be proved. Indeed, it is not unusual

to see a case consisting almost entirely of e-mail evidence. See, e.g., Safavian, 435 F. Supp. 2d 36.

Not surprisingly, there are many ways in which e-mail evidence may be authenticated. One

well respected commentator has observed:

[E]-mail messages may be authenticated by direct or circumstantial evidence. An e-
mail message’s distinctive characteristics, including its “contents, substance, internal
patterns, or other distinctive characteristics, taken in conjunction with
circumstances” may be sufficient for authentication. 

Printouts of e-mail messages ordinarily bear the sender’s e-mail address, providing
circumstantial evidence that the message was transmitted by the person identified in
the e-mail address. In responding to an e-mail message, the person receiving the
message may transmit the reply using the computer’s reply function, which
automatically routes the message to the address from which the original message
came. Use of the reply function indicates that the reply message was sent to the
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sender’s listed e-mail address. 

 The contents of the e-mail may help show authentication by revealing details known
only to the sender and the person receiving the message. 

E-mails may even be self-authenticating. Under Rule 902(7), labels or tags affixed
in the course of business require no authentication. Business e-mails often contain
information showing the origin of the transmission and identifying the employer-
company. The identification marker alone may be sufficient to authenticate an e-mail
under Rule 902(7). However, the sending address in an e-mail message is not
conclusive, since e-mail messages can be sent by persons other than the named
sender. For example, a person with unauthorized access to a computer can transmit
e-mail messages under the computer owner’s name. Because of the potential for
unauthorized transmission of e-mail messages, authentication requires testimony
from a person with personal knowledge of the transmission or receipt to ensure its
trustworthiness.

WEINSTEIN at § 900.07[3][c]; see also EDWARD J. IMWINKELRIED, EVIDENTIARY FOUNDATIONS §

4.03[4][b] (LexisNexis 6th ed. 2005)(hereinafter “IMWINKELRIED, EVIDENTIARY FOUNDATIONS.”)

Courts also have approved the authentication of e-mail by the above described methods. See, e.g.,

Siddiqui, 235 F.3d at 1322-23 (E-mail may be authenticated entirely by circumstantial evidence,

including its distinctive characteristics); Safavian, 435 F. Supp. 2d at 40 (recognizing that e-mail

may be authenticated by distinctive characteristics (901(b)(4), or by comparison of exemplars with

other e-mails that already have been authenticated (901(b)(3)); Rambus, 348 F. Supp. 2d 698 (E-mail

that qualifies as business record may be self-authenticating under 902(11)); In Re F.P., A Minor, 878

A.2d at 94 (E-mail may be authenticated by direct or circumstantial evidence).

The most frequent ways to authenticate e-mail evidence are 901(b)(1) (person with personal

knowledge), 901(b)(3) (expert testimony or comparison with authenticated exemplar), 901(b)(4)

(distinctive characteristics, including circumstantial evidence), 902(7) (trade inscriptions), and

902(11) (certified copies of business record). 



30There, the court stated that, 

Plaintiff's electronic ‘evidence’ is totally insufficient to withstand Defendant's
Motion to Dismiss. While some look to the Internet as an innovative vehicle for
communication, the Court continues to warily and wearily view it largely as one
large catalyst for rumor, innuendo, and misinformation. So as to not mince words,
the Court reiterates that this so-called Web provides no way of verifying the
authenticity of the alleged contentions that Plaintiff wishes to rely upon in his
Response to Defendant's Motion. There is no way Plaintiff can overcome the
presumption that the information he discovered on the Internet is inherently
untrustworthy. Anyone can put anything on the Internet. No web-site is monitored
for accuracy and nothing contained therein is under oath or even subject to
independent verification absent underlying documentation. Moreover, the Court
holds no illusions that hackers can adulterate the content on any web-site from any
location at any time. For these reasons, any evidence procured off the Internet is
adequate for almost nothing, even under the most liberal interpretation of the hearsay
exception rules found in FED. R. EVID. 807. Instead of relying on the voodoo
information taken from the Internet, Plaintiff must hunt for hard copy back-up
documentation in admissible form from the United States Coast Guard or discover
alternative information verifying what Plaintiff alleges. 

Id. at 774-775.

31 The court noted that a “reduced evidentiary standard” applied to the authentication of
exhibits purporting to depict the defendant’s website postings during a preliminary injunction
motion. The court found that the exhibits had been authenticated because of circumstantial
indicia of authenticity, a failure of the defendant to deny their authenticity, and the fact that the
exhibits had been produced in discovery by the defendant. The court declined to require proof
that the postings had been done by the defendant or with its authority, or evidence to disprove
the possibility that the contents had been altered by third parties.
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Internet Website Postings 

Courts often have been faced with determining the admissibility of exhibits containing

representations of the contents of website postings of a party at some point relevant to the litigation.

Their reaction has ranged from the famous skepticism expressed in St.Clair v. Johnny’s Oyster and

Shrimp, Inc. 76 F. Supp. 2d 773 (S.D. Tex. 1999),30 to more permissive approach taken in Perfect

10, 213 F. Supp. 2d at 1153-54.31 



32 Joseph at 21; see also SALTZBURG at § 901.02[12].

33 Id. at 22.
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The issues that have concerned courts include the possibility that third persons other than

the sponsor of the website were responsible for the content of the postings, leading many to require

proof by the proponent that the organization hosting the website actually posted the statements or

authorized their posting. See United States v. Jackson, 208 F.3d 633, 638 (7th Cir. 2000) (excluding

evidence of website postings because proponent failed to show that sponsoring organization actually

posted the statements, as opposed to a third party); St. Luke’s, 2006 WL 1320242 (plaintiff failed

to authenticate exhibits of defendant’s website postings because affidavits used to authenticate the

exhibits were factually inaccurate and the author lacked personal knowledge of the website); Wady,

216 F. Supp. 2d 1060. One commentator has observed “[i]n applying [the authentication standard]

to website evidence, there are three questions that must be answered explicitly or implicitly. (1)

What was actually on the website? (2) Does the exhibit or testimony accurately reflect it? (3) If so,

is it attributable to the owner of the site?”32 The same author suggests that the following factors will

influence courts in ruling whether to admit evidence of internet postings: 

The length of time the data was posted on the site; whether others report having seen
it; whether it remains on the website for the court to verify; whether the data is of a
type ordinarily posted on that website or websites of similar entities (e.g. financial
information from corporations); whether the owner of the site has elsewhere
published the same data, in whole or in part; whether others have published the same
data, in whole or in part; whether the data has been republished by others who
identify the source of the data as the website in question?33

Counsel attempting to authenticate exhibits containing information from internet websites need to

address these concerns in deciding what method of authentication to use, and the facts to include in

the foundation. The authentication rules most likely to apply, singly or in combination, are
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901(b)(1) (witness with personal knowledge) 901(b)(3) (expert testimony) 901(b)(4) (distinctive

characteristics), 901(b)(7) (public records), 901(b)(9) (system or process capable of producing a

reliable result), and 902(5) (official publications).

Text Messages and Chat Room Content

Many of the same foundational issues found encountered when authenticating website

evidence apply with equal force to text messages and internet chat room content; however, the fact

that chat room messages are posted by third parties, often using “screen names” means that it cannot

be assumed that the content found in chat rooms was posted with the knowledge or authority of the

website host. SALTZBURG at § 901.02[12]. One commentator has suggested that the following

foundational requirements must be met to authenticate chat room evidence: 

(1) [e]vidence that the individual used the screen name in question when
participating in chat room conversations (either generally or at the site in question);
(2) [e]vidence that, when a meeting with the person using the screen name was
arranged, the individual . . . showed up; (3) [e]vidence that the person using the
screen name identified [himself] as the [person in the chat room conversation];
evidence that the individual had in [his] possession information given to the person
using the screen name; (5) [and] [e]vidence from the hard drive of the individual’s
computer [showing use of the same screen name]. 

Id. at § 901.02[12]. Courts also have recognized that exhibits of chat room conversations may be

authenticated circumstantially. For example, in In Re F.P. , A Minor, the defendant argued that the

testimony of the internet service provider was required, or that of a forensic expert. 878 A.2d at 93-

94. The court held that circumstantial evidence, such as the use of the defendant’s screen name in

the text message, the use of the defendant’s first name, and the subject matter of the messages all

could authenticate the transcripts. Id. Similarly, in United States v. Simpson, the court held that there

was ample circumstantial evidence to authenticate printouts of the content of chat room discussions
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between the defendant and an undercover detective, including use of the e-mail name of the

defendant, the presence of the defendant’s correct address  in the messages, and notes seized at the

defendant’s home containing the address, e-mail address and telephone number given by the

undercover officer. 152 F.3d at 1249. Likewise, in United States v. Tank, the court found sufficient

circumstantial facts to authenticate chat room conversations, despite the fact that certain portions

of the text of the messages in which the defendant had participated had been deleted. 200 F.3d at

629-31.  There, the court found the testimony regarding the limited nature of the deletions by  the

member of the chat room club who had made the deletions, circumstantial evidence connecting the

defendant to the chat room, including the use of the defendant’s screen name in the messages, were

sufficient to authenticate the messages. Id. at 631. Based on the foregoing cases, the rules most

likely to be used to authenticate chat room and text messages, alone or in combination, appear to be

901(b)(1) (witness with personal knowledge) and 901(b)(4) (circumstantial evidence of distinctive

characteristics).

Computer Stored Records and Data

Given the widespread use of computers, there is an almost limitless variety of records that

are stored in or generated by computers. As one commentator has observed “[m]any kinds of

computer records and computer-generated information are introduced as real evidence or used as

litigation aids at trials. They range from computer printouts of stored digital data to complex

computer-generated models performing complicated computations. Each may raise different

admissibility issues concerning authentication and other foundational requirements.” WEINSTEIN at

§ 900.06[3].  The least complex admissibility issues are associated with electronically stored

records. “In general, electronic documents or records that are merely stored in a computer raise no
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Computerized data, however, raise unique issues concerning accuracy and
authenticity. Accuracy may be impaired by incomplete data entry, mistakes in
output instructions, programming errors, damage and contamination of storage
media, power outages, and equipment malfunctions. The integrity of data may
also be compromised in the course of discovery by improper search and retrieval
techniques, data conversion, or mishandling. The proponent of computerized
evidence has the burden of laying a proper foundation by establishing its
accuracy. 

 The judge should therefore consider the accuracy and reliability of computerized
evidence . . . .
35

“In the past, many courts have been lax in applying the authentication requirement
to computer records; they have been content with foundational evidence that the
business has successfully used the computer system in question and that the
witness recognizes the record as output from the computer. However, following
the recommendations of the Federal Judicial Center’s Manual for Complex
Litigation, some courts now require more extensive foundation. These courts
require the proponent to authenticate a computer record by proving the reliability
of the particular computer used, the dependability of the business’s input
procedures for the computer, the use of proper procedures to obtain the document
offered in court, and the witness’s recognition of that document as the readout
from the computer.” (citation omitted).
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computer-specific authentication issues.” WEINSTEIN at § 900.06[3]. That said, although computer

records are the easiest to authenticate, there is growing recognition that more care is required to

authenticate these electronic records than  traditional “hard copy” records. MANUAL FOR COMPLEX

LITIGATION at § 11.447;34 see also IMWINKELRIED, EVIDENTIARY FOUNDATIONS  at 4.03[2].35

Two cases illustrate the contrast between the more lenient approach to admissibility of

computer records and the more demanding one. In United States v. Meienberg, the defendant

challenged on appeal the admission into evidence of printouts of computerized records of the

Colorado Bureau of Investigation, arguing that they had not been authenticated because the

government had failed to introduce any evidence to demonstrate the accuracy of the records. 263

F.3d at1180-81.  The Tenth Circuit disagreed, stating:
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Any question as to the accuracy of the printouts, whether resulting from incorrect
data entry or the operation of the computer program, as with inaccuracies in any
other type of business records, would have affected only the weight of the printouts,
not their admissibility.

Id. at 1181 (citation omitted). See also Kassimu, 2006 WL 1880335 (To authenticate computer

records as business records did not require the maker, or even a custodian of the record, only a

witness qualified to explain the record keeping system of the organization to confirm that the

requirements of Rule 803(6) had been met, and the inability of a witness to attest to the accuracy of

the information entered into the computer did not preclude admissibility); Sea Land v. Lozen Int’l,

285 F.3d 808 (9th Cir. 2002) (ruling that trial court properly considered electronically generated bill

of lading as an exhibit to a summary judgment motion. The only foundation that was required was

that the record was produced from the same electronic information that was generated

contemporaneously when the parties entered into their contact. The court did not require evidence

that the records were reliable or accurate).

In contrast, in the case of In Re Vee Vinhnee, the bankruptcy appellate panel upheld the trial

ruling of a bankruptcy judge excluding electronic business records of the credit card issuer of a

Chapter 7 debtor, for failing to authenticate them. 336 B.R. 437.  The court noted that “it is

becoming recognized that early versions of computer foundations were too cursory, even though the

basic elements covered the ground.” Id. at 445-46. The court further observed that:

 The primary authenticity issue in the context of business records is on what has, or
may have, happened to the record in the interval between when it was placed in the
files and the time of trial. In other words, the record being proffered must be shown
to continue to be an accurate representation of the record that originally was created
. . . . Hence, the focus is not on the circumstances of the creation of the record, but
rather on the circumstances of the preservation of the record during the time it is in
the file so as to assure that the document being proffered is the same as the document
that originally was created.



36IMWINKELRIED, EVIDENTIARY FOUNDATIONS at § 4.03[2].
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Id. at 444. The court reasoned that, for paperless electronic records: 

The logical questions extend beyond the identification of the particular computer
equipment and programs used. The entity's policies and procedures for the use of the
equipment, database, and programs are important. How access to the pertinent
database is controlled and, separately, how access to the specific program is
controlled are important questions. How changes in the database are logged or
recorded, as well as the structure and implementation of backup systems and audit
procedures for assuring the continuing integrity of the database, are pertinent to the
question of whether records have been changed since their creation.

Id. at 445. In order to meet the heightened demands for authenticating electronic business records,

the court adopted, with some modification, an eleven-step foundation proposed by Professor Edward

Imwinkelried:36

Professor Imwinkelried perceives electronic records as a form of scientific evidence
and discerns an eleven-step foundation for computer records:

1. The business uses a computer.
2. The computer is reliable.
3. The business has developed a procedure for inserting data into the computer.
4. The procedure has built-in safeguards to ensure accuracy and identify errors.
5. The business keeps the computer in a good state of repair.
6. The witness had the computer readout certain data.
7. The witness used the proper procedures to obtain the readout.
8. The computer was in working order at the time the witness obtained the readout.
9. The witness recognizes the exhibit as the readout.
10. The witness explains how he or she recognizes the readout.
11. If the readout contains strange symbols or terms, the witness explains the
meaning of the symbols or terms for the trier of fact.

Id. at 446-47 (citation omitted). Although the position taken by the court in In Re Vee Vinhnee

appears to be the most demanding requirement for authenticating computer stored records, other

courts also have recognized  a need to demonstrate the accuracy of these records. See, e.g., State v.



37 In addition to their insight regarding the authentication of electronic records, these
cases are also important in connection to the analysis of whether certain types of electronically
stored records constitute hearsay when offered for their substantive truth.

38 MANUAL FOR COMPLEX LITIGATION at § 11.446.

48

Dunn, 7 S.W.3d 427, 432 (Mo. Ct. App. 2000) (Admissibility of computer-generated records

“should be determined on the basis of the reliability and accuracy of the process involved.”); State

v. Hall, 976 S.W.2d 121, 147 (Tenn. 1998) (“[T]he admissibility of the computer tracing system

record should be measured by the reliability of the system, itself, relative to its proper functioning

and accuracy.”).37

As the foregoing cases illustrate, there is a wide disparity between the most lenient positions

courts have taken in accepting electronic records as authentic and the most demanding requirements

that have been imposed. Further, it would not be surprising to find that, to date, more courts have

tended towards the lenient rather than the demanding approach. However, it also is plain that

commentators and courts increasingly recognize the special characteristics of electronically stored

records, and there appears to be a growing awareness, as expressed in the Manual for Complex

Litigation,38 that courts “should . . . consider the accuracy and reliability of computerized evidence”

in ruling on its admissibility. Lawyers can expect to encounter judges in both camps, and in the

absence of controlling precedent in the court where an action is pending setting forth the

foundational requirements for computer records, there is uncertainty about which approach will be

required. Further, although “ it may be better to be lucky than good,” as the saying goes, counsel

would be wise not to test their luck unnecessarily. If it is critical to the success of your case to admit

into evidence computer stored records, it would be prudent to plan to authenticate the record by the

most rigorous standard that may be applied. If less is required, then luck was with you. 
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The methods of authentication most likely to be appropriate for computerized records are

901(b)(1) (witness with personal knowledge), 901(b)(3) (expert testimony), 901(b)(4) (distinctive

characteristics), and 901(b)(9) (system or process capable of producing a reliable result). 

Computer Animation and Computer Simulations.

Two similar, although distinct, forms of computer generated evidence also raise unique

authentication issues. The first is computer animation, “the display of a sequence of computer-

generated images.” IMWINKELRIED, EVIDENTIARY FOUNDATIONS at § 4.09[4][a]. The attraction of

this form of evidence is irresistible, because:

when there is no movie or video of the event being litigated, a computer animation
is a superior method of communicating the relevant information to the trier of fact.
Absent a movie or video, the proponent might have to rely on static charts or oral
testimony to convey a large amount of complex information to the trier of fact. When
the proponent relies solely on oral expert testimony, the details may be presented one
at a time; but an animation can piece all the details together for the jury. A computer
animation in effect condenses the information into a single evidentiary package. In
part due to television, the typical American is a primarily visual learner; and for that
reason, in the short term, many jurors find the animation more understandable than
charts or oral testimony. Use of an animation can also significantly increase long-
term juror retention of the information.

Id. at § 4.09[4][a]. The second form of computer generated evidence is a computer simulation. The

distinction between them has been explained usefully as follows:

Computer generated evidence is an increasingly common form of demonstrative
evidence. If the purpose of the computer evidence is to illustrate and explain a
witness’s testimony, courts usually refer to the evidence as an animation. In contrast,
a simulation is based on scientific or physical principles and data entered into a
computer, which is programmed to analyze the data and draw a conclusion from it,
and courts generally require proof to show the validity of the science before the
simulation evidence is admitted 
         
Thus, the classification of a computer-generated exhibit as a simulation or an
animation also affects the evidentiary foundation required for its admission.
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State v. Sayles, 662 N.W.2d 1, 9 (Iowa 2003) (citation omitted).

Courts generally have allowed the admission of computer animations if authenticated by

testimony of a witness with personal knowledge of the content of the animation, upon a showing that

it fairly and adequately portrays the facts and that it will help to illustrate the testimony given in the

case. This usually is the sponsoring witness. Id. at 10 (state’s expert witness had knowledge of

content of shaken infant syndrome animation and could testify that it correctly and adequately

portrayed the facts that would illustrate her testimony); Hinkle v. City of Clarksburg, 81 F.3d 416

(4th Cir. 1996) (holding that a computer-animated videotaped recreation of events at issue in trial

is not unduly prejudicial if it is sufficiently close to the actual events and is  not confused by the jury

for the real life events themselves); Friend v. Time Mfg. Co., 2006 WL 2135807, at *7 (D. Ariz. July

28, 2006) (“The use of computer animations is allowed when it satisfies the usual foundational

requirements for demonstrative evidence. ‘At a minimum, the animation’s proponent must show the

computer simulation fairly and accurately depicts what it represents, whether through the computer

expert who prepared it or some other witness who is qualified to so testify, and the opposing party

must be afforded an opportunity for cross-examination.’” (citation omitted)); People v. Cauley, 32

P.3d 602 (Colo. 2001) (holding that, “[a] computer animation is admissible as demonstrative

evidence if the proponent of the video proves that it: 1) is authentic . . . ; 2) is relevant . . .; 3) is a

fair and accurate representation of the evidence to which it relates; and 4) has a probative value that

is not substantially outweighed by the danger of unfair prejudice . . .”); Clark v. Cantrell, 529 S.E.2d

528 (S.C. 2000) (“[A] party may authenticate a video animation by offering testimony from a

witness familiar with the preparation of the animation and the data on which it is based . . .

[including] the testimony of the expert who prepared the underlying data and the computer
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technician who used that data to create it.” (citation omitted)). Thus, the most frequent methods of

authenticating computer animations are 901(b)(1) (witness with personal knowledge), and 901(b)(3)

(testimony of an expert witness).

Computer simulations are treated as a form of scientific evidence, offered for a substantive,

rather than demonstrative purpose. WEINSTEIN at § 900,03[1] (p. 900-21); IMWINKELRIED,

EVIDENTIARY FOUNDATIONS at § 4.09[4][a],[c]. The case most often cited with regard to the

foundational requirements needed to authenticate a computer simulation is Commercial Union v.

Boston Edison, where the court stated:  

The function of computer programs like TRACE ‘is to perform rapidly and
accurately an extensive series of computations not readily accomplished without use
of a computer.’ We permit experts to base their testimony on calculations performed
by hand. There is no reason to prevent them from performing the same calculations,
with far greater rapidity and accuracy, on a computer. Therefore . . . we treat
computer-generated models or simulations like other scientific tests, and condition
admissibility on a sufficient showing that: (1) the computer is functioning properly;
(2) the input and underlying equations are sufficiently complete and accurate (and
disclosed to the opposing party, so that they may challenge them); and (3) the
program is generally accepted by the appropriate community of scientists.

591 N.E.2d 165, 168 (Mass. 1992) (citation omitted). The Commercial Union test has been followed

by numerous courts in determining the foundation needed to authenticate computer simulations. For

example, in State v. Swinton, the court cited with approval Commercial Union, but added that the

key to authenticating computer simulations is to determine their reliability. 847 A.2d 921, 942

(Conn. 2004). In that regard, the court noted that the following problems could arise with this type

of computer evidence: (1) the underlying information itself could be unreliable; (2) the entry of the

information into the computer could be erroneous; (3) the computer hardware could be unreliable;

(4) the computer software programs could be unreliable; (5) “the execution of the instructions, which
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transforms the information in some way—for example, by calculating numbers, sorting names, or

storing information and retrieving it later” could be unreliable; (6) the output of the computer—the

printout, transcript, or graphics, could be flawed; (7) the security system used to control access to

the computer could be compromised; and (8) the user of the system could make errors. The court

noted that Rule 901(b)(9) was a helpful starting point to address authentication of computer

simulations. Id.; see also Bray v. Bi-State Dev. Corp., 949 S.W.2d 93 (Mo. Ct. App. 1997) (citing

Commercial Union and ruling that authentication properly was accomplished by a witness with

knowledge of how the computer program worked, its software, the data used in the calculations, and

who verified the accuracy of the calculations made by the computer with manual calculations);

Kudlacek v. Fiat, 509 N.W.2d 603, (Neb. 1994) (citing Commercial Union and holding that

computer simulation was authenticated by the plaintiff’s expert witness). Thus, the most frequent

methods of authenticating computer simulations are 901(b)(1) (witness with personal knowledge);

and 901(b)(3) (expert witness).  Use of an expert witness to authenticate a computer simulation

likely will also involve Federal Rules of Evidence 702 and 703.

Digital Photographs

     Photographs have been authenticated for decades under Rule 901(b)(1) by the testimony of a

witness familiar with the scene depicted in the photograph who testifies that the photograph fairly

and accurately represents the scene. Calling the photographer or offering exert testimony about how

a camera works almost never has been required for traditional film photographs. Today, however,

the vast majority of photographs taken, and offered as exhibits at trial, are digital photographs,

which are not made from film, but rather from images captured by a digital camera and loaded into

a computer. Digital photographs present unique authentication problems because they are a form of
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electronically produced evidence that may be manipulated and altered. Indeed, unlike photographs

made from film, digital photographs may be “enhanced.” Digital image “enhancement consists of

removing, inserting, or highlighting an aspect of the photograph that the technician wants to

change.” Edward J. Imwinkelried, Can this Photo be Trusted?, Trial, October 2005, at 48. Some

examples graphically illustrate the authentication issues associated with digital enhancement of

photographs:

[S]uppose that in a civil case, a shadow on a 35 mm photograph obscures the name
of the manufacturer of an offending product. The plaintiff might offer an enhanced
image, magically stripping the shadow to reveal the defendant’s name. Or suppose
that a critical issue is the visibility of a highway hazard. A civil defendant might
offer an enhanced image of the stretch of highway to persuade the jury that the
plaintiff should have perceived the danger ahead before reaching it. In many criminal
trials, the prosecutor offers an ‘improved’, digitally enhanced image of fingerprints
discovered at the crime scene. The digital image reveals incriminating points of
similarity that the jury otherwise would never would have seen.

Id. at 49. There are three distinct types of digital photographs that should be considered with respect

to authentication analysis: original digital images, digitally converted images, and digitally enhanced

images. Id. 

An original digital photograph may be authenticated the same way as a film photo, by a

witness with personal knowledge of the scene depicted who can testify that the photo fairly and

accurately depicts it. Id. If a question is raised about the reliability of digital photography in general,

the court likely could take judicial notice of it under Rule 201. Id. For digitally converted images,

authentication requires an explanation of the process by which a film photograph was converted to

digital format. This would require testimony about the process used to do the conversion, requiring

a witness with personal knowledge that the conversion process produces accurate and reliable

images, Rules 901(b)(1) and 901(b)(9)-the later rule implicating expert testimony under Rule 702.
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Id. Alternatively, if there is a witness familiar with the scene depicted who can testify that the photo

produced from the film when it was digitally converted, no testimony would be needed regarding

the process of digital conversion. Id.

For digitally enhanced images, it is unlikely that there will be a witness who can testify how

the original scene looked if, for example, a shadow was removed, or the colors were intensified. In

such a case, there will need to be proof, permissible under Rule 901(b)(9), that the digital

enhancement process produces reliable and accurate results, which gets into the realm of scientific

or technical evidence under Rule 702. Id. Recently, one state court has given particular scrutiny to

how this should be done. In State v. Swinton, the defendant was convicted of murder in part based

on evidence of computer enhanced images prepared using the Adobe Photoshop software. 847 A.2d

921, 950-52 (Conn. 2004). The images showed a superimposition of the defendants teeth over digital

photographs of bite marks taken from the victim’s body. At trial, the state called the forensic

odontologist (bite mark expert) to testify that the defendant was the source of the bite marks on the

defendant. However, the defendant testified that he was not familiar with how the Adobe Photoshop

made the overlay photographs, which involved a multi-step process in which a wax mold of the

defendant’s teeth was digitally photographed and scanned into the computer to then be superimposed

on the photo of the victim. The trial court admitted the exhibits over objection, but the state appellate

court reversed, finding that the defendant had not been afforded a chance to challenge the scientific

or technical process by which the exhibits had been prepared. The court stated that to authenticate

the exhibits would require a sponsoring witness who could testify, adequately and truthfully, as to

exactly what the jury was looking at, and the defendant had a right to cross-examine the witness

concerning the evidence. Because the witness called by the state to authenticate the exhibits lacked
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the computer expertise to do so, the defendant was deprived of the right to cross examine him.  Id.

at 951-51. 

Because the process of computer enhancement involves a scientific or technical process, one

commentator has suggested the following foundation as a means to authenticate digitally enhanced

photographs under Rule 901(b)(9): (1) The witness is an expert in digital photography; (2) the

witness testifies as to image enhancement technology, including the creation of the digital image

consisting of pixels and the process by which the computer manipulates them; (3) the witness

testifies that the processes used are valid; (4) the witness testifies that there has been “adequate

research into the specific application of image enhancement technology involved in the case”; (5)

the witness testifies that the software used was developed from the research; (6) the witness received

a film photograph; (7) the witness digitized the film photograph using the proper procedure, then

used the proper procedure to enhance the film photograph in the computer; (8) the witness can

identify the trial exhibit as the product of the enchantment process he or she performed. Edward J.

Imwinkelried, Can this Photo be Trusted?, Trial, October 2005  at 54. The author recognized that

this is an “extensive foundation,” and whether it will be adopted by courts in the future remains to

be seen. Id. However, it is probable that courts will require authentication of digitally enhanced

photographs by adequate testimony that it is the product of a system or process that produces

accurate and reliable results. FED. R. EVID. 901(b)(9).

To prepare properly to address authentication issues associated with electronically generated

or stored evidence, a lawyer must identify each category of electronic evidence to be introduced.

Then, he or she should determine what courts have required to authenticate this type of evidence,

and carefully evaluate the methods of authentication identified in Rules 901 and 902, as well as



56

consider requesting a stipulation from opposing counsel, or filing a request for admission of the

genuineness of the evidence under Rule 36 of the Federal Rules of Civil Procedure. With this

analysis in mind, the lawyer then can plan which method or methods of authentication will be most

effective, and prepare the necessary formulation, whether through testimony, affidavit, admission

or stipulation. The proffering attorney needs to be specific in presenting the authenticating facts and,

if authenticity is challenged, should cite authority to support the method selected. 

In this case, neither plaintiffs nor defendants provided any authenticating facts for the e-mail

and other evidence that they proffered in support of their summary judgment memoranda - they

simply attached the exhibits. This complete absence of authentication stripped the exhibits of any

evidentiary value because the Court could not consider them as evidentiary facts. This, in turn,

required the dismissal, without prejudice, of the cross motions for summary judgment, with leave

to resubmit them once the evidentiary deficiencies had been cured.

Hearsay (Rules 801-807)

     The fourth “hurdle” that must be overcome when introducing electronic evidence is the potential

application of the hearsay rule. Hearsay issues are pervasive when electronically stored and

generated evidence is introduced. To properly analyze hearsay issues there are five separate

questions that must be answered: (1) does the evidence constitute a statement, as defined by Rule

801(a); (2) was the statement made by a “declarant,” as defined by Rule 801(b); (3) is the statement

being offered to prove the truth of its contents, as provided by Rule 801(c); (4) is the statement

excluded from the definition of hearsay by rule 801(1); and (5) if the statement is hearsay, is it

covered by one of the exceptions identified at Rules 803, 804 or 807. It is critical to proper hearsay

analysis to consider each of these questions.
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The requirements of a “Statement,” Rule 801(a), made by a “Person”, Rule 801(b)

Rule 801(a) states:

A “statement” is (1) an oral or written assertion or (2) nonverbal conduct of a person,
if it is intended by the person as an assertion.”

     The key to understanding the hearsay rule is to appreciate that it only applies to intentionally

assertive verbal or non-verbal conduct, and its goal is to guard against the risks associated with

testimonial evidence: perception, memory, sincerity and narration. FED. R. EVID. 801 advisory

committee’s note (“The factors to be considered in evaluating the testimony of a witness are

perception, memory, and narration. Sometimes a fourth is added, sincerity.”)(citations omitted);

WEINSTEIN at § 801.11[1] (“To be considered hearsay, a statement out of court must be offered in

evidence to prove the truth of the matter it asserts. This part of the definition arises out of the

factfinder’s need to assess the credibility of the person who made a statement offered for its truth.

When a witness testifies in court, the trier can assess the witness’s perception, narration and memory

to determine whether the testimony accurately represents the facts observed.”); PAUL R. RICE,

ELECTRONIC EVIDENCE: LAW AND PRACTICE, 262 (ABA Publishing 2005)(hereinafter “RICE”)

(“Hearsay is an out-of-court statement offered in court to prove the truth of the matter asserted by

the out-of-court declarant. It is offered into evidence through the testimony of a witness to that

statement or through a written account by the declarant. The hearsay rule excludes such evidence

because it possesses the testimonial dangers of perception, memory, sincerity, and ambiguity that

cannot be tested through oath and cross-examination.”).

     The use of the word “statement” in Rule 801(a) is a critical component of the hearsay rule.

WEINSTEIN at § 801.10[1] (“Because Rule 801 describes hearsay as an out-of-court statement



39 An example of nonassertive written verbal conduct would be to write a person’s name
and address on an envelope. An example of nonassertive spoken verbal conduct would be to ask
a question that does not contain within it a factual assertion “Is it going to rain tomorrow?”
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offered as proof as [sic] the matter asserted, the definition of ‘statement’ is of critical importance.”);

SALTZBURG at § 801.02[1][c] (“If proffered evidence is not a ‘statement’ within the meaning of Rule

801(a), then it cannot be hearsay, and so cannot be excluded under the [hearsay] Rule.”). The word

is used in a very precise, and non-colloquial sense—it only applies to verbal conduct (spoken or

written) or non-verbal conduct that is intended by a human declarant to be assertive. The advisory

committee note to Rule 801(a) states this concept squarely:

The definition of ‘statement’ assumes importance because the term is used in the
definition of hearsay in subdivision (c). The effect of the definition of ‘statement’ is
to exclude from the operation of the hearsay rule all evidence of conduct, verbal or
nonverbal, not intended as an assertion. The key to the definition is that nothing is
an assertion unless intended to be one.

Ironically, the word “assertion” is not defined in the hearsay rule, despite its importance to the

concept. An assertion usefully may be defined as “to state as true; declare; maintain.” Black’s Law

Dictionary 106 (5th ed. 1979). 

Although there is not universal agreement on this point, it appears that for verbal or

nonverbal conduct to fall within the definition of the hearsay rule as defined under the federal rules

of evidence, it must be either an expressly assertive written or spoken utterance, or nonverbal

conduct expressly intended to be an assertion—the federal rules appear to have excluded from the

definition of hearsay “implied assertions”—or unstated assertions that are inferred from verbal or

nonverbal conduct. The advisory committee’s note to Rule 801(a) supports the notion non-verbal

conduct that is not assertive, and verbal conduct (spoken or written)39 that is non-assertive should
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“Words and actions may convey meaning even though they were not consciously
intended as assertions. Sometimes the relevance of words or actions to show a
particular fact depends on drawing an inference that a person would not have spoken
or acted in a certain way unless the person believed a relevant fact to be true.
According to the Advisory Committee, the ‘key to the definition is that nothing is an
assertion unless it is intended to be’. Many courts have found that words or conduct
offered to show the actor’s implicit beliefs do not constitute statements under the
hearsay rule unless they were intended by the actor as an assertion . . . . Other courts,
however, have noted that an oral or written declaration is hearsay if offered to show
the truth of a matter implied by its contents.”
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be viewed the same way  —  falling outside the definition of a “statement:”

[N]onverbal conduct . . . may be offered as evidence that the person acted as he did
because of his belief in the existence of the condition sought to be proved, from
which belief the existence of the condition may be inferred. This sequence is,
arguably, in effect an assertion of the existence of the condition and hence properly
includable within the hearsay concept. Admittedly, evidence of this character is
untested with respect to the perception, memory, and narration (or their equivalents)
of the actor, but the Advisory Committee is of the view that these dangers are
minimal in the absence of an intent to assert and do not justify the loss of the
evidence on hearsay grounds. No class of evidence is free of the possibility of
fabrication, but the likelihood is less with nonverbal than with assertive verbal
conduct. The situations giving rise to the nonverbal conduct are such as virtually to
eliminate questions of sincerity . . . . Similar considerations govern nonasssertive
verbal conduct and verbal conduct which is assertive but offered as a basis for
inferring something other than the matter asserted, also excluded from the definition
of hearsay by the language of subdivision (c). 

FED. R. EVID. 801 (a) advisory committee’s note (emphasis added) (citation omitted); Wilson v.

Clancy, 747 F. Supp. 1154, 1158 (D. Md. 1990) (“It appears to be the intent of the limitation of the

hearsay definition under FED. R. EVID. 801(a)(2) to non-verbal conduct ‘intended by the [declarant]

as an assertion’ to do away with the notion that ‘implied assertions’ are within the hearsay

prohibition.” (alterations in original) (citation omitted)); WEINSTEIN at § 801.10[2][c] ;40 SALTZBURG
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“Common-law jurisdictions divide on whether nonverbal conduct that is not
intended as an assertion is hearsay if it is introduced to show the truth of the
actor’s underlying beliefs . . . . The reasons for excluding non-assertive conduct
from the hearsay rule are persuasive. A principal reason for excluding hearsay is
that the veracity of the declarant cannot be tested by cross-examination. In the
case of non-assertive acts, the actor by definition does not intend to make an
assertion, meaning that the risk of insincerity is substantially diminished. The
actor is at least not trying to lie. Moreover, non-assertive conduct is usually more
reliable than the ordinary out-of-court statement, because by conduct the
declarant has risked action on the correctness of his belief—he has put his money
where his mouth is.”
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at §801.02[1][c].41 

      The second question that must be answered in the hearsay analysis is closely tied to the first. A

writing or spoken utterance cannot be a “statement” under the hearsay rule unless it is made by a

“declarant,” as required by Rule 801(b), which provides “[a] ‘declarant’ is a person who makes a

statement.’” (emphasis added). When an electronically generated record is entirely the product of

the functioning of a computerized system or process, such as the “report” generated when a fax is

sent showing the number to which the fax was sent and the time it was received, there is no “person”

involved in the creation of the record, and no “assertion” being made. For that reason, the record is

not a statement and cannot be hearsay.

       Cases involving electronic evidence often raise the issue of whether electronic writings

constitute “statements” under Rule 801(a). Where the writings are non-assertive, or not made by a

“person,” courts have held that they do not constitute hearsay, as they are not “statements.” United

States v. Khorozian, 333 F.3d 498, 506 (3d Cir. 2003) (“[N]either the header nor the text of the fax

was hearsay. As to the header, ‘[u]nder FRE 801(a), a statement is something uttered by ‘a person,’

so nothing ‘said’ by a machine . . . is hearsay’” (second alteration in original)); Safavian, 435 F.

Supp. 2d at  44 (holding that portions of e-mail communications that make imperative statements
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instructing defendant what to do, or asking questions are nonassertive verbal conduct that does not

fit within the definition of hearsay); Telewizja Polska USA, 2004 WL 2367740 (finding that images

and text posted on website offered to show what the website looked like on a particular day were

not “statements” and therefore fell outside the reach of the hearsay rule); Perfect 10, 213 F. Supp.

2d at 1155 (finding that images and text taken from website of defendant not hearsay, “to the extent

these images and text are being introduced to show the images and text found on the websites, they

are not statements at all—and thus fall outside the ambit of the hearsay rule.”); United States v.

Rollins, rev’d on other grounds 2004 WL 26780, at *9 (A.F. Ct.Crim.App. Dec. 24,

2003)(“Computer generated records are not hearsay: the role that the hearsay rule plays in limiting

the fact finder’s consideration to reliable evidence received from witnesses who are under oath and

subject to cross-examination has no application to the computer generated record in this case.

Instead, the admissibility of the computer tracing system record should be measured by the

reliability of the system itself, relative to its proper functioning and accuracy.”); State v. Dunn, 7

S.W.3d 427, 432 (Mo. Ct. App. 2000) (“Because records of this type [computer generated telephone

records] are not the counterpart of a statement by a human declarant, which should ideally be tested

by cross-examination of that declarant, they should not be treated as hearsay, but rather their

admissibility should be determined on the reliability and accuracy of the process involved.”); State

v. Hall, 976 S.W.2d 121, 147 (Tenn. 1998) (reviewing the admissibility of computer generated

records and holding “[t]he role that the hearsay rule plays in limiting the fact finder’s consideration

to reliable evidence received from witnesses who are under oath and subject to cross-examination

has no application to the computer generated record in this case. Instead, the admissibility of the

computer tracing system record should be measured by the reliability of the system, itself, relative

to its proper functioning and accuracy.”).



42SALTZBURG at § 801.02[1][e].

43Id. at § 801.02[1][f]; WEINSTEIN at § 801.11[5][a].
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The requirement that the statement be offered to prove its substantive truth. 

     The third question that must be answered in determining if evidence is hearsay is whether the

statement is offered to prove its substantive truth, or for some other purpose. Rule 801(c) states:

“Hearsay is a statement, other than one made by the declarant while testifying at the trial or hearing,

offered in evidence to prove the truth of the matter asserted.” (emphasis added). Thus, even if the

evidence is an assertion, made by a declarant, it still is not hearsay unless offered to prove the truth

of what is asserted. The advisory committee’s note to Rule 801(c) underscores this: “If the

significance of an offered statement lies solely in the fact that it was made, no issue is raised as to

the truth of anything asserted, and the statement is not hearsay. The effect is to exclude from hearsay

the entire category of ‘verbal acts’ and ‘verbal parts of an act,’ in which the statement itself affects

the legal rights of the parties or is a circumstance bearing on conduct affecting their rights.” FED. R.

EVID. 801( c ) advisory committee’s note (citation omitted). See also WEINSTEIN at § 801.11[1] (“‘If

the significance of an offered statement lies solely in the fact that it was made, no issue is raised as

to the truth of anything asserted.’ Thus, if a declarant’s statement is not offered for its truth, the

declarant’s credibility is not material, and the statement is not hearsay.”(citation omitted)).

Commentators have identified many instances in which assertive statements are not hearsay because

they are not offered to prove the truth of the assertions: (1) statements offered to prove a claim that

the statement was false or misleading, as in a fraud or misrepresentation case;42 (2) statements

offered to “prove that because they were made, listeners had notice or knowledge of the information

related in the statements,” or to show the effect on the listener of the statement;43 (3) statements



44SALTZBURG at § 801.2[1][g]; see also WEINSTEIN at § 801.11[6].

45 SALTZBURG at § 801.02[1][h]. This category typically deals with statements from
which the declarant’s state of mind is circumstantially inferred. For example, if someone says
“Woe is me” it may be inferred that they are depressed or sad. Such statements are in contrast to
statements that constitute direct evidence of the declarant’s state of mind, offered to prove that
state of mind, for example “I feel good,” offered to prove that the declarant felt good. The later
example is hearsay, but covered by an exception, Rule 803(3): Then existing state of mind or
condition.

46 WEINSTEIN at § 801.11[5][a],[c].

47SALTZBURG at §801.02[1][j].

48WEINSTEIN at § 801.11[3]-[4].

49Id. at § 801.11[2].
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“offered to prove an association between two or more persons;”44 (4) statements offered as

circumstantial evidence of the declarant’s state of mind,45 or motive;46 (5) statements that have

relevance simply because they were made, regardless of their literal truth or falsity—the so called

“verbal acts or parts of acts,”47 also referred to as “legally operative facts”;48 and (6) statements that

are questions or imperative commands,49 such as “what time is it” or “close the door.”

       When analyzing the admissibility of electronically generated evidence, courts also have held

that statements contained within such evidence fall outside the hearsay definition if offered for a

purpose other than their substantive truth. Siddiqui, 235 F.3d at 1323 (e-mail between defendant and

co-worker not hearsay because not offered to prove truth of substantive content, but instead to show

that a relationship existed between defendant and co-worker, and that it was customary for them to

communicate by e-mail); Safavian, 435 F. Supp. 2d at 44 (e-mail from lobbyist to defendant not

hearsay because they were not offered to prove their truth, but to illustrate the nature of the

lobbyist’s work on behalf of clients to provide context for other admissible e-mail; and as evidence

of the defendant’s intent, motive and state of mind); Telewizja Polska USA, 2004 WL 2367740;
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A verbal act is an utterance of an operative fact that gives rise to legal consequences.
Verbal acts, also known as statements of legal consequence, are not hearsay, because
the statement is admitted merely to show that it was actually made, not to prove the
truth of what was asserted in it. For example, the hearsay rule does not exclude
relevant evidence as to what the contracting parties said or wrote with respect to the
making or the terms of an agreement.
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Perfect 10, 213 F. Supp at 1155 (exhibits of defendant’s website on a particular date were not

“statements” for purposes of hearsay rule because they were offered to show trademark and

copyright infringement, therefore they were relevant for a purpose other than their literal truth);

State v. Braidic, 2004 WL 52412 at *1 (Wash. App. Jan. 13, 2004) (e-mail sent by defendant to

victim not hearsay because they were not offered to prove the truth of the statements.). 

       Finally, of particular relevance to this suit are the cases that have held that communications

between the parties to a contract that define the terms of a contract, or prove its content, are not

hearsay, as they are verbal acts or legally operative facts. See, e.g., Preferred Properties Inc. v.

Indian River Estates Inc., 276 F.3d 790, 799 n. 5 (6th Cir. 2002) (verbal acts creating a contract are

not hearsay); Kepner-Tegue Inc. v. Leadership Software, 12 F.3d 527, 540 (5th Cir. 1994) (finding

contract to be a signed writing of independent legal significance and therefore non-hearsay);

Mueller v. Abdnor, 972 F.2d 931, 937 (8th Cir. 1992) (holding contracts and letters from attorney

relating to the formation thereof are non-hearsay); United States v. Tann, 425 F. Supp. 2d 26, 29

(D.D.C. 2006) (finding negotiable instruments to be legally operative documents that do not

constitute hearsay); Planmatics, 137 F. Supp. 2d at 621 (D. Md. 2001) (holding testimony regarding

instructions made to individuals is not hearsay because instructions were not statements of fact). See

also WEINSTEIN at § 801.11[3].50 Because the e-mails that the parties to this suit attached as

unauthenticated exhibits to their summary judgment papers were introduced for the purpose of
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proving the making of the agreement to arbitrate the dispute regarding the damage caused by the

lightning strike, and the terms of this agreement, they are not hearsay if offered for this purpose

because they are verbal acts, or legally operative facts. What the parties did not do, however, was

articulate the non-hearsay purpose for which the e-mails were offered; they merely attached them

as exhibits, without further explanation of the purpose for which they were offered, or clarification

that they were not offered for their substantive truth. Because evidence may be offered for more than

one purpose, it may be relevant for its substantive truth, and potentially hearsay, or relevant for some

other purpose, and non-hearsay. For this reason it is important for a party offering an exhibit into

evidence to clearly explain each purpose for which it is offered, and address any hearsay issues

associated with each purpose for which it is offered.

Is the evidence excluded from the definition of hearsay by Rule 801(d)(1) or 801(d)(2).

Once it has been determined whether evidence falls into the definition of hearsay because

it is a statement, uttered by a declarant, and offered for its substantive truth, the final step in

assessing whether it is hearsay is to see if it is excluded from the definition of hearsay by two rules:

801(d)(1), which identifies three types of prior statements by witnesses who actually testify and are

subject to cross examination, which are excluded from the definition of hearsay, and 801(d)(2),

which identifies five types of admissions by a party opponent that are excluded from the definition

of hearsay. FED. R. EVID. 801(d) advisory committee’s note (“[s]everal types of statements which

would otherwise literally fall within the definition [of hearsay] are expressly excluded from it ... ”);

WEINSTEIN at § 801[20][1] & [801[30][1]; SALTZBURG at § 801.02[2] & 801.02[6].

     Rule 801(d)(1) identifies three types of prior witness statements that are excluded from the

definition of hearsay: first, 801(d)(1)(A) excludes prior inconsistent “testimonial statements” made

under oath at a trial, hearing, court proceeding or deposition; next, 801(d)(1)(B) excludes prior
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consistent statements offered to rebut an express or implied allegation of recent fabrication, or

improper influence or motive; and finally,  801(d)(1)(C) excludes statements of identification of a

person made after perceiving that person. For each of these exceptions, it is required that the

declarant testify at trial and be subject to cross examination about the prior statements. FED. R. EVID

801(d)(1); FED. R. EVID. 801(d)(1) advisory committee’s note (“[Rule 801(d)(1)] requires in each

instance, as a general safeguard, that the declarant actually testify as a witness, and it then

enumerates three situations in which the statement is excepted from the category of hearsay.”);

WEINSTEIN at § 801.20[2] (“For a prior witness statement to escape the hearsay rule, the declarant

must testify at trial and be subject to cross-examination concerning the statement.” (citation

omitted)).

     Rule 801(d)(2) identifies five types of statements as “admissions by a party opponent,” and

excludes them from the definition of hearsay. Specifically: 801(d)(2)(A) excludes the party’s own

statement, made in either an individual or representative capacity; 801(d)(2)(B) addresses a

statement by another that a party has adopted or manifested a belief in its truth; 801(d)(2)(C) deals

with a statement by a person authorized by a party to make a statement concerning a subject;

801(d)(2)(D) excludes a statement made by a party’s agent or servant concerning a matter within

the scope of the agency or employment, made during the existence of the agency or employment

relationship; and 801(d)(2)(E) excludes the statement of a co-conspirator of a party made during the

existence of the conspiracy and in furtherance of the conspiracy. To qualify as an admission, the

party’s out-of-court statement must be offered against that party, it cannot offer its own out of court

statements as admissions. WEINSTEIN at § 801.30[1] (“To be admissible under [Rule 801(d)(2)], the

party’s statements must be offered against that party. A party cannot use this provision to offer his

or her own statements into evidence.”).
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        As can be seen from reading Rule 801(d)(1) and (2), there are specific foundational facts that

must be established before the statement or admission can be accepted into evidence. These

determinations are made by the trial judge under Rule 104(a), and therefore the rules of evidence,

except for privilege, are inapplicable. FED. R. EVID. 104(a),1101(d)(1); FED. R. EVID.104(a) advisory

committee’s note (“[W]hen a hearsay statement is offered as a declaration against interest, a decision

must be made whether it possesses the required against-interest characteristics. These decisions too,

are made by the judge.”)

     Given the near universal use of electronic means of communication, it is not surprising that

statements contained in electronically made or stored evidence often have been found to qualify as

admissions by a party opponent if offered against that party. Siddiqui, 235 F.3d at 1323 (ruling that

e-mail authored by defendant was not hearsay because it was an admission under Rule

801(d)(2)(A)); Safavian, 435 F. Supp. 2d at 43-44 (holding that e-mail sent by defendant himself

was admissible as non-hearsay because it constituted an admission by the defendant, 801(d)(2)(A),

and as an “adoptive admission” under Rule 801(d)(2)(B)); Telewizja Polska USA, 2004 WL 2367740

(N.D. Ill. Oct. 15, 2004) (holding exhibits showing defendant’s website as it appeared on a certain

day were admissible as admissions against defendant); Perfect 10, 213 F. Supp. 2d at 1155

(admitting e-mail sent by employees of defendant against the defendant as admissions under

801(d)(2)(D)).

       If, after applying the foregoing four-step analysis, it is determined that the electronic evidence

constitutes a statement by a person that is offered for its substantive truth and is not excluded from

the definition of hearsay by Rule 801(d)(1) or (2), then the evidence is hearsay, and is inadmissible

unless it qualifies as one of many hearsay exceptions identified by Rule 803, 804 and 807. The

process of determining whether hearsay falls into one of the many exceptions can appear daunting,
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because there are twenty-three identified in Rule 803, five in Rule 804, and Rule 807, the so-called

“catch-all” exception, allows exceptions to be tailor made. Upon closer examination, however, the

task is less onerous because the number of hearsay exceptions can be categorized in helpful ways

that make them more manageable, and in most instances a handful of hearsay exceptions repeatedly

are used in connection with electronically generated or stored evidence. Familiarity with these rules

will suffice in most instances to overcome hearsay objections routinely made to ESI.

         Rule 803 contains twenty-three separate hearsay exceptions. At first glance they may seem like

they have nothing in common, but they do. All twenty-three are admissible regardless of whether

the declarant is available to testify, distinguishing them from the five exceptions in Rule 804, each

of which is inapplicable unless the declarant is “unavailable,” as defined by any of the five methods

identified in Rule 804(a). In addition, the twenty-three exceptions in Rule 803 may be grouped in

three broad categories: Category 1 includes exceptions dealing with perceptions, observations,

state of mind, intent and sensation (803(1) (present sense impressions); 803(2) (excited

utterances); 803(3) (then existing state of mind, condition or sensation); 803(4) (statements in

furtherance of medical diagnosis and treatment). Category 2 includes documents, records, and

other writings (803(5) (past recollection recorded); 803(6) & (7) (business records); 803(8) & (10)

(public records); 803(9) (records of vital statistics); 803(11) (records of religious organizations);

803(12 (certificates of baptism, marriage and related events); 803(13) (family records); 803(14)

(records of documents affecting an interest in property); 803(15) (statements in documents affecting

an interest in property); 803(16) (ancient documents); 803(18 (learned treatises); 803(22) (judgments

of conviction in a criminal case); and 803(23) (judgments in certain kinds of civil cases). Category

3 includes statements dealing with reputation (803(19) (reputation regarding personal or family
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history); 803(20) (reputation regarding custom, use and practice associated with land, and

historically significant facts); and 803(21) (reputation regarding character within the community and

among associates). 

Given the widely accepted fact that most writings today are created and stored in electronic

format, it is easy to see that the many types of documents and writings covered in Rule 803 will

implicate electronic writings. Similarly, given the ubiquity of communications in electronic media

(e-mail, text messages, chat rooms, internet postings on servers like “myspace” or “youtube” or on

blogs, voice mail, etc.), it is not surprising that many statements involving observations of events

surrounding us, statements regarding how we feel, our plans and motives, and our feelings

(emotional and physical) will be communicated in electronic medium. It would unnecessarily

prolong an already lengthy opinion to analyze all of the implications of the hearsay exceptions in

Rule 803 as they relate to ESI. It is possible, however, to focus on the handful that have been

discussed by the courts and that are most likely to be used in a hearsay analysis of ESI. Because the

court’s research has shown that the Rule 803 hearsay exceptions, rather than those found in Rules

804 or 807, have been cited by courts evaluating the hearsay implications of electronic evidence,

the following analysis will be confined to that rule.

Rule 803(1) Present Sense Impression

Rule 803(1) creates an exception from exclusion under the hearsay rule for:

  (1) Present sense impression. A statement describing or explaining an event or
condition made while the declarant was perceiving the event or condition, or
immediately thereafter.

There are three elements that must be met for this hearsay exception to apply: (1) the declarant must

have personally perceived the event that is described in the statement; (2) the statement must be a

simple explanation or description of the event perceived; and (3) the declaration and the event



51See FED. R. EVID. 803(1)-(2) advisory committee’s note (“Exceptions (1) and (2) [to
Rule 803]. In considerable measure these two examples overlap, though based on somewhat
different theories. The most significant practical difference will lie in the time lapse allowable
between the event and statement.”).
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described must be contemporaneous. WEINSTEIN at § 803.03[1]. Present sense impressions are

considered trustworthy because the near simultaneous expression of the explanation or description

of the event with its perception militates against any memory deficiency, or opportunity to

intentionally misstate what occurred. FED. R. EVID. 803(1) advisory committee’s note (“The

underlying theory of Exception (1) is that substantial contemporaneity of event and statement negate

the likelihood of deliberate or conscious misrepresentation.”); WEINSTEIN at § 803.03[1]. 

Rule 803(2) Excited Utterance

Closely related to Rule 803(1) is Rule 803(2),51 the excited utterance exception to the hearsay

rule, which provides:

(2) Excited utterance. A statement relating to a startling event or condition made
while the declarant was under the stress of excitement caused by the event or
condition. 

The theory behind the excited utterance exception is that perception of a startling or exciting event

produces in the declarant an emotional state that reduces the likelihood that the description of the

event while under this emotional state will be inaccurate or purposely misstated. FED. R. EVID.

803(2) advisory committee’s note (“The theory of Exception (2) is simply that circumstances may

produce a condition of excitement which temporarily stills the capacity of reflection and produces

utterances free of conscious fabrication.”); WEINSTEIN at § 803.04[1] (“The premise underlying the

exception for excited utterances is that a person under the influence of excitement precipitated by

an external startling event will not have the reflective capacity essential for fabrication.”).

     The prevalence of electronic communication devices, and the fact that many are portable and
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small, means that people always seem to have their laptops, PDA’s, and cell phones with them, and

available for use to send e-mails or text messages describing events as the are happening. Further,

it is a common experience these days to talk to someone on the phone and hear them typing notes

of the conversation on a computer as you are talking to them. For these reasons, Rules 803(1) and

(2) may provide hearsay exceptions for electronically stored communications containing either

present sense impressions or excited utterances. See, e.g., United States v. Ferber, 966 F. Supp. 90

(D. Mass. 1997) (holding that e-mail from employee to boss about substance of telephone call with

defendant in mail/wire fraud case did qualify as a present sense expression under Rule 803(1), but

did not qualify as an excited utterance under Rule 803(2), despite the language at the end of the e-

mail “my mind is mush.”); State of New York v. Microsoft, 2002 WL 649951 (D.D.C. Apr. 12, 2002)

(analyzing the admissibility of series of exhibits including e-mail and e-mail “chains” under various

hearsay exceptions, and ruling that an e-mail prepared several days after a telephone call that

described the call did not qualify as a present sense impression under Rule 803(1) because the

requirement of “contemporaneity” was not met).

Rule 803(3) Then Existing State of Mind or Condition

Rule 803(3) provides a hearsay exception for:

(3) Then existing mental, emotional, or physical condition. A statement of the
declarant's then existing state of mind, emotion, sensation, or physical condition
(such as intent, plan, motive, design, mental feeling, pain, and bodily health), but not
including a statement of memory or belief to prove the fact remembered or believed
unless it relates to the execution, revocation, identification, or terms of declarant's
will.

Rule 803(3) also is closely related to Rule 803(1). See FED. R. EVID. 803(3) advisory committee’s

note (“Exception (3) [to Rule 803] is essentially a specialized application of Exception (1), presented

separately to enhance its usefulness and accessibility.”). The rule permits the statement of the
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declarant’s state of mind, sensation, mental, emotional, or physical condition, as well as statements

of motive, intent, plan or design, but excludes statements of memory or belief if offered to prove the

truth of the fact remembered. FED. R. EVID. 803(3) advisory committee’s note (“The exclusion of

‘statements of memory or belief to prove the fact remembered or believed’ is necessary to avoid the

virtual destruction of the hearsay rule which would otherwise result from allowing state of mind,

provable by a hearsay statement, to serve as the basis for an inference of the happening of the event

which produced the state of mind.”). The foundation for proving an exception under Rule 803(3) is:

(1) The statement must be contemporaneous with the mental state being proven; (2) There must be

[an absence of] suspicious circumstances that would evidence a motive for fabrication or

misrepresentation of the declarant’s state of mind; and (3) The state of mind of the declarant must

be relevant in the case. WEINSTEIN at § 803.05[2][a].  Rule 803(3) has been used to prove a wide

variety of matters, including the reason why the declarant would not deal with a supplier or dealer,

motive, competency, ill-will, motive, lack of intent to defraud, willingness to engage in criminal

conduct, the victim’s state of mind in an extortion case, and confusion or secondary meaning in a

trademark infringement case. Id.

       Rule 803(3) is particularly useful when trying to admit e-mail, a medium of communication that

seems particularly prone to candid, perhaps too-candid, statements of the declarant’s state of mind,

feelings, emotions, and motives. Indeed, courts have analyzed this rule in connection with ruling on

the admissibility of electronic evidence. In New York v. Microsoft, the court analyzed admissibility

of e-mail and e-mail chains under a variety of hearsay rules, including 803(3). 2002 WL 649951.

It concluded that an e-mail made several days following a telephone conversation did not qualify

under Rule 803(3) because it contained more than just the declarant’s state of mind, but also

included the maker’s memory of belief about the events that affected his state of mind, which is



52 The majority view is that the source of the information memorialized in the business
record must have a business duty to transmit the information to the maker of the record, if the
maker him or herself lacks personal knowledge of the facts or events. See, e.g., FED. R. EVID.
803(3) advisory committee’s note (“Sources of information presented no substantial problem
with ordinary business records. All participants, including the observer or participant furnishing
the information to be recorded, were acting routinely, under a duty of accuracy, with the
employer reliance on the result, or in short ‘in the regular course of business’. If, however, the
supplier of the information does not act in the regular course, an essential link is broken; the
assurance of accuracy does not extend to the information itself, and the fact that it may be
recorded with scrupulous accuracy is of no avail.”). However, some courts have held that it may
be possible to meet the requirements of the business record exception even if the source of the
information had no business duty to provide it to the maker of the record, provided the recipient
of the information has a business duty to verify the accuracy of the information provided. See,
e.g., Rambus, 348 F. Supp. 2d at 706-07 (Court noted that ordinarily, when the supplier of the
information recorded in the business record does not act in the regular course of the business, an
“essential link” in the foundation is broken, but recognized that “[w]hen the source of the
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specifically excluded by Rule 803(3)). Id. at *5. See also Safavian, 435 F. Supp. 2d at 44 (admitting

e-mail that contained statements of defendant’s state of mind under Rule 803(3)).

Rule 803(6) Business Records

Rule 803(6) recognizes an exception to the hearsay rule for:

 (6) Records of regularly conducted activity. A memorandum, report, record, or data
compilation, in any form, of acts, events, conditions, opinions, or diagnoses, made
at or near the time by, or from information transmitted by, a person with knowledge,
if kept in the course of a regularly conducted business activity, and if it was the
regular practice of that business activity to make the memorandum, report, record or
data compilation, all as shown by the testimony of the custodian or other qualified
witness, or by certification that complies with Rule 902(11), Rule 902(12), or a
statute permitting certification, unless the source of information or the method or
circumstances of preparation indicate lack of trustworthiness. The term "business"
as used in this paragraph includes business, institution, association, profession,
occupation, and calling of every kind, whether or not conducted for profit.

The foundational elements for a business record are: (1) The document must have been prepared in

the normal course of business; (2) it must have been made at or near the time of the events it records;

(3) it must be based on the personal knowledge of the entrant or of an informant who had a business

duty to transmit the information to the entrant;52 and (4) to have been made in the normal course of



information in the business record is an outsider, the only way to save the record from the jaws
of the hearsay exclusion is to establish that the business recipient took precautions to guarantee
the accuracy of the given information.  Thus, the company must have been able in some way to
verify the information provided.”(citation omitted)). 
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business means that the document was made in the regular course of a regularly conducted business

activity, for which it was the regular practice of the business to maintain a memorandum. WEINSTEIN

at § 803.08[1]. It is essential for the exception to apply that it was made in furtherance of the

business’ needs, and not for the personal purposes of the person who made it. Given the fact that

many employees use the computers where they work for personal as well as business reasons, some

care must be taken to analyze whether the business record exception is applicable, especially to e-

mail. 

     Rule 902(11) also is helpful in establishing the foundation elements for a business record without

the need to call a sponsoring witness to authenticate the document and establish the elements of the

hearsay exception. Rule 902(11) permits the self-authentication of a business record by showing the

following:

 (11) Certified domestic records of regularly conducted activity. The original or a
duplicate of a domestic record of regularly conducted activity that would be
admissible under Rule 803(6) if accompanied by a written declaration of its
custodian or other qualified person, in a manner complying with any Act of Congress
or rule prescribed by the Supreme Court pursuant to statutory authority, certifying
that the record–

(A) was made at or near the time of the occurrence of the matters set forth by,
or from information transmitted by, a person with knowledge of those
matters;
(B) was kept in the course of the regularly conducted activity; and
(C) was made by the regularly conducted activity as a regular practice.

  A party intending to offer a record into evidence under this paragraph must provide
written notice of that intention to all adverse parties, and must make the record and
declaration available for inspection sufficiently in advance of their offer into
evidence to provide an adverse party with a fair opportunity to challenge them.
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Because the elements for both rules are essentially identical, they frequently are analyzed together

when Rule 902(11) is the proffered means by which a party seek to admit a business record. See In

Re Vee Vinhnee, 336 B.R. at 446; Rambus, 348 F. Supp. 2d at 701 (holding that analysis of Rule

803(6) and 902(11) go “hand in hand,” and identifying the following requirements for authentication

under Rule 902(11): (1) a qualified custodian or other person having personal knowledge makes the

authenticating declaration, who must have “sufficient knowledge of the record-keeping system and

the creation of the contested record to establish their trustworthiness;” (2) the declaration must

establish that the record was made at or near the time of the occurrence or matters set forth in the

document by someone with personal knowledge of these matters or from information provided by

someone with personal knowledge thereof; (3) the declaration must show that the record is kept in

the course of the regularly conducted activity of the business, and the “mere presence of a document

. . . in the retained file of a business entity do[es] not by itself qualify as a record of a regularly

conducted activity”; and (4) the declaration must establish that it is the regular practice of the

business to keep records of a regularly conducted activity of the business, and “it is not enough if

it is the regular practice of an employee to maintain the record of the regularly conducted activity

. . . . it must be the regular practice of the business entity to do so”— i.e. it is at the direction of the

company that the employee maintain the record).

The business record exception is one of the hearsay exceptions most discussed by courts

when ruling on the admissibility of electronic evidence. The decisions demonstrate a continuum

running from cases where the court was very lenient in admitting electronic business records,

without demanding analysis, to those in which the court took a very demanding approach and

scrupulously analyzed every element of the exception, and excluded evidence when all were not
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met.  For example, in State of New York v. Microsoft, the court analyzed the admissibility of  “e-mail

chains.”  2002 WL 649951 (D.D.C. Apr. 12, 2002).  The court held that an e-mail prepared by an

employee did not qualify as a business record because, while it may have been the regular practice

of the employee to send an e-mail following the receipt of a phone call that summarized the call,

there had been no showing that it was the regular practice of the employer to require that the

employee make and maintain such e-mails.  Id. at *9.   The court was particularly careful in

analyzing the hearsay issues associated with e-mail chains involving multiple employees of the same

employer.  It held that to establish a proper foundation, the proponent would have to show that when

the source of the information related in the e-mail is someone other than the maker of the e-mail, that

the source, the maker “as well as every other participant in the chain producing the record are, acting

in the regular course of [the] business.”  Id. at *14.  If this showing is made, the court ruled, then the

multiple levels of hearsay in the e-mail chain are covered by Rule 803(6).  However, “[i]f the source

of the information is an outsider, Rule 803(6) does not, by itself, permit the admission of the

business record.  The outsider’s statement must fall within another hearsay exception to be

admissible because it does not have the presumption of accuracy that statements made during the

regular course of business have.”  Id. at *14. The court also excluded another e-mail chain for failure

of the proponent to establish a proper foundation, saying “[p]laintiffs have not established the

requisite foundation that the multiple authors of these e-mails each composed their portion of the

document in the course of regularly conducted business activity and that it was the regular practice

of RealNetworks to compose such e-mail correspondence.  Moreover, the multiple authors and

forwarded nature of the e-mails undercuts the reliability of the information contained therein.”  Id.

at *19.

     Similarly, in Rambus Inc. v. Infineon Tech. AG, the Court critically analyzed the admissibility
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of e-mail under the business record exception to the hearsay rule. 348 F. Supp. 2d 698, 706 (E.D.

Va. 2004). Certain exhibits objected to by the defendant were e-mail chains prepared at least in part

by persons outside of the business entity that maintained the e-mail as part of its records, and which

was seeking their admissibility as business records.  The court noted that there was “not a

requirement that the records have been prepared by the entity that has custody of them, as long as

they were created in the regular course of some [other] entity’s business.’”  Id. (quoting WEINSTEIN,

at  § 803.08[8][a]).  The court added “[h]owever, it also is true that: To satisfy Rule 803(6) each

participant in the chain which created the record–from the initial observer-reporter to the final

entrant– must generally be acting in the course of the regularly conduct[ed] business.  Id. at 707.

If some participant is not so engaged, some other hearsay exception must apply to that link of the

chain.”  Id. at 706.  

In contrast to the demanding approach taken in Rambus and New York v. Microsoft, the court

in United States v. Safavian took a more flexible approach to the admissibility of e-mail chains.  435

F. Supp. 2d 36, 40-41 (D.D.C. 2006).  The defendant objected to the admissibility of e-mail chains,

arguing that they were not trustworthy because they contained e-mails embedded within e-mails.

The court overruled this objection, stating:

[t]he defendant’s argument is more appropriately directed to the weight the jury
should give the evidence, not its authenticity.  While the defendant is correct that
earlier e-mails that are included in a chain–either as ones that have been forwarded
or to which another has replied–may be altered, this trait is not specific to e-mail
evidence.  It can be true of any piece of documentary evidence, such as a letter, a
contract or an invoice . . . . The possibility of alteration does not and cannot be the
basis for excluding e-mails as unidentified or unauthenticated as a matter of course
. . . .We live in an age of technology and computer use where e-mail communication
now is a normal and frequent fact for the majority of the nation’s population and is
of particular importance in the professional world . . . . Absent specific evidence
showing alteration, however, the Court will not exclude any embedded e-mails
because of the mere possibility that it can be done.”  



78

Id. at 41. Notably, the court did not engage in the demanding business records exception analysis

that was done by the courts in Rambus and New York v. Microsoft.

     Perhaps the most demanding analysis regarding the admissibility of electronic evidence under

the business record exception to the hearsay rule appears in In Re Vee Vinhnee, 336 B.R. at 445.

In this case the appellate bankruptcy panel upheld the trial bankruptcy judge’s exclusion of

electronic business records, observing that “early versions of computer foundations [accepted by

courts] were too cursory, even though the basic elements [of the business records exception] covered

the ground.”  The court held that the proponent of an electronic business record was required to

show that the paperless electronic record retrieved from its computer files was the same one as

originally had been entered into its computer, noting that the “focus is not on the circumstances of

the creation of the record, but rather on the circumstances of the preservation of the record during

the time it is in the file so as to assure that the document being proffered is the same as the document

that originally was created.”  Id. at 444.  It added “[t]he logical questions extend beyond the

identification of the particular computer equipment and programs used.  The entity’s policies and

procedures for the use of the equipment, database, and programs are important.  How access to the

pertinent database is controlled and, separately, how access to the specific program  is controlled

are important questions.  How changes in the database are logged or recorded, as well as the

structure and implementation of backup systems and audit procedures for assuring the continuing

integrity of the database, are pertinent to the questions of whether records have been changed since

their creation.”  Id. at 445.  The court reasoned that the “complexity of ever-developing computer

technology necessitates more precise focus,” because “digital technology makes it easier to alter text

of documents that have been scanned into a database, thereby increasing the importance of audit

procedures designed to assure the continuing integrity of the records.”  Id.
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      In contrast to the demanding approach taken in In Re Vee Vinhnee, many other courts have

admitted electronic business records under a much more relaxed standard.  See, e.g., United States

v. Kassimu, 2006 WL 1880335 (5th Cir. 2006) (Establishing the foundation for a computer

generated business record did not require the maker of the record, or even a custodian,  but only a

witness qualified to explain the record keeping system of organization.); United States v. Fuji, 301

F.3d 535 (7th Cir. 2002) (holding that computerized check-in and reservation records were

admissible as business records on a showing that the data reflected in the printouts was kept in the

ordinary course of the business); Sea Land, 285 F.3d 808 (holding that copy of electronic bill of

lading had been properly admitted as a business record because it had been produced from the same

electronic information that had been contemporaneously generated when the parties entered into

their contract.  The court noted that “it is immaterial that the business record is maintained in a

computer rather than in company books.” (citation omitted)); Wapnick v. Commissioners of Internal

Revenue, T.C. Memo. 2002-45, (T.C. 2002)(computerized accounting records were admissible as

business records because foundation was established by IRS agents who compared the data in the

computer records with information in the company’s tax returns, bank statements, and by contacting

clients of the company to verify information in the computerized records).

     The lesson to be taken from these cases is that some courts will require the proponent of

electronic business records or e-mail evidence to make an enhanced showing in addition to meeting

each element of the business records exception.  These courts are concerned that the information

generated for use in litigation may have been altered, changed or manipulated after its initial input,

or that the programs and procedures used to create and maintain the records are not reliable or

accurate.  Others will be content to view electronic business records in the same light as traditional

“hard copy” records, and require only a rudimentary foundation.  Unless counsel knows what level
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of scrutiny will be required, it would be prudent to analyze electronic business records  that are

essential to his or her case by the most demanding standard.  The cases further suggest that  during

pretrial discovery counsel should determine whether opposing counsel will object to admissibility

of critical documents.  This can be done by requesting a stipulation, or by propounding requests for

admission of fact and genuineness of records under FED. R. CIV. P. 36.  If it is known that opposing

counsel will object, or refuses to stipulate, or denies a Rule 36 request to admit genuineness, then

the lawyer intending to introduce the electronic business record should be prepared to establish the

business record exception under the most demanding standard required, to avoid exclusion of the

evidence.

Rule 803(8) Public Records.

     In addition to the above described hearsay exceptions, courts have found that electronic records

also met the requirements of the public records exception under Rule 803(8):

(8) Public records and reports. Records, reports, statements, or data compilations, in
any form, of public offices or agencies, setting forth (A) the activities of the office
or agency, or (B) matters observed pursuant to duty imposed by law as to which
matters there was a duty to report, excluding, however, in criminal cases matters
observed by police officers and other law enforcement personnel, or (C) in civil
actions and proceedings and against the Government in criminal cases, factual
findings resulting from an investigation made pursuant to authority granted by law,
unless the sources of information or other circumstances indicate lack of
trustworthiness.

Furthermore, “[j]ustification for the exception is the assumption that a public official will perform

his duty properly, and the unlikelihood that he will remember details independently of the record.”

FED. R. EVID. 803(8) advisory committee’s note. Moreover, “[s]ince the assurances of accuracy are

generally greater for public records than for regular business records, the proponent is usually not

required to establish their admissibility through foundation testimony . . . . The burden of proof

concerning the admissibility of public records is on the party opposing their introduction.”
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[T]he admissibility of market reports and commercial publications under Rule
803(17) is predicated on the two factors of necessity and reliability.  Necessity lies
in the fact that if this evidence is to be obtained it must come from the compilation,
since the task of finding every person who had a hand in making the report or list
would be impossible.  Reliability is assured because the compilers know that their
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WEINSTEIN at § 803.10[2].  Courts have applied this deferential standard of admissibility for

electronic public records.  See, e.g., EEOC v. E.I. DuPont De Nemours and Co., 2004 WL 2347556

(holding that table of information compiled by U.S. Census Bureau was admissible as an exception

to the hearsay rule as a public record under Rule 803(8), and rejecting claims that the posting of data

on the Census Bureau’s website rendered it untrustworthy); Lester v. Nastsios, 290 F. Supp. 2d 11

(D.D.C. 2003) (admitting e-mail of public agency, and noting that “[r]ecords of public agencies such

as those challenged by plaintiff are generally admissible ... under FED. R. EVID. 803(8).”); United

States v. Oceguerra, 70 Fed. Appx. 473 (9th Cir. 2003) (Court held that trial court properly admitted

computerized records of Treasury Enforcement Communications System as public records under

Rule 803(8) because documents falling under the public records exception are presumed to be

trustworthy, and the burden is on the party challenging the records to establish untrustworthiness.)

Rule 803(17) Market Reports, Commercial Publications.

     Rule 803(17) recognizes as an exception to the hearsay rule:

(17) Market reports, commercial publications. Market quotations, tabulations, lists,
directories, or other published compilations, generally used and relied upon by the
public or by persons in particular occupations.

This exception covers “lists, etc., prepared for the use of a trade or profession . . . newspaper market

reports, telephone directories, and city directories.  The basis of trustworthiness is general reliance

by the public or by a particular segment of it, and the motivation of the compiler to foster reliance

by being accurate.” FED. R. EVID. 803(17) advisory committee’s note; WEINSTEIN at § 803.19[1].53



work will be consulted; if it is inaccurate, the public or the trade will cease
consulting their product.” (citation omitted)).
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At least one court has admitted electronically stored compilations and directories under Rule 803(17).

Elliott Assoc. L.P. v. Banco de la Nacion, 194 F.R.D. 116, 121 (S.D.N.Y. 2000) (finding that

plaintiff’s expert report properly relied on prime rates of interest obtained from Federal Reserve

Board website because they were reliable under Rule 803(17)).

       A final observation needs to be made regarding hearsay exceptions and electronic evidence.

Rule 802 generally prohibits the admission of hearsay unless one of the exceptions in Rules 803, 804

or 807 apply.  What, then, is the effect of hearsay evidence that is admitted without objection by the

party against whom it is offered?  The general rule is that despite Rule 802, if hearsay is admitted

without objection it may be afforded its “natural probative effect, as if it were in law admissible.”

New York v. Microsoft, 2002 WL 649951 (“[I]n this country the general rule supported by

overwhelming weight of authority is that where ordinarily inadmissible hearsay evidence is admitted

into evidence without objection it may properly be considered and accorded its natural probative

effect, as if it were in law admissible.”; 3 MICHAEL H. GRAHAM, HANDBOOK OF FEDERAL EVIDENCE

§ 802.1 (5th ed. 2001) (“In the absence of an objection to hearsay ‘the jury may consider [the

hearsay] for whatever natural value it may have; such evidence is to be given its natural probative

effect as if it were in law admissible.’” (citation omitted)). This underscores the need to pay attention

to exhibits offered by an opponent, as much as to those records that you need to introduce.  A failure

to raise a hearsay objection means that the evidence may be considered for whatever probative value

the finder of fact chooses to give it.  

In summary, when analyzing the admissibility of ESI for hearsay issues, counsel should

address each step of the inquiry in order: does the evidence contain a statement, made by a person,



54 Traditionally the rule has been referred to as the “Best Evidence Rule,” which is a
misleading title.  The rule is more accurately is referred to as the “Original Writing Rule”
because it does not mandate introduction of the “best” evidence to prove the contents of a
writing, recording or photograph, but merely requires such proof by an “original,” “duplicate”
or, in certain instances, by “secondary evidence”–any evidence that is something other than an
original or duplicate (such as testimony, or a draft of a writing to prove the final version, if no
original or duplicate is available.”  FED. R. EVID. 1001 advisory committee’s note; RICE at 190
(“Article X of the Federal Rules of Evidence codified the common law best evidence rule,
terming it instead the original writing rule.”).
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which is offered for its substantive truth, but which does not fall into the two categories of statements

identified in 801(d)(1)(A) and 801(d)(2). If, as a result of this analysis, a determination is made that

the evidence is hearsay, then it is inadmissible unless it covered by one of the exceptions found in

Rules 803, 804 and 807.

If ESI has cleared the first three hurdles by being shown to be relevant, authentic, and

admissible under the hearsay rule or an exception thereto, it must also be admissible under the

original writing rule before it can be admitted into evidence or considered at summary judgment.

The Original Writing Rule, Rules 1001-1008

The next step in evaluating the admissibility of electronic evidence is to analyze issues

associated with the original writing rule, which requires an original or duplicate original to prove the

contents of a writing, recording or photograph unless secondary evidence is deemed acceptable.54 See

FED. R. EVID. 1001-08.  The best way to understand the rule is to appreciate its structure.  Rule 1001

contains the key definitions that animate the rule: “original,” “duplicate,” “writing,” “recording,” and

“photograph.”  The substantive requirements of the original writing rule are succinctly provided by

Rule 1002, which mandates that “[t]o prove the content of a writing, recording, or photograph, the

original writing, recording, or photograph is required, except as otherwise provided in these rules or

by Act of Congress.”  It is Rule 1002 that gives the rule its modern name, the “original writing rule,”
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as it requires the original to prove the contents of a writing, recording or photograph, except as

excused by the remaining rules in Article X of the rules of evidence.  As will be seen, the key to the

rule is to determine when “the contents” of a writing, recording or photograph actually are being

proved, as opposed to proving events that just happen to have been recorded or photographed, or

those which can be proved by eyewitnesses, as opposed to a writing or recording explaining or

depicting them.  Rule 1003 essentially provides that duplicates are co-extensively admissible as

originals, unless there is a genuine issue as to the authenticity of the original, or the circumstances

indicate that it would be unfair to admit a duplicate in lieu of an original.  People v. Huehn, 53 P.3d

733, 738 (Colo. Ct. App. 2002) (duplicates of computer generated bank records admissible to the

same extent as an original absent unfairness or lack of authenticity).  Because of Rule 1003,

duplicates are more often admitted into evidence than originals.  RICE at 192 (“As a practical matter,

Fed. R. Evid. 1003 has eliminated  best evidence objections.  Copies from the pages of books,

treatises, and the other papers are now introduced in place of the entire volume because photocopies

of originals are now admissible as if they were the original.”). Rule 1004 is the primary rule that

identifies when secondary evidence is admissible.  As a practical matter, “secondary evidence” is any

proof of the contents of a writing, recording or photograph other than an original or duplicate.

Examples include testimony from the author of the writing, or someone who read it, earlier drafts,

copies, or an outline used to prepare the final. Rule 1005 describes how to prove the contents of

public records, since it is obvious that something other than the original must be used.  Rule 1006

permits introduction into evidence of written or testimonial summaries of voluminous writings,

recordings or photographs, provided the original or duplicates from which the summaries were

prepared were made available to the adverse party at a reasonable time in advance of trial for

examination or copying.  Thus, Rule 1006 is an example of secondary evidence.  Rule 1007 allows
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the proof of the contents of a writing, recording or photograph by the deposition or testimony of a

party opponent, without having to account for the nonproduction of the original.  This is another form

of secondary evidence.  The final rule in Article X of the Federal Rules of Evidence is Rule 1008.

It is a specialized application of Rule 104(b)—the conditional relevance rule—and sets forth what

must happen when there is a dispute regarding whether there ever was a writing, recording, or

photograph, or when there are conflicting versions of duplicates, originals, or secondary evidence

offered into evidence.  In such instances, as in Rule 104(b), the jury decides the factual dispute. FED.

R. EVID. 1008 advisory committee’s note. 

      It has been acknowledged that the original writing rule has particular applicability to

electronically prepared or stored writings, recordings or photographs.  One respected commentator

has observed:

Computer-based business records commonly consist of material originally produced
in a computer (e.g. business memoranda), data drawn from outside sources and input
into the computer (e.g. invoices), or summaries of documents (e.g. statistical runs).
The admissibility of computer-based records “to prove the content of a writing” is
subject to the best evidence rule set out in Rule 1002.  The rule generally requires the
original of a writing when the contents are at issue, except that a “duplicate” is also
admissible unless a genuine issue is raised about its authenticity.  A duplicate includes
a counterpart produced by “electronic re-recording, which accurately reproduces the
original.”  Courts often admit computer-based records without making the distinction
between originals and duplicates.

WEINSTEIN at § 900.07[1][d][iv] (citation omitted).

      When analyzing the original writing rule as it applies to electronic evidence, the most important

rules are Rule 1001, containing the definitions; Rule 1002, the substantive original writing rule; Rule

1004, the “primary” secondary evidence rule; Rule 1006, the rule permitting summaries to prove the

contents of voluminous writings, recordings and photographs; and Rule 1007, allowing proof of a

writing, recording or photograph by the admission of a party opponent.
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     Rule 1001 states:

For purposes of this article the following definitions are applicable:

   (1) Writings and recordings. "Writings" and "recordings" consist of letters, words,
or numbers, or their equivalent, set down by handwriting, typewriting, printing,
photostating, photographing, magnetic impulse, mechanical or electronic recording,
or other form of data compilation.

   (2) Photographs. "Photographs" include still photographs, X-ray films, video tapes,
and motion pictures.

   (3) Original. An "original" of a writing or recording is the writing or recording itself
or any counterpart intended to have the same effect by a person executing or issuing
it. An "original" of a photograph includes the negative or any print therefrom. If data
are stored in a computer or similar device, any printout or other output readable by
sight, shown to reflect the data accurately, is an "original.”

   (4) Duplicate. A "duplicate" is a counterpart produced by the same impression as the
original, or from the same matrix, or by means of photography, including
enlargements and miniatures, or by mechanical or electronic re-recording, or by
chemical reproduction, or by other equivalent techniques which accurately reproduces
the original.

It is apparent that the definition of “writings, recordings and photographs” includes evidence

that is electronically generated and stored.  See FED. RULE EVID. 1001 advisory committee’s note

(“Traditionally the rule requiring the original centered upon accumulations of data and expressions

affecting legal relations set forth in words and figures.  This meant that the rule was one essentially

related to writings.  Present day techniques have expanded methods of storing data, yet the essential

form that the information ultimately assumes for useable purposes is words and figures.  Hence, the

considerations underlying the rule dictate its expansion to include computers, photographic systems,

and other modern developments.”).  It further is clear that under Rule 1001(3) the “original” of

information stored in a computer is the readable display of the information on the computer screen,

the hard drive or other source where it is stored, as well as any printout or output that may be read,

so long as it accurately reflects the data.  WEINSTEIN at § 900.07[1][d][iv]; RICE at 194; Laughner

v. State, 769 N.E.2d 1147, 1159 (Ind. Ct. App. 2002) (ruling that content of internet chat room



55

“In today's commercial world, a single transaction often generates successive entries
of the same information in separately prepared writings. Though the purposes of
these separate records may be different, a computerized business record, prepared
simultaneously with or within a reasonable time period of the written record, and
containing the same or similar information, would appear to be no less an ‘original’
than a handwritten record. However, it seems equally clear that where a written
record, prepared prior to the computer record, contains a more detailed and complete
description of the transaction than that contained in the computer record, the
proponent of the evidence should be required to produce the more detailed record,
or account for its nonproduction under F.R.E. 1004. Similarly, where a computerized
record appears to be nothing more than a summary of a more detailed written record,
the written record should be produced except where the requirements of F.R.E. 1006
have been satisfied.” (citations omitted).
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communications between defendant and undercover police officer that officer “cut-and-pasted” into

a word processing program were originals under state version of original writing rule).  Moreover,

if a computer record accurately reflects the contents of another writing, and was prepared near the

time that the original writing was prepared, it may qualify as an original under Rule 1001.  In re

Gulph Woods Corp., 82 B.R. 373, 377 (Bankr. E.D. Pa.. 1988)55. See also WEINSTEIN at §

900.07[1][d][iv].  Finally, as already noted, as a result of Rule 1003, the distinction between

duplicates and originals largely has become unimportant, as duplicates are co-extensively admissible

as originals in most instances.

Once the definitions of the original writing rule are understood, the next important

determination is whether the rule applies at all.  Rule 1002 answers this question.  It provides: “To

prove the content of a writing, recording, or photograph, the original writing, recording, or

photograph is required, except as otherwise provided in these rules or by Act of Congress.” As the

advisory committee’s note to Rule 1002 makes clear: 

Application of the rule requires resolution of the question whether contents are sought
to be proved.  Thus an event may be proved by non-documentary evidence, even
though a written record of it was made.  If, however, the event is sought to be proved
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by the written record, the rule applies.  For example, payment may be proved without
producing the written receipt which was given.  Earnings may be proved without
producing books of account in which they are entered.  Nor does the rule apply to
testimony that books or records have been examined and found not to contain any
reference to a designated matter.  

The assumption should not be made that the rule will come into operation on every
occasion when use is made of a photograph in evidence.  On the contrary, the rule will
seldom apply to ordinary photographs . . . . On occasion, however, situations arise in
which contents are sought to be proved.   Copyright, defamation, and invasion of
privacy by photograph or motion picture falls into this category.  Similarly, as to
situations in which the picture is offered as having independent probative value, e.g.
automatic photograph of bank robber, photograph of defendant engaged in indecent
act.    

FED. R. EVID. 1002, advisory committee’s note (citations omitted); see also WEINSTEIN at §

1002.05[1] (“The best evidence rule only applies when the writing, recording or photograph is being

introduced ‘to prove the content of a writing, recording or photograph.  The rule is inapplicable when

content is not at issue.”)(citing FED. R. EVID. 1002)). Whether the content is at issue is determined on

a case-by-case basis.  Id.  For example, proof that someone is married may be made by the testimony

of a witness to the ceremony. The marriage license is not required.  However, the rule applies if the

only proof of the marriage is by the record itself.  Similarly, someone who heard a politician give a

speech may testify to what was said without the video recording of the speech, because the content

of the recording is not at issue.  In contrast, if the only way to prove the content of the speech is by

the video, because there are no witnesses available to testify, the rule would apply to the video

recording.  

Rule 1002 also does not apply when an expert testifies based in part on having reviewed

writings, recordings or photographs, because Rule 703 allows an expert to express opinions based on

matters not put into evidence.  FED. R. EVID. 1002 advisory committee’s note; WEINSTEIN at § 1002.05

[1] (“The best evidence rule does not apply when an expert resorts to material as a basis for an
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opinion.”).    Finally, when the contents of writings, recordings or photographs merely are collateral

to the case, meaning they are not “closely related to a controlling issue” in a case, Rule 1002 does not

apply, and secondary evidence may be used to prove their contents.  FED. R. EVID. 1004(4).  In

contrast, proving legal transactions, such as wills, contracts, and deeds commonly do involve the best

evidence rule because the documents themselves have the central legal significance in the case.

WEINSTEIN at § 1002.05[2].

       An example of when the original writing rule did apply to electronic evidence is Laughner v.

State, 769 N.E.2d 1147 (Ind. Ct. App. 2002), abrogated on other grounds by Farjardo v. State, 859

N.E.2d 1201 (Ind. 2007).  Laughner was charged with attempted child solicitation. To prove the crime,

the state offered printouts of instant message chats between the defendant and an undercover police

officer posing as a thirteen year old boy.  The police officer  “cut-and-pasted” the text of the text

messages from the internet chat room into a word processing program, and the printouts that were

introduced into evidence were prepared from that program.  The defendant objected (citing the state

version of the original writing rule, which was identical to the federal version), arguing that the

printouts were not the “original” of the text of the chat room communications.  The appellate court

agreed that the state was proving the content of a writing, and that the original writing rule required

an original, but found that the printout was an original, reasoning:

Evidence Rule 1002, the ‘best evidence’ rule, requires an ‘original’ in order to prove
‘the content’ of a writing or recording.  However, Evidence Rule 1001(3) provides that
when ‘data are stored in a computer or similar device, any printout or other output
readable by sight, shown to reflect the data accurately is an “original.”  According to
[the police officer] he saved the conversations with Laughner after they were
concluded, and the printout document accurately reflected the content of those
conversations.  Therefore, the printouts could be found to be the ‘best evidence’ of the
conversations [between the defendant and the officer].

Laughner, 769 N.E.2d at 1159.   
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It is important to keep in mind that failure to properly object to the introduction of evidence

in violation of the original writing rule likely will result in a waiver of the error on appeal.  WEINSTEIN

at § 1002.04[5][a] (“Procedural safeguards adopted by federal courts also militate against an

overtechnical application of the best evidence rule.  For example, an appellant’s failure to properly

raise an objection to the best evidence rule at trial will result in waiver of the error on appeal.”); see

also State v. Braidic, 2004 WL 52412 (Wash. Ct. App. 2004) (Defendant was convicted of rape and

other sex offenses with minor.  At trial, victim’s mother testified, without objection, to content of chat

room text messages between defendant and victim.  Appellate court noted applicability of original

writing rule to require original to prove the contents of the chat room records, but found that defense

counsel’s failure to object did not constitute ineffective assistance of counsel).  Counsel need to insure

that a timely objection is made to attempts to prove the contents of electronic writings, recordings or

photographs in violation of the original writing rule, otherwise waiver of the error is the probable

consequence.

Rule 1004 identifies four circumstances in which secondary evidence may be introduced

instead of an original.  The rule provides:

The original is not required, and other evidence of the contents of a writing, recording,
or photograph is admissible if–

   (1) Originals lost or destroyed. All originals are lost or have been destroyed, unless the
proponent lost or destroyed them in bad faith; or

  (2) Original not obtainable. No original can be obtained by any available judicial
process or procedure; or

   (3) Original in possession of opponent. At a time when an original was under the
control of the party against whom offered, that party was put on notice, by the
pleadings or otherwise, that the contents would be a subject of proof at the hearing, and
that party does not produce the original at the hearing; or

   (4) Collateral matters. The writing, recording, or photograph is not closely related to



56 See, for example. newly revised Fed. R. Civ. P. 37(f), which creates a limited “safe
harbor” from sanctions if electronically stored information is not preserved as a result of the
routine good faith operation of an electronic records management system. Sanctions may be
imposed if the court finds the presence of “extraordinary circumstances” or if it determines that
the loss of the ESI was the result of non-routine loss or destruction, or action taken in the
absence of good faith.  The new rule evidences the widespread recognition that electronically
stored information is not infrequently lost or destroyed.
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a controlling issue.

The first example may be particularly suited for electronic evidence.  Given the myriad ways

that electronic records may be deleted, lost as a result of system malfunctions, purged as a result of

routine electronic records management software (such as the automatic deletion of e-mail after a set

time period) or otherwise unavailable means that the contents of electronic writings may have to be

proved by secondary evidence.56  Indeed, at least one court has recognized that the “tenuous and

ethereal nature of writings posted in internet chat rooms and message boards means that in all

likelihood the exceptions [to the original writing rule that permit secondary evidence] would . . .

[apply].”  Bidbay.com, Inc. v. Spry, 2003 WL 723297 (Cal. App. 2004)(unpublished opinion); People

v. Huehn, 53 P.3d 733, 738 (Colo. Ct. App. 2002) (holding that trial court did not abuse discretion in

admitting computer generated bank records that contained listing of ATM transactions prepared by

another company that bank retained to process ATM transactions.  The court noted that the Colorado

version of Rule 1004(1) permitted secondary evidence of the records provided they were not lost or

destroyed in bad faith).

     Additionally, Rule 1004 permits proof of the contents of a writing, recording or photograph by

secondary evidence when the proponent of the evidence is unable to obtain an original through use

of legal process, or when the original is in the possession or control of an adverse party that has actual

or inquiry notice of the contents that the proponent intends to introduce the evidence.  In the later
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circumstance, as the advisory committee’s note to Rule 104(3) points out, “[a] party who has an

original in his control has no need for the protection of the [original writing] rule if put on notice that

proof of contents will be made.  He can ward off secondary evidence by offering the original.”

     Finally, Rule 1004(4) permits proof of the contents of writings, recordings of photographs by

secondary evidence if they relate to “collateral matters,” defined as “not closely related to a controlling

issue” in the case.  The advisory committee’s note to Rule 1004(4) candidly acknowledges that this

is a nebulous standard, stating “[w]hile difficult to define with precision, situations arise in which no

good purpose is served by production of the original.” See also WEINSTEIN at § 1004.40 (“[t]he

distinction between controlling and collateral issues can be an exasperating one.  The term ‘collateral’

is elusive and vague.  It cannot be defined conceptually, only pragmatically: balancing the importance

of the document against the inconvenience of compelling its production, is the rule worth

enforcing?”)(citation omitted).  An example illustrates.  A doctor testifying as an expert in a personal

injury case can testify that she is licensed to practice medicine in a state without having to produce

the license itself.  However, if a defendant is charged with practicing medicine without a license, his

testimony alone that he has a license from the state will not be accepted, as the license is closely

related to a controlling issue in the case.  

     Rule 1006 recognizes another source of secondary evidence to prove the contents of writings,

recordings, or photographs, stating:

The contents of voluminous writings, recordings, or photographs which cannot
conveniently be examined in court may be presented in the form of a chart, summary,
or calculation. The originals, or duplicates, shall be made available for examination or
copying, or both, by other parties at reasonable time and place. The court may order
that they be produced in court.

The advisory committee’s note recognizes that Rule 1006 is one of necessity, as the “admission of

summary of voluminous books, records, or documents offers the only practicable means of making
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their contents available to judge and jury.”   A number of observations may be made about the use of

summaries under Rule 1006.  First, as the rule expressly states, the writings, recordings or photographs

to be summarized must be voluminous. WEINSTEIN  at § 1006.03 (“Charts, summaries or calculations

are, however, inadmissible when the content being proved is neither voluminous or

complicated.”)(citations omitted). Second, although the rule is silent on the nature of the summary,

the prevailing view is that it may be either written, or testimonial. Id. at § 1006.05[2] (“[s]ummary

evidence need not be an exhibit, but may take the form of a witness’s oral testimony.”). Third, the

majority view is that the summaries themselves constitute the evidence of the contents of the materials

summarized, rather than the underlying writings, recordings or photographs. Id. at § 1006.04[1] (“[t]he

majority rule is that the summary itself is the evidence to be considered by the factfinder when the

underlying documents are voluminous and the other requirements of Rule 1006 are met.  Other

decisions, however, have held that Rule 1006 summaries were not evidence, and that the jury should

be so instructed.”). Fourth, if the summaries are accepted as the evidence of the materials summarized,

they function as the equivalent of a special exception to the hearsay rule. Id. at § 1006.05[4] (“Rule

1006 should be regarded as a special exception to the hearsay rule.”); RICE at 197-98 (Recognizing

that summaries of voluminous materials that are introduced to prove the content of the summarized

material creates a hearsay problem.  The author suggests that the residual hearsay rule, Rule 807, is

an exception that may apply to overcome this problem).  Fifth, the writings, recordings and

photographs that are summarized must be made available to the adverse party for examination or

copying reasonably in advance of the use of the summary, a requirement that originates from Rule

1006 itself, regardless of whether the adverse party has served a request for production of documents

under FED. R. CIV. P. 34. WEINSTEIN at § 1006.06[1] (“the originals or duplicates of voluminous

writings, recordings, or photographs must be made available for examination or copying at a
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reasonable time or place in order for summary evidence to be admissible.  The right to examine the

underlying records is absolute.  Thus, the records must be made available whether or not the opposing

party makes a discovery request for inspection.”).  Sixth, the underlying materials from which the

summaries are made must themselves be admissible into evidence.  Id. at § 1006.06[3] (“Charts,

summaries and calculations are only admissible when based on original or duplicate materials that are

themselves admissible evidence.”).

Because the production of electronically stored information in civil cases frequently is

voluminous, the use of summaries under Rule 1006 is a particularly useful evidentiary tool, and courts

can be expected to allow the use of summaries provided the procedural requirements of the rule are

met.  See, e.g., Wapnick v. Comm’r of Internal Revenue, T.C. Memo. 2002-45, (T.C. 2002) (holding

that summaries of voluminous computer records were admissible under Rule 1006 even though they

were prepared in anticipation of litigation, because  the underlying documents had been admitted into

evidence and reasonably had been made available to the opposing party to inspect).

     Rule 1007 identifies another, though little used,  way in which secondary evidence may be used

to prove the contents of electronically prepared or stored information.  It provides that the:

[c]ontents of writings, recordings, or photographs may be proved by the testimony or
deposition of the party against whom offered or by that party's written admission,
without accounting for the nonproduction of the original.

On its face this rule is limited to admissions by a party opponent regarding the content of a writing,

recording or photograph.  Use of the word “admission” refers to any of the types of admissions

covered by Rule 801(d)(2), which includes admissions by a representative, agent, employee or co-

conspirator that meets the requirements of Rule 801(d)(2) for each of these types of admissions.

WEINSTEIN at §§ 1007.03[1], 1007.06.  It does not require that any showing be made that the writing,

recording or photograph is lost or otherwise unavailable.  Id. at § 1007.04[1].  Further, the rule



57  However, despite the limitation in Rule 1007 to testimonial or written admissions of a
party opponent, a non-testimonial oral admission by a party opponent would still be admissible
as secondary evidence to prove the contents of a writing, recording or photograph under Rule
1004 if the writing, recording or photograph was lost of destroyed, absent bad faith, beyond the
reach of court ordered production, in the possession, custody of control of the adverse party, or if
the writing, recording or photograph was not closely related to a controlling issue in the
litigation.  FED. R. EVID. 1007 advisory committee’s note (“The limitation [of] Rule 1007 to
testimonial or written admissions], of course, does not call for excluding evidence of an oral
admission when nonproduction of the original has been accounted for and secondary evidence
generally has become admissible."); WEINSTEIN at § 1007.03[1].
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expressly limits the types of admissions that may be used to prove the contents of writings, recordings

or photographs to those obtained during in court testimony, during a deposition, or by the adverse

party’s written admission.57  Id. at § 1007.04.  An adverse party’s answers to federal rule of civil

procedure Rule 33 interrogatories or a Rule  36 request to admit the genuineness of documents would

meet the provisions of Federal Rule of Evidence 1007 regarding a “written admission.” Id. at §

1007.07 (“[A]n adverse party’s responses to written interrogatories made pursuant to Federal Rule of

Civil Procedure 33 are admissible to prove content.  Similarly, an adverse party’s responses to

requests for admissions made pursuant to Federal Rule of Civil Procedure 36, are admissible to prove

contents.”). 

Because Rule 1007 so seldom is used or discussed in cases, most lawyers are unaware of it.

However, given the frequency with which deponents are asked questions about the content of writings,

recordings and photographs, it is prudent to remember that if the deponent is a person whose testimony

would qualify as an admission under any of the five varieties recognized by Rule 801(d)(2), then the

deposition testimony may be admitted to prove the contents of the writings, recordings and

photographs described.  The same is true for written responses to FED. R. CIV. P. 33 and 36 discovery

that asks for a description of the contents of a writing, recording or photograph.  The need is obvious,

therefore, to insure that any characterization of the contents of a writing, recording or photograph that



58 WEINSTEIN at § 1008.04[3]

59 Id. at § 1008.04[4]
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could fall within Rule 1007 be accurate.

     Rule 1008 is the last of the rules in Article X of the rules of evidence.  It states:

When the admissibility of other evidence of contents of writings, recordings, or
photographs under these rules depends upon the fulfillment of a condition of fact, the
question whether the condition has been fulfilled is ordinarily for the court to
determine in accordance with the provisions of rule 104. However, when an issue is
raised (a) whether the asserted writing ever existed, or (b) whether another writing,
recording, or photograph produced at the trial is the original, or (c) whether other
evidence of contents correctly reflects the contents, the issue is for the trier of fact to
determine as in the case of other issues of fact.

This rule is a specialized application of Rule 104(b), and it allocates responsibility between the trial

judge and the jury with respect to certain preliminary matters affecting the original writing rule.  As

the advisory committee’s note to Rule 1008 states: 

Most preliminary questions of fact in connection with applying the rule preferring the
original as evidence of contents are for the judge, under the general principles
announced in Rule 104[a].  Thus, the question whether the loss of the originals has
been established, or of the fulfillment of other conditions specified in Rule 1004, supra,
is for the judge.  However, questions may arise which go beyond the mere
administration of the rule preferring the original and into the merits of the controversy
. . . The latter portion of [Rule 1008] is designed to insure treatment of theses situations
as raising jury questions.  The decision is not one for uncontrolled discretion of the
jury but is subject to the control exercised generally by the judge over jury
determinations.  See Rule 104(b).

See also WEINSTEIN at § 1008.02[1]-1008.04[5].  Under the rule, the trial judge determines:  whether

originals have been lost or destroyed under Rule 1004(a), as well as all issues relating to the

appropriateness of the proponent’s efforts to search for the lost original;58 whether or not the original

is obtainable by judicial process, under Rule 1004(b);59 whether the original is in the possession,



60 Id. at § 1008.04[5]

61 Id. at § 1008.04[6]
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custody or control of the opposing party under Rule 1004(3);60 and whether the writing, recording or

photograph relates to a collateral matter, which removes it from the reach of the original writing rule.61

Rule 1008 identifies three issues that are questions for the jury, however: (1) whether the

writing, recording or photograph ever existed in the first place; (2) whether some other writing,

recording, or photograph that is offered into evidence is in fact the original; and (3) whether “other”

(i.e. secondary) evidence of contents correctly reflects the content of the writing, recording or

photograph.  FED. R. EVID. 1008 advisory committee’s note; WEINSTEIN at §1008.05[1].  Counsel need

to be aware of the different functions the judge and jury serve as they anticipate how to offer

electronic writings, recordings and photographs into evidence. Given the challenges that often are

associated with the authentication of electronically created or stored evidence, it is not unlikely that

there will be disputes of fact regarding whether an electronic writing ever existed in the first place,

if the original cannot be produced and secondary evidence is offered, or when different versions of

the same electronic document are offered into evidence by the opposing parties.  

In summary, when counsel intend to offer electronic evidence at trial or in support of a motion

for summary judgment they must determine whether the original writing rule is applicable, and if so,

they must be prepared to introduce an original, a duplicate original, or be able to demonstrate that one

of the permitted forms of secondary evidence is admissible. In this case, counsel did not address the

original writing rule, despite its obvious applicability given that the e-mail exhibits were closely

related to a controlling issue and there were proving the contents of the e-mails themselves.

The final evidentiary issue that must be considered in determining whether electronic evidence



62“Rule 403 recognizes that relevance alone does not ensure admissibility.  A cost/benefit
analysis must often be employed.  Relevant evidence may be excluded if its probative value is
not worth the problems that its admission may cause.  The issue is whether the search for truth
will be helped or hindered by the interjection of distracting, confusing, or emotionally charged
evidence.”
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will be admitted is whether the probative value of the evidence is substantially outweighed by the

danger of unfair prejudice, as proscribed under Rule 403 of the federal rules of evidence.

Balancing Probative Value Against the Danger of Unfair Prejudice Under Rule 403

     After evaluating the issues associated with relevance, authenticity, hearsay, and the original writing

rule, the final step to consider with regard to electronically prepared or stored evidence is the need to

balance its probative value against the potential for unfair prejudice, or other harm, under Rule  403

of the Federal Rules of Evidence.  This rule states: 

Although relevant, evidence may be excluded if its probative value is substantially
outweighed by the danger of unfair prejudice, confusion of the issues, or misleading
the jury, or by considerations of undue delay, waste of time, or needless presentation
of cumulative evidence.

FED. R. EVID. 403.  The advisory committee note to Rule 403 succinctly explains its function:

[C]ertain circumstances call for the exclusion of evidence which is of unquestioned
relevance.  These circumstances entail risks which range all the way from inducing
decision on a purely emotional basis, at one extreme, to nothing more harmful than
merely wasting time, at the other extreme.  Situations in this area call for balancing the
probative value of and need for the evidence against the harm likely to result from its
admission . . . . ‘Unfair prejudice’ within its context means an undue tendency to
suggest decision on an improper basis, commonly, though not necessarily an emotional
one.  

See also WEINSTEIN at § 403.02[1][a].62

     A determination of whether evidence should be excluded under Rule 403 falls within the those

made by the court under Rule 104(a), but it is used sparingly. WEINSTEIN at § 403.02[2][a].  Generally,
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“[i]f there is doubt about the existence of unfair prejudice, confusion of issues, misleading, undue

delay, or waste of time, it is generally better practice to admit the evidence, taking necessary

precautions of contemporaneous instructions to the jury followed by additional admonitions in the

charge.” Id. at § 403.02[2][c].

     Although Rule 403 may be used in combination with any other rule of evidence to assess the

admissibility of electronic evidence, courts are particularly likely to consider  whether the admission

of electronic evidence would be unduly prejudicial in the following circumstances: (1) When the

evidence would contain offensive or highly derogatory language that may provoke an emotional

response. See Monotype Corp., 43 F. 3d at 450 (Finding that trial court properly excluded an email

from a Microsoft employee under Rule 403 that contained a “highly derogatory and offensive

description of . . . [another company’s] type director.”); (2) When analyzing computer animations, to

determine if there is a substantial risk that the jury may mistake them for the actual events in the

litigation,  Friend v. Time Manufacturing Co., 2006 WL 2135807 at * 7 (D. Ariz. 2006)(“Therefore,

the question is simply whether the animation accurately demonstrates the scene of the accident, and

whether the probative value is substantially outweighed by the danger of unfair prejudice, confusion

of the issues, or misleading the jury, or by considerations of undue delay, waste of time, or needless

presentation of cumulative evidence.”); State v. Sayles, 662 N.W. 2d 1, 11 (Iowa, 2003) (Appellate

court found no error in trial court’s admission of computer animation slides showing effects of shaken

infant syndrome, finding that trial court properly considered state version of Rule 403, and admitted

evidence with a cautionary instruction that the evidence was only an illustration, not a re-creation of

the actual crime);  (3) when considering the admissibility of summaries of voluminous electronic

writings, recordings or photographs under Rule 1006, WEINSTEIN at § 1006.08[3] (“Summary

evidence is subject to the balancing test under Rule 403 that weighs the probative value of evidence
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against its prejudicial effect.”); and (4) In circumstances when the court is concerned as to the

reliability or accuracy of the information that is contained within the electronic evidence, St. Clair v.

Johnny’s Oyster and Shrimp Inc., 76 F. Supp. 2d 773 (S.D. Tx. 1999) (Court expressed extreme

skepticism regarding the reliability and accuracy of information posted on the internet, referring to it

variously as “voodoo information”.  Although the court did not specifically refer to Rule 403, the

possibility of unfair prejudice associated with the admissibility of unreliable or inaccurate information,

as well as for confusion of the jury, makes Rule 403 a likely candidate for exclusion of such evidence).

Thus, when a lawyer analyzes the admissibility of electronic evidence, he or she should

consider whether it would unfairly prejudice the party against whom it is offered, confuse or mislead

the jury, unduly delay the trial of the case, or interject collateral matters into the case .  If a lawyer is

offering electronic evidence, particularly computer animations, that may draw a Rule 403 objection,

he or she must be prepared to demonstrate why any prejudice is not unfair, when measured against the

probative value of the evidence. In this case, counsel did not address whether Rule 403 was implicated

with respect to the electronic evidence attached to their summary judgment memoranda.

Conclusion

In this case the failure of counsel collectively to establish the authenticity of their exhibits,

resolve potential hearsay issues, comply with the original writing rule, and demonstrate the absence

of unfair prejudice rendered their exhibits inadmissible, resulting in the dismissal, without prejudice,

of their cross motions for summary judgment. The discussion above highlights the fact that there are

five distinct but interrelated evidentiary issues that govern whether electronic evidence will be

admitted into evidence at trial or accepted as an exhibit in summary judgment practice.  Although each

of these rules may not apply to every exhibit offered, as was the case here, each still  must be



63I acknowledge with gratitude the tireless assistance of two exceptionally talented law
student interns, Ms. Puja Gupta and Mr. Ben Peoples, whose assistance in cite checking was
invaluable, and my law clerk, Ms. Kathryn Widmayer, who consistently makes the most difficult
tasks appear easy.
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considered in evaluating how to secure the admissibility of electronic evidence to support claims and

defenses. Because it can be expected that electronic evidence will constitute much, if not most, of the

evidence used in future motions practice or at trial, counsel should know how to get it right on the first

try. The Court hopes that the explanation provided in this memorandum order will assist in that

endeavor.63

May 4, 2007                       /S/            

                                                                                               PAUL W. GRIMM

        CHIEF UNITED STATES MAGISTRATE JUDGE

     



ISSA PR 2012 Annual Conference registration ends Oct 31st! Email not displaying correctly?
View it in your browser.

Hurry!  Conference registration
ends Oct 31st.

The Puerto Rico Chapter of the Information Systems Security Association (ISSA)® formally invites you
to its:

November 

16 
Fifth Annual Information Security Conference

Featured
Speakers:

Kevin Mitnick, World’s most famous former hacker
Dr. Ernest McDuffie, Associate Director - National Coordination
Office for Networking and IT R&D
Jenna McAuley, Senior Manager - Ernst & Young's Advanced
Security Center
NEW! Peter Allor (IBM), Valerie Thomas (Securicon) and Dr.
Ralph Otero
 

ISSA PR Chapter News <marketing@puertorico.issa.org>
To: <fernando.cervoni@gmail.com>
Reply-To: ISSA PR Chapter News <marketing@puertorico.issa.org>
Hurry! Registration for our 2012 Annual Conference ends Oct 31st

 

October 19, 2012  4:05 PM

http://us5.campaign-archive2.com/?u=9482e3db279bf35b192d2dea2&id=a5ce7a660e&e=dd2c4c676c
http://issa.us5.list-manage.com/track/click?u=9482e3db279bf35b192d2dea2&id=b6cb54c39d&e=dd2c4c676c


# Registrations Discount
3-5 5%
6-10 10%

Over 11 15%

Date/Time: Friday, November 16, 2012 8:00 a.m. - 5:00 p.m.

Location: Las Nereidas Ballroom @ La Concha Renaissance Resort
1077 Ashford Avenue – Condado, San Juan PR 00907

Cost:

ISSA Members $95.00, Non Members $130.00, ACFE
Members: $120.00

Group Discount:

 
The price includes reference materials, 6 CPEs, breakfast, lunch, breaks

and access to exhibitors.

Register for the event online, become a member or renew membership at
http://puertorico.issa.org/ 

 
 

EVENT FEATURED SPEAKERS: 

Kevin Mitnick 

Founder, Mitnick Security Consulting LLC, World’s most
famous former hacker.
With more than thirty years of experience in exploring
computer security, Kevin Mitnick is a largely self-taught
expert in exposing the vulnerabilities of complex operating
systems and telecommunications devices. His hobby as an
adolescent consisted of studying methods, tactics, and
strategies used to circumvent computer security, and to
learn more about how computer systems and telecommunication systems work. In
building this body of knowledge, Kevin gained unauthorized access to computer
systems at some of the largest corporations on the planet and penetrated some of
the most resilient computer systems ever developed. He has used both technical
and non-technical means to obtain the source code to various operating systems
and telecommunications devices to study their vulnerabilities and their inner
workings.

As the world’s most famous (former) hacker, Kevin has been the subject of
countless news and magazine articles published throughout the world. He has
made guest appearances on numerous television and radio programs, offering
expert commentary on issues related to information security. In addition to
appearing on local network news programs, he has made appearances on 60
Minutes, The Learning Channel, Tech TV’s Screen Savers, Court TV, Good
Morning America, CNN’s Burden of Proof, Street Sweep, and Talkback Live,
National Public Radio, and as a guest star on ABC’s spy drama “Alias”. Mitnick has
served as a keynote speaker at numerous industry events, hosted a weekly talk
radio show on KFI AM 640 in Los Angeles, testified before the United States
Senate, written for Harvard Business Review and spoken for Harvard Law School.
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His first best-selling book, The Art of Deception, was published in October 2002 by
Wiley and Sons Publishers. His second title, The Art of Intrusion, was released in
February 2005. Mr. Mitnick’s autobiography was released in August 2011 and is a
New York Times best-seller.

TOPIC: Ghost in the Wires: The Unbelievable True Story of Kevin Mitnick’s
Life as a the World’s Most Wanted Computer Hacker
Kevin Mitnick was the most elusive computer break-in artist in history. He accessed
computers and networks at the world’s biggest companies—and however fast the
authorities were, Mitnick was faster, sprinting through phone switches, computer
systems, and cellular networks. He spent years skipping through cyberspace,
always three steps ahead and labeled unstoppable. But for Kevin, hacking wasn’t
just about technological feats—it was an old fashioned confidence game that
required guile and deception to trick the unwitting out of valuable information.
Driven by a powerful urge to accomplish the impossible, Mitnick blazed through
computer systems and networks at several globally known corporations. But as the
FBI’s net began to tighten, Kevin went on the run, engaging in an increasingly
sophisticated cat-and-mouse game that led authorities through false identities, a
host of cities, plenty of close shaves, and an ultimate showdown with the Feds,
who would stop at nothing to bring him down. Kevin will discuss his adventures as
the World’s Most Wanted Computer Hacker and demo some of the tricks that
hackers use today to break into computer systems and networks.

Dr. Ernest McDuffie

Associate Director of the National Coordination Office
(NCO) for Networking and Information Technology
Research and Development (NITRD).

TOPIC: An overview of the National Initiative for
Cybersecurity Education (NICE)
Initiative history, current status, and future directions will be
covered along with insight into how cybersecurity
education, awareness, training, and workforce development
all interact and enable the larger Science, Technology, Engineering, and
Mathematics (STEM) education enterprise of the country. A National Cybersecurity
Workforce Framework document has been produced as part of this effort and
provides the opportunity for the first time to discuss the total cybersecurity
workforce using a common language.  The ongoing adaption of this document
inside and outside of Federal government will also be discussed.
 

Jenna McAuley

Senior Manager - Ernst & Young Advanced Security Center

TOPIC: Active-Defense:  another tool in the security
arsenal?
Amidst a surge of denials of service, ever-expanding pools
of threat agents and the often-heard "advanced persistent
threat," organizations are weighing the risk of taking
matters into their own hands and striking back against their
attackers.  The broad spectrum of counter-strike
capabilities creates a confusion for organizations and legal frameworks alike. 



These intricacies are best considered ahead of any quick response course of
action.

This talk will focus on the counter-strike and its associated risks and considerations
as organizations weigh adding this controversial approach to the mix.

Peter Allor 

Security Strategist – Federal Sector, Security Strategy &
Planning – IBM Security Systems
Peter Allor as a Security Strategist on cyber incident &
vulnerability handling, where he assist in guiding the
company’s overall security initiatives and participation in
enterprise and government implementation strategies. He
assists the IBM X-Force research and development team with the collection,
analysis and dissemination of information regarding cyber vulnerabilities, exploits,
incidents, threats and early warning and coordinates for X-Force and IBM
products.  This information is used to provide customers with information and
resources to employ best practices to defend their networks from potential attacks. 
He is responsible for security strategies, especially as they intersect with critical
infrastructures and networked protection.
As a Strategist, Allor provides a security focus to address customer specific
requirements and needs to better secure their environments while delivering
efficient business operations.   He does this in coordination with Strategy, Product
Management and Engineering based on customer input.
Allor is also the IBM Board member for the Information Technology – Sector
Coordinating Council (IT-SCC) Executive Committee; and, a Board Member of the
Forum for Incident Response and Security Teams (FIRST) where he also serves
as CFO/Treasurer.  Allor was also a member of the CSIS Cyber Security
Commission for the 44th Presidency (Phase I), representing IBM, developing
strategy for improving cyber security of federal systems and critical infrastructure.
Allor is a “Certified SCADA Security Architect” and has presented on penetration
testing of Industrial Control Systems to FIRST; World Institute for Nuclear Security;
and the International Atomic Energy Agency.

TOPIC: Cyber Security Threat Landscape

Valerie Thomas

Senior Information Security Consultant - Securicon
Throughout her eight years in information security Valerie
has gained expertise in penetration testing, vulnerability
assessment, data loss prevention, and social engineering.
She has performed engagements for private industries,
non-profit organizations, and government agencies. She
has taught social engineering techniques at multiple
businesses, schools, and conferences. 

TOPIC: Stopping Social Engineers In Their Tracks: Introducing The Social
Engineering Defense Framework



Dr. Ralph Otero 

Principal - Security & Management Consultants
Dr. Otero is a reputable industry expert with more than 25
years of security management experience encompassing
security administration and leadership in U.S., Caribbean
and Latin America. He is a proven leader and has been a
strategic planner and developer of top performing
organizations globally focused in the areas of loss prevention, risk analysis, threat
assessment, security, law enforcement, workplace safety, information, and
personnel security.  Dr. Otero is also a gifted team builder and manager of large-
scale projects and programs. He has been a professor at various recognized
universities in PR & abroad; a guest speaker for professional organizations, as well
as numerous civic organizations and private companies, a recipient of the AT&T
Corporate Security Eagle Leadership Award, has published 3 books in Security
Management (1996, 2002, 2009) and is a member of the editorial board of the
Journal of Applied Security Research Prevention and Response.

TOPIC: New Roles for Private Security Management in the 21st Century
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# Registrations Discount
3-5 5%
6-10 10%

Over 11 15%

Hurry!  Conference registration
ends Oct 31st.

The Puerto Rico Chapter of the Information Systems Security Association (ISSA)® formally invites you
to its:

November 

16 
Fifth Annual Information Security Conference

Featured
Speakers:

Kevin Mitnick, World’s most famous former hacker
Dr. Ernest McDuffie, Associate Director - National Coordination
Office for Networking and IT R&D
Jenna McAuley, Senior Manager - Ernst & Young's Advanced
Security Center
NEW! Peter Allor (IBM), Valerie Thomas (Securicon) and Dr.
Ralph Otero
 

Date/Time: Friday, November 16, 2012 8:00 a.m. - 5:00 p.m.

Location: Las Nereidas Ballroom @ La Concha Renaissance Resort
1077 Ashford Avenue – Condado, San Juan PR 00907

Cost:

ISSA Members $95.00, Non Members $130.00, ACFE
Members: $120.00

Group Discount:

 
The price includes reference materials, 6 CPEs, breakfast, lunch, breaks

and access to exhibitors.

Register for the event online, become a member or renew membership at
http://puertorico.issa.org/ 

http://issa.us5.list-manage.com/track/click?u=9482e3db279bf35b192d2dea2&id=b6cb54c39d&e=dd2c4c676c
http://issa.us5.list-manage.com/track/click?u=9482e3db279bf35b192d2dea2&id=092adb8b59&e=dd2c4c676c


 
 

EVENT FEATURED SPEAKERS: 

Kevin Mitnick 

Founder, Mitnick Security Consulting LLC, World’s most
famous former hacker.
With more than thirty years of experience in exploring
computer security, Kevin Mitnick is a largely self-taught
expert in exposing the vulnerabilities of complex operating
systems and telecommunications devices. His hobby as an
adolescent consisted of studying methods, tactics, and
strategies used to circumvent computer security, and to
learn more about how computer systems and telecommunication systems work. In
building this body of knowledge, Kevin gained unauthorized access to computer
systems at some of the largest corporations on the planet and penetrated some of
the most resilient computer systems ever developed. He has used both technical
and non-technical means to obtain the source code to various operating systems
and telecommunications devices to study their vulnerabilities and their inner
workings.

As the world’s most famous (former) hacker, Kevin has been the subject of
countless news and magazine articles published throughout the world. He has
made guest appearances on numerous television and radio programs, offering
expert commentary on issues related to information security. In addition to
appearing on local network news programs, he has made appearances on 60
Minutes, The Learning Channel, Tech TV’s Screen Savers, Court TV, Good
Morning America, CNN’s Burden of Proof, Street Sweep, and Talkback Live,
National Public Radio, and as a guest star on ABC’s spy drama “Alias”. Mitnick has
served as a keynote speaker at numerous industry events, hosted a weekly talk
radio show on KFI AM 640 in Los Angeles, testified before the United States
Senate, written for Harvard Business Review and spoken for Harvard Law School.
His first best-selling book, The Art of Deception, was published in October 2002 by
Wiley and Sons Publishers. His second title, The Art of Intrusion, was released in
February 2005. Mr. Mitnick’s autobiography was released in August 2011 and is a
New York Times best-seller.

TOPIC: Ghost in the Wires: The Unbelievable True Story of Kevin Mitnick’s
Life as a the World’s Most Wanted Computer Hacker
Kevin Mitnick was the most elusive computer break-in artist in history. He accessed
computers and networks at the world’s biggest companies—and however fast the
authorities were, Mitnick was faster, sprinting through phone switches, computer
systems, and cellular networks. He spent years skipping through cyberspace,
always three steps ahead and labeled unstoppable. But for Kevin, hacking wasn’t
just about technological feats—it was an old fashioned confidence game that
required guile and deception to trick the unwitting out of valuable information.
Driven by a powerful urge to accomplish the impossible, Mitnick blazed through
computer systems and networks at several globally known corporations. But as the
FBI’s net began to tighten, Kevin went on the run, engaging in an increasingly
sophisticated cat-and-mouse game that led authorities through false identities, a
host of cities, plenty of close shaves, and an ultimate showdown with the Feds,
who would stop at nothing to bring him down. Kevin will discuss his adventures as
the World’s Most Wanted Computer Hacker and demo some of the tricks that



hackers use today to break into computer systems and networks.

Dr. Ernest McDuffie

Associate Director of the National Coordination Office
(NCO) for Networking and Information Technology
Research and Development (NITRD).

TOPIC: An overview of the National Initiative for
Cybersecurity Education (NICE)
Initiative history, current status, and future directions will be
covered along with insight into how cybersecurity
education, awareness, training, and workforce development
all interact and enable the larger Science, Technology, Engineering, and
Mathematics (STEM) education enterprise of the country. A National Cybersecurity
Workforce Framework document has been produced as part of this effort and
provides the opportunity for the first time to discuss the total cybersecurity
workforce using a common language.  The ongoing adaption of this document
inside and outside of Federal government will also be discussed.
 

Jenna McAuley

Senior Manager - Ernst & Young Advanced Security Center

TOPIC: Active-Defense:  another tool in the security
arsenal?
Amidst a surge of denials of service, ever-expanding pools
of threat agents and the often-heard "advanced persistent
threat," organizations are weighing the risk of taking
matters into their own hands and striking back against their
attackers.  The broad spectrum of counter-strike
capabilities creates a confusion for organizations and legal frameworks alike. 
These intricacies are best considered ahead of any quick response course of
action.

This talk will focus on the counter-strike and its associated risks and considerations
as organizations weigh adding this controversial approach to the mix.

Peter Allor 

Security Strategist – Federal Sector, Security Strategy &
Planning – IBM Security Systems
Peter Allor as a Security Strategist on cyber incident &
vulnerability handling, where he assist in guiding the
company’s overall security initiatives and participation in
enterprise and government implementation strategies. He
assists the IBM X-Force research and development team with the collection,
analysis and dissemination of information regarding cyber vulnerabilities, exploits,
incidents, threats and early warning and coordinates for X-Force and IBM
products.  This information is used to provide customers with information and
resources to employ best practices to defend their networks from potential attacks. 
He is responsible for security strategies, especially as they intersect with critical
infrastructures and networked protection.



As a Strategist, Allor provides a security focus to address customer specific
requirements and needs to better secure their environments while delivering
efficient business operations.   He does this in coordination with Strategy, Product
Management and Engineering based on customer input.
Allor is also the IBM Board member for the Information Technology – Sector
Coordinating Council (IT-SCC) Executive Committee; and, a Board Member of the
Forum for Incident Response and Security Teams (FIRST) where he also serves
as CFO/Treasurer.  Allor was also a member of the CSIS Cyber Security
Commission for the 44th Presidency (Phase I), representing IBM, developing
strategy for improving cyber security of federal systems and critical infrastructure.
Allor is a “Certified SCADA Security Architect” and has presented on penetration
testing of Industrial Control Systems to FIRST; World Institute for Nuclear Security;
and the International Atomic Energy Agency.

TOPIC: Cyber Security Threat Landscape

Valerie Thomas

Senior Information Security Consultant - Securicon
Throughout her eight years in information security Valerie
has gained expertise in penetration testing, vulnerability
assessment, data loss prevention, and social engineering.
She has performed engagements for private industries,
non-profit organizations, and government agencies. She
has taught social engineering techniques at multiple
businesses, schools, and conferences. 

TOPIC: Stopping Social Engineers In Their Tracks: Introducing The Social
Engineering Defense Framework

Dr. Ralph Otero 

Principal - Security & Management Consultants
Dr. Otero is a reputable industry expert with more than 25
years of security management experience encompassing
security administration and leadership in U.S., Caribbean
and Latin America. He is a proven leader and has been a
strategic planner and developer of top performing
organizations globally focused in the areas of loss prevention, risk analysis, threat
assessment, security, law enforcement, workplace safety, information, and
personnel security.  Dr. Otero is also a gifted team builder and manager of large-
scale projects and programs. He has been a professor at various recognized
universities in PR & abroad; a guest speaker for professional organizations, as well
as numerous civic organizations and private companies, a recipient of the AT&T
Corporate Security Eagle Leadership Award, has published 3 books in Security
Management (1996, 2002, 2009) and is a member of the editorial board of the
Journal of Applied Security Research Prevention and Response.

TOPIC: New Roles for Private Security Management in the 21st Century
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** Hurry!  Conference registration ends Oct 31st.
------------------------------------------------------------
The Puerto Rico Chapter of the Information Systems Security Association (I=
SSA)=C2=AE formally invites you to its:
Fifth Annual Information Security Conference

Featured Speakers:
Kevin Mitnick, World=E2=80=99s most famous former hacker
Dr. Ernest McDuffie, Associate Director - National Coordination Office for=
 Networking and IT R&D
Jenna McAuley, Senior Manager - Ernst & Young's Advanced Security Center
NEW! Peter Allor (IBM), Valerie Thomas (Securicon) and Dr. Ralph Otero

Date/Time: Friday, November 16, 2012 8:00 a.m. - 5:00 p.m.

Location: Las Nereidas Ballroom @ La Concha Renaissance Resort
1077 Ashford Avenue =E2=80=93 Condado, San Juan PR 00907

Cost:ISSA Members $95.00, Non Members $130.00, ACFE Members: $120.00
Group Discount:
3-5             5%
6-10            10%
Over 11         15%

The price includes reference materials, 6 CPEs, breakfast, lunch, breaks a=
nd access to exhibitors.

Register for the event online, become a member or renew membership at
http://issa.us5.list-manage1.com/track/click?u=3D9482e3db279bf35b192d2dea2=
&id=3D73f89f696f&e=3Ddd2c4c676c

EVENT FEATURED SPEAKERS:

Kevin Mitnick
Founder, Mitnick Security Consulting LLC
World=E2=80=99s most famous former hacker

TOPIC: Ghost in the Wires: The Unbelievable True Story of Kevin Mitnick=E2=
=80=99s Life as a the World=E2=80=99s Most Wanted Computer Hacker

Dr. Ernest McDuffie
Associate Director of the National Coordination Office (NCO) for Networkin=
g and Information Technology Research and Development (NITRD).

TOPIC: An overview of the National Initiative for Cybersecurity Education=
 (NICE)
Initiative history, current status, and future directions will be covered=
 along with insight into how cybersecurity education, awareness, training,=
 and workforce development all interact and enable the larger Science, Tec=
hnology, Engineering, and Mathematics (STEM) education enterprise of the c=
ountry. A National Cybersecurity Workforce Framework document has been pro=
duced as part of this effort and provides the opportunity for the first ti=
me to discuss the total cybersecurity workforce using a common language. =
 The ongoing adaption of this document inside and outside of Federal gover=
nment will also be discussed.

Jenna McAuley
Senior Manager - Ernst & Young Advanced Security Center

TOPIC: Active-Defense:  another tool in the security arsenal?
Amidst a surge of denials of service, ever-expanding pools of threat agent=
s and the often-heard "advanced persistent threat," organizations are weig=
hing the risk of taking matters into their own hands and striking back aga=
inst their attackers.  The broad spectrum of counter-strike capabilities c=



reates a confusion for organizations and legal frameworks alike.  These in=
tricacies are best considered ahead of any quick response course of action=
=2E
This talk will focus on the counter-strike and its associated risks and co=
nsiderations as organizations weigh adding this controversial approach to=
 the mix.

Peter Allor
Security Strategist =E2=80=93 Federal Sector, Security Strategy & Planning=
 =E2=80=93 IBM Security Systems
Peter Allor as a Security Strategist on cyber incident & vulnerability han=
dling, where he assist in guiding the company=E2=80=99s overall security i=
nitiatives and participation in enterprise and government implementation s=
trategies. He assists the IBM X-Force research and development team with t=
he collection, analysis and dissemination of information regarding cyber v=
ulnerabilities, exploits, incidents, threats and early warning and coordin=
ates for X-Force and IBM products.  This information is used to provide cu=
stomers with information and resources to employ best practices to defend=
 their networks from potential attacks.  He is responsible for security st=
rategies, especially as they intersect with critical infrastructures and n=
etworked protection.
As a Strategist, Allor provides a security focus to address customer speci=
fic requirements and needs to better secure their environments while deliv=
ering efficient business operations.   He does this in coordination with S=
trategy, Product Management and Engineering based on customer input.
Allor is also the IBM Board member for the Information Technology =E2=80=
=93 Sector Coordinating Council (IT-SCC) Executive Committee; and, a Board=
 Member of the Forum for Incident Response and Security Teams (FIRST) wher=
e he also serves as CFO/Treasurer.  Allor was also a member of the CSIS Cy=
ber Security Commission for the 44th Presidency (Phase I), representing IB=
M, developing strategy for improving cyber security of federal systems and=
 critical infrastructure.
Allor is a =E2=80=9CCertified SCADA Security Architect=E2=80=9D and has pr=
esented on penetration testing of Industrial Control Systems to FIRST; Wor=
ld Institute for Nuclear Security; and the International Atomic Energy Age=
ncy.

TOPIC: Cyber Security Threat Landscape

Valerie Thomas
Senior Information Security Consultant - Securicon
Throughout her eight years in information security Valerie has gained expe=
rtise in penetration testing, vulnerability assessment, data loss preventi=
on, and social engineering. She has performed engagements for private indu=
stries, non-profit organizations, and government agencies. She has taught=
 social engineering techniques at multiple businesses, schools, and confer=
ences.

TOPIC: Stopping Social Engineers In Their Tracks: Introducing The Social E=
ngineering Defense Framework

Dr. Ralph Otero
Principal - Security & Management Consultants
Dr. Otero is a reputable industry expert with more than 25 years of securi=
ty management experience encompassing security administration and leadersh=
ip in U.S., Caribbean and Latin America. He is a proven leader and has bee=
n a strategic planner and developer of top performing organizations global=
ly focused in the areas of loss prevention, risk analysis, threat assessme=
nt, security, law enforcement, workplace safety, information, and personne=
l security.  Dr. Otero is also a gifted team builder and manager of large-=
scale projects and programs. He has been a professor at various recognized=
 universities in PR & abroad; a guest speaker for professional organizatio=
ns, as well as numerous civic organizations and private companies, a recip=
ient of the AT&T Corporate Security Eagle Leadership Award, has published=
 3 books in Security Management (1996, 2002, 2009) and is a member of the=
 editorial board of the Journal of Applied Security Research Prevention an=



d Response.

TOPIC: New Roles for Private Security Management in the 21st Century

share on Twitter (http://twitter.com/share?url=3Dhttp%3A%2F%2Feepurl.com%2=
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 collapse">
=09=09=09=09=09=09=09=09=0910%</td>
=09=09=09=09=09=09=09</tr>
=09=09=09=09=09=09=09<tr>
=09=09=09=09=09=09=09=09<td style=3D"text-align: center; border-collapse:=
 collapse">
=09=09=09=09=09=09=09=09=09Over 11</td>
=09=09=09=09=09=09=09=09<td style=3D"text-align: center; border-collapse:=
 collapse">
=09=09=09=09=09=09=09=09=0915%</td>
=09=09=09=09=09=09=09</tr>
=09=09=09=09=09=09</tbody>
=09=09=09=09=09</table>
=09=09=09=09</td>
=09=09=09</tr>
=09=09</tbody>
=09</table>
=09&nbsp;<br>
=09The price includes reference materials, 6 CPEs, breakfast, lunch, break=
s and&nbsp;access to exhibitors.<br>
=09<br>
=09<strong>Register for the event online, become a member or renew members=
hip at</strong><br>
=09<strong><u><a href=3D"http://issa.us5.list-manage.com/track/click?u=3D9=
482e3db279bf35b192d2dea2&id=3D092adb8b59&e=3Ddd2c4c676c" style=3D"color:=
 #d00000; font-weight: normal; text-decoration: underline">http://puertori=
co.issa.org/</a></u></strong>&nbsp;<br>
=09&nbsp;



=09<div style=3D"text-align: left">
=09=09&nbsp;</div>
=09<strong>EVENT FEATURED SPEAKERS:&nbsp;</strong><br>
=09<p style=3D"text-align: left">
=09=09<strong><img alt=3D"Kevin Mitnick" height=3D"202" src=3D"http://www.=
newleafspeakers.com/wp-content/themes/nlspeakers/images/hd_mitnick_photo.j=
pg" style=3D"border-bottom: 0px;border-left: 0px;line-height: 100%;outline=
-style: none;outline-color: invert;outline-width: medium;width: 138px;disp=
lay: inline;float: right;height: 188px;border-top: 0px;border-right: 0px;t=
ext-decoration: none;border: 0;outline: none;" title=3D"World's most famou=
s hacker." width=3D"172">Kevin Mitnick </strong><br>
=09=09<br>
=09=09Founder, Mitnick Security Consulting LLC, World&rsquo;s most famous=
 former hacker.<br>
=09=09With more than thirty years of experience in exploring computer secu=
rity, Kevin Mitnick is a largely self-taught expert in exposing the vulner=
abilities of complex operating systems and telecommunications devices. His=
 hobby as an adolescent consisted of studying methods, tactics, and strate=
gies used to circumvent computer security, and to learn more about how com=
puter systems and telecommunication systems work. In building this body of=
 knowledge, Kevin gained unauthorized access to computer systems at some o=
f the largest corporations on the planet and penetrated some of the most r=
esilient computer systems ever developed. He has used both technical and n=
on-technical means to obtain the source code to various operating systems=
 and telecommunications devices to study their vulnerabilities and their i=
nner workings.<br>
=09=09<br>
=09=09As the world&rsquo;s most famous (former) hacker, Kevin has been the=
 subject of countless news and magazine articles published throughout the=
 world. He has made guest appearances on numerous television and radio pro=
grams, offering expert commentary on issues related to information securit=
y. In addition to appearing on local network news programs, he has made ap=
pearances on 60 Minutes, The Learning Channel, Tech TV&rsquo;s Screen Save=
rs, Court TV, Good Morning America, CNN&rsquo;s Burden of Proof, Street Sw=
eep, and Talkback Live, National Public Radio, and as a guest star on ABC&=
rsquo;s spy drama &ldquo;Alias&rdquo;. Mitnick has served as a keynote spe=
aker at numerous industry events, hosted a weekly talk radio show on KFI A=
M 640 in Los Angeles, testified before the United States Senate, written f=
or Harvard Business Review and spoken for Harvard Law School. His first be=
st-selling book, The Art of Deception, was published in October 2002 by Wi=
ley and Sons Publishers. His second title, The Art of Intrusion, was relea=
sed in February 2005. Mr. Mitnick&rsquo;s autobiography was released in Au=
gust 2011 and is a New York Times best-seller.<br>
=09=09<br>
=09=09<strong>TOPIC: Ghost in the Wires: The Unbelievable True Story of Ke=
vin Mitnick&rsquo;s Life as a the World&rsquo;s Most Wanted Computer Hacke=
r</strong><br>
=09=09Kevin Mitnick was the most elusive computer break-in artist in histo=
ry. He accessed computers and networks at the world&rsquo;s biggest compan=
ies&mdash;and however fast the authorities were, Mitnick was faster, sprin=
ting through phone switches, computer systems, and cellular networks. He s=
pent years skipping through cyberspace, always three steps ahead and label=
ed unstoppable. But for Kevin, hacking wasn&rsquo;t just about technologic=
al feats&mdash;it was an old fashioned confidence game that required guile=
 and deception to trick the unwitting out of valuable information. Driven=
 by a powerful urge to accomplish the impossible, Mitnick blazed through c=
omputer systems and networks at several globally known corporations. But a=
s the FBI&rsquo;s net began to tighten, Kevin went on the run, engaging in=
 an increasingly sophisticated cat-and-mouse game that led authorities thr=
ough false identities, a host of cities, plenty of close shaves, and an ul=
timate showdown with the Feds, who would stop at nothing to bring him down=
=2E Kevin will discuss his adventures as the World&rsquo;s Most Wanted Compu=
ter Hacker and demo some of the tricks that hackers use today to break int=
o computer systems and networks.<br>
=09=09<br>
=09=09<br>



=09=09<strong>Dr. Ernest McDuffie </strong><img alt=3D"Dr. Ernest McDuffie=
" height=3D"205" src=3D"http://puertorico.issa.org/images/McDuffie_Ernest.=
jpg" style=3D"border-bottom: 0px;border-left: 0px;line-height: 100%;outlin=
e-style: none;outline-color: invert;outline-width: medium;width: 136px;dis=
play: inline;float: right;height: 183px;border-top: 0px;border-right: 0px;=
text-decoration: none;border: 0;outline: none;" title=3D"Dr. Ernest McDuff=
ie" width=3D"173"></p>
=09<div style=3D"text-align: left">
=09=09<p>
=09=09=09Associate Director of the National Coordination Office (NCO) for=
 Networking and Information Technology Research and Development (NITRD).</=
p>
=09=09<p>
=09=09=09<strong>TOPIC: </strong><strong>An overview of the National Initi=
ative for Cybersecurity Education (NICE)</strong><br>
=09=09=09Initiative history, current status, and future directions will be=
 covered along with insight into how cybersecurity education, awareness, t=
raining, and workforce development all interact and enable the larger Scie=
nce, Technology, Engineering, and Mathematics (STEM) education enterprise=
 of the country. A National Cybersecurity Workforce Framework document has=
 been produced as part of this effort and provides the opportunity for the=
 first time to discuss the total cybersecurity workforce using a common la=
nguage.&nbsp; The ongoing adaption of this document inside and outside of=
 Federal government will also be discussed.<br>
=09=09=09&nbsp;</p>
=09=09<div style=3D"text-align: left">
=09=09=09<strong>Jenna McAuley <img align=3D"none" alt=3D"Jenna McAuley" h=
eight=3D"202" src=3D"http://gallery.mailchimp.com/9482e3db279bf35b192d2dea=
2/images/Color_headshot.JPG" style=3D"border-bottom: 0px;border-left: 0px;=
line-height: 100%;outline-style: none;outline-color: invert;outline-width:=
 medium;width: 136px;display: inline;float: right;height: 188px;border-top=
: 0px;border-right: 0px;text-decoration: none;border: 0;outline: none;" wi=
dth=3D"152"></strong></div>
=09=09<div style=3D"text-align: left">
=09=09=09<p>
=09=09=09=09Senior Manager - Ernst &amp; Young Advanced Security Center<br=
>
=09=09=09=09<br>
=09=09=09=09<strong>TOPIC: Active-Defense:&nbsp; another tool in the secur=
ity arsenal?</strong><br>
=09=09=09=09Amidst a surge of denials of service, ever-expanding pools of=
 threat agents and the often-heard &quot;advanced persistent threat,&quot;=
 organizations are weighing the risk of taking matters into their own hand=
s and striking back against their attackers.&nbsp; The broad spectrum of c=
ounter-strike capabilities creates a confusion for organizations and legal=
 frameworks alike.&nbsp; These intricacies are best considered ahead of an=
y quick response course of action.<br>
=09=09=09=09<br>
=09=09=09=09This talk will focus on the counter-strike and its associated=
 risks and considerations as organizations weigh adding this controversial=
 approach to the mix.<br>
=09=09=09=09<br>
=09=09=09=09<strong>Peter Allor <img align=3D"none" alt=3D"Peter Allor" he=
ight=3D"150" src=3D"http://gallery.mailchimp.com/9482e3db279bf35b192d2dea2=
/images/P_Allor.jpg" style=3D"border-bottom: 0px;border-left: 0px;line-hei=
ght: 100%;outline-style: none;outline-color: invert;outline-width: medium;=
width: 138px;display: inline;float: right;height: 136px;border-top: 0px;bo=
rder-right: 0px;text-decoration: none;border: 0;outline: none;" width=3D"1=
50"></strong><br>
=09=09=09=09<br>
=09=09=09=09Security Strategist &ndash; Federal Sector, Security Strategy=
 &amp; Planning &ndash; IBM Security Systems<br>
=09=09=09=09Peter Allor as a Security Strategist on cyber incident &amp; v=
ulnerability handling, where he assist in guiding the company&rsquo;s over=
all security initiatives and participation in enterprise and government im=
plementation strategies. He assists the IBM X-Force research and developme=



nt team with the collection, analysis and dissemination of information reg=
arding cyber vulnerabilities, exploits, incidents, threats and early warni=
ng and coordinates for X-Force and IBM products.&nbsp; This information is=
 used to provide customers with information and resources to employ best p=
ractices to defend their networks from potential attacks.&nbsp; He is resp=
onsible for security strategies, especially as they intersect with critica=
l infrastructures and networked protection.<br>
=09=09=09=09As a Strategist, Allor provides a security focus to address cu=
stomer specific requirements and needs to better secure their environments=
 while delivering efficient business operations.&nbsp;&nbsp; He does this=
 in coordination with Strategy, Product Management and Engineering based o=
n customer input.<br>
=09=09=09=09Allor is also the IBM Board member for the Information Technol=
ogy &ndash; Sector Coordinating Council (IT-SCC) Executive Committee; and,=
 a Board Member of the Forum for Incident Response and Security Teams (FIR=
ST) where he also serves as CFO/Treasurer.&nbsp; Allor was also a member o=
f the CSIS Cyber Security Commission for the 44th Presidency (Phase I), re=
presenting IBM, developing strategy for improving cyber security of federa=
l systems and critical infrastructure.<br>
=09=09=09=09Allor is a &ldquo;Certified SCADA Security Architect&rdquo; an=
d has presented on penetration testing of Industrial Control Systems to FI=
RST; World Institute for Nuclear Security; and the International Atomic En=
ergy Agency.<br>
=09=09=09=09<br>
=09=09=09=09<br>
=09=09=09=09<strong>TOPIC: Cyber Security Threat Landscape</strong><span i=
d=3D"cke_bm_47E" style=3D"display: none">&nbsp;</span></p>
=09=09=09<div style=3D"text-align: left">
=09=09=09=09<br>
=09=09=09=09<strong>Valerie&nbsp;Thomas <img align=3D"none" alt=3D"Valerie=
 Thomas" height=3D"162" src=3D"http://gallery.mailchimp.com/9482e3db279bf3=
5b192d2dea2/images/v_thomas.jpg" style=3D"border-bottom: 0px;border-left:=
 0px;line-height: 100%;outline-style: none;outline-color: invert;outline-w=
idth: medium;width: 138px;display: inline;float: right;height: 152px;borde=
r-top: 0px;border-right: 0px;text-decoration: none;border: 0;outline: none=
;" width=3D"150"></strong></div>
=09=09=09<div style=3D"text-align: left">
=09=09=09=09<p>
=09=09=09=09=09Senior Information Security Consultant -&nbsp;Securicon<br>
=09=09=09=09=09Throughout her eight years in information security&nbsp;Val=
erie has gained expertise in penetration testing, vulnerability assessment=
, data loss prevention, and social engineering. She has performed engageme=
nts for private industries, non-profit organizations, and government agenc=
ies. She has taught social engineering techniques at multiple businesses,=
 schools, and conferences.&nbsp;<br>
=09=09=09=09=09<br>
=09=09=09=09=09<strong>TOPIC: Stopping Social Engineers In Their Tracks: I=
ntroducing The Social Engineering Defense Framework<br>
=09=09=09=09=09<br>
=09=09=09=09=09<br>
=09=09=09=09=09Dr. Ralph Otero <img align=3D"none" alt=3D"Dr. Ralph Otero"=
 height=3D"150" src=3D"http://gallery.mailchimp.com/9482e3db279bf35b192d2d=
ea2/images/R_Otero.jpg" style=3D"border-bottom: 0px;border-left: 0px;line-=
height: 100%;outline-style: none;outline-color: invert;outline-width: medi=
um;width: 137px;display: inline;float: right;height: 150px;border-top: 0px=
;border-right: 0px;text-decoration: none;border: 0;outline: none;" width=
=3D"150"></strong><br>
=09=09=09=09=09<br>
=09=09=09=09=09Principal - Security &amp; Management Consultants<br>
=09=09=09=09=09Dr. Otero is a reputable industry expert with more than 25=
 years of security management experience encompassing security administrat=
ion and leadership in U.S., Caribbean and Latin America. He&nbsp;is a&nbsp=
;proven leader and has been a strategic planner and developer of top perfo=
rming organizations globally focused in the areas of loss prevention, risk=
 analysis, threat assessment, security, law enforcement, workplace safety,=
 information, and personnel security.&nbsp; Dr. Otero is also a&nbsp;gifte=



d team builder and manager of large-scale projects and programs. He has be=
en a&nbsp;professor&nbsp;at various recognized universities in PR &amp; ab=
road; a&nbsp;guest speaker for professional organizations, as well as nume=
rous civic organizations and private companies, a&nbsp;recipient of the&nb=
sp;AT&amp;T Corporate Security Eagle Leadership Award, has published&nbsp;=
3 books in Security Management (1996, 2002, 2009) and is a member of&nbsp;=
the editorial board of the Journal of Applied Security Research Prevention=
 and Response.<br>
=09=09=09=09=09<br>
=09=09=09=09=09<strong>TOPIC: New Roles for Private Security Management in=
 the 21st Century</strong></p>
=09=09=09</div>
=09=09</div>
=09</div>
=09<br>
=09<a href=3D"http://twitter.com/share?url=3Dhttp%3A%2F%2Feepurl.com%2FqI2=
IH&text=3DHurry%21+Registration+for+our+2012+Annual+Conference+ends+Oct+31=
st+via+%40ISSAPRChapter&count=3Dnone" target=3D"_blank"><img src=3D"http:/=
/cdn-images.mailchimp.com/social_connect_tweet.png" border=3D"0" width=3D"=
55" height=3D"20" style=3D"display:inline;" alt=3D"share on Twitter"></a>=
 <a href=3D"http://us5.campaign-archive2.com/?u=3D9482e3db279bf35b192d2dea=
2&id=3Da5ce7a660e&fblike=3Dtrue&e=3Ddd2c4c676c&socialproxy=3Dhttp%3A%2F%2Fus=
5.campaign-archive2.com%2Fsocial-proxy%2Ffacebook-like%3Fu%3D9482e3db279bf=
35b192d2dea2%26id%3Da5ce7a660e%26url%3Dhttp%253A%252F%252Fus5.campaign-arc=
hive1.com%252F%253Fu%253D9482e3db279bf35b192d2dea2%2526id%253Da5ce7a660e%2=
6title%3DHurry%2521%2520Registration%2520for%2520our%25202012%2520Annual%2=
520Conference%2520ends%2520Oct%252031st" title=3D"Like Hurry! Registration=
 for our 2012 Annual Conference ends Oct 31st on Facebook" rel=3D"socialpr=
oxy" id=3D"fblike-"><img src=3D"http://cdn-images.mailchimp.com/fb/like.gi=
f" border=3D"0" alt=3D"Like Hurry! Registration for our 2012 Annual Confer=
ence ends Oct 31st on Facebook" height=3D"20" width=3D"48" style=3D"displa=
y:inline;"/></a><br>
=09<br>
=09<br>
=09<strong>Our 2012 ISSA Puerto Rico&nbsp;Conference Sponsors</strong><br>
=09&nbsp;</div>
<table border=3D"0" cellpadding=3D"0" cellspacing=3D"0">
=09<tbody>
=09=09<tr>
=09=09=09<td style=3D"text-align: center; width: 213px; border-collapse: c=
ollapse">
=09=09=09=09<p>
=09=09=09=09=09<strong>Diamond</strong><br>
=09=09=09=09=09<a href=3D"http://issa.us5.list-manage1.com/track/click?u=
=3D9482e3db279bf35b192d2dea2&id=3D3cb3a6b82f&e=3Ddd2c4c676c" style=3D"col=
or: #d00000; font-weight: normal; text-decoration: underline" value=3D"htt=
p://www.ricohpr.com/"><img align=3D"none" alt=3D"Ricoh" height=3D"51" src=
=3D"http://gallery.mailchimp.com/9482e3db279bf35b192d2dea2/images/Ricoh_Lo=
ck_Up_Red_Hi_Res_JPG_File.1.jpg" style=3D"border-bottom: 0px;border-left:=
 0px;line-height: 100%;outline-style: none;outline-color: invert;outline-w=
idth: medium;width: 120px;display: inline;height: 51px;border-top: 0px;bor=
der-right: 0px;text-decoration: none;border: 0;outline: none;" width=3D"12=
0"></a>&nbsp;<br>
=09=09=09=09=09&nbsp;</p>
=09=09=09=09<p>
=09=09=09=09=09<a href=3D"http://issa.us5.list-manage.com/track/click?u=3D=
9482e3db279bf35b192d2dea2&id=3Ddd07412e5c&e=3Ddd2c4c676c" style=3D"color:=
 #d00000; font-weight: normal; text-decoration: underline" value=3D"http:/=
/bdopr.com/"><img align=3D"none" alt=3D"BDO" height=3D"38" src=3D"http://g=
allery.mailchimp.com/9482e3db279bf35b192d2dea2/images/BDO_logo.gif" style=
=3D"border-bottom: 0px;border-left: 0px;line-height: 100%;outline-style: n=
one;outline-color: invert;outline-width: medium;width: 99px;display: inlin=
e;height: 42px;border-top: 0px;border-right: 0px;text-decoration: none;bor=
der: 0;outline: none;" width=3D"99"></a><br>
=09=09=09=09=09&nbsp;<br>
=09=09=09=09=09&nbsp;<img align=3D"none" height=3D"89" src=3D"http://galle=



ry.mailchimp.com/9482e3db279bf35b192d2dea2/images/ENDI.png" style=3D"borde=
r-bottom: 0px;border-left: 0px;line-height: 100%;outline-style: none;outli=
ne-color: invert;outline-width: medium;width: 67px;display: inline;height:=
 89px;border-top: 0px;border-right: 0px;text-decoration: none;border: 0;ou=
tline: none;" width=3D"67"><br clear=3D"all">
=09=09=09=09=09<br>
=09=09=09=09=09&nbsp;</p>
=09=09=09</td>
=09=09=09<td style=3D"text-align: center; width: 213px; border-collapse: c=
ollapse">
=09=09=09=09<p>
=09=09=09=09=09<strong>Platinum</strong><br>
=09=09=09=09=09&nbsp;<br>
=09=09=09=09=09<a href=3D"http://issa.us5.list-manage.com/track/click?u=3D=
9482e3db279bf35b192d2dea2&id=3Df59d500647&e=3Ddd2c4c676c" style=3D"color:=
 #d00000; font-weight: normal; text-decoration: underline" value=3D"http:/=
/www.ey.com/GL/en/Services/Tax/Worldwide-Corporate-Tax-Guide---XMLQS?previ=
ew&xml=3D~ec1mages~taxguides~WCTG-2012~WCTG-PR.xml"><img align=3D"none" al=
t=3D"E&Y" height=3D"72" src=3D"http://gallery.mailchimp.com/9482e3db279bf3=
5b192d2dea2/images/e_y.png" style=3D"border-bottom: 0px;border-left: 0px;l=
ine-height: 100%;outline-style: none;outline-color: invert;outline-width:=
 medium;width: 101px;display: inline;height: 61px;border-top: 0px;border-r=
ight: 0px;text-decoration: none;border: 0;outline: none;" width=3D"100"></=
a>&nbsp;<br>
=09=09=09=09=09<img align=3D"none" alt=3D"IBM" height=3D"114" src=3D"http:=
//gallery.mailchimp.com/9482e3db279bf35b192d2dea2/images/Q1_IBM_logo.1.jpg=
" style=3D"border-bottom: 0px;border-left: 0px;line-height: 100%;outline-s=
tyle: none;outline-color: invert;outline-width: medium;width: 195px;displa=
y: inline;height: 40px;border-top: 0px;border-right: 0px;text-decoration:=
 none;border: 0;outline: none;" width=3D"270">&nbsp;<br>
=09=09=09=09=09<img align=3D"none" alt=3D"Xapiens" height=3D"75" src=3D"ht=
tp://gallery.mailchimp.com/9482e3db279bf35b192d2dea2/images/xapiens_offici=
al_logo.jpg" style=3D"border-bottom: 0px;border-left: 0px;line-height: 100=
%;outline-style: none;outline-color: invert;outline-width: medium;width: 1=
00px;display: inline;height: 75px;border-top: 0px;border-right: 0px;text-d=
ecoration: none;border: 0;outline: none;" width=3D"100">&nbsp;<br>
=09=09=09=09=09&nbsp;<br>
=09=09=09=09=09<br clear=3D"all">
=09=09=09=09=09<br>
=09=09=09=09=09&nbsp;</p>
=09=09=09</td>
=09=09=09<td style=3D"text-align: center; width: 213px; border-collapse: c=
ollapse">
=09=09=09=09<p>
=09=09=09=09=09<strong>Gold</strong><br>
=09=09=09=09=09<a href=3D"http://issa.us5.list-manage.com/track/click?u=3D=
9482e3db279bf35b192d2dea2&id=3D4c2946306b&e=3Ddd2c4c676c" style=3D"color:=
 #d00000; font-weight: normal; text-decoration: underline" value=3D"http:/=
/www.absolute.com/"><img align=3D"none" alt=3D"Absolute" height=3D"42" src=
=3D"http://gallery.mailchimp.com/9482e3db279bf35b192d2dea2/images/Absolute=
_stacked_logo.jpg" style=3D"border-bottom: 0px;border-left: 0px;line-heigh=
t: 100%;outline-style: none;outline-color: invert;outline-width: medium;wi=
dth: 101px;display: inline;height: 61px;border-top: 0px;border-right: 0px;=
text-decoration: none;border: 0;outline: none;" width=3D"100"></a></p>
=09=09=09=09<p>
=09=09=09=09=09<br>
=09=09=09=09=09<img align=3D"none" height=3D"66" src=3D"http://gallery.mai=
lchimp.com/9482e3db279bf35b192d2dea2/images/EDP_logo_web.jpg" style=3D"bor=
der-bottom: 0px;border-left: 0px;line-height: 100%;outline-style: none;out=
line-color: invert;outline-width: medium;width: 120px;display: inline;heig=
ht: 66px;border-top: 0px;border-right: 0px;text-decoration: none;border: 0=
;outline: none;" width=3D"120"><br>
=09=09=09=09=09<br>
=09=09=09=09=09&nbsp;<br>
=09=09=09=09=09&nbsp;</p>
=09=09=09</td>



=09=09</tr>
=09</tbody>
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